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Absiract - Predominantly large distributed networks currently
provide support for group oriented protocols and applications.
Regardless of the type of distributed network there is a need to
provide communication privacy and data integrity to the
information exchange amongst the group members. This
paper introduces a protocol named RFID Authentication
based Secure Communication Plane (RASCP) .
RASCP adopts the commutative RSA algorithm to maintain
data integrity. The proposed protocol not only eliminates the
overheads resulting from key distribution and key compromise
attacks but also provide for information security in the
presence of colluded group members. Radio Frequency
Identification (RFID) tags is used for group member
identification. The RACP protocol is compared with the RFID
extended Secure Lock (RSL) group communication protocol
and its efficiency in terms of the computational complexity
involved is discussed in this paper.

Keywords . RFID, RFID security, RFID authentication
secure group communication, cryptography,
commutative rsa, secure plane, computational cost,
Sleve of eralosthenes algorithm , prime numbers,
pseudo random number generators, secure lock.

. [INTRODUCTION

FID systems and standards established by IEEE
qm 2] are envisioned to be one of the most

commonly used identification mechanisms in the
near future [3]. A RFID authentication system primarily
consists of a tag and a reader with a database to store
the tag details. Tags available are of several types and
classes [1][2] but the research work presented here
considers the most commonly available passive RFID
tags of class 0. A lot of research is ongoing to provide
security to the existing standards and the technology
involved in manufacturing and Radio Frequency (RF)
communication systems in place. Currently there exist
several threats to the existing RFID deployments like
Denial of Service Attacks, RFID Tag Cloning, RFID Tag
Tracing, Eavesdropping, Replay Attacks Data Forging,
Invading Privacy Information and Hot-listing to name a
few [3][4][5][6][71[8][9][10]. More often than not
researchers have focused on the eliminating the threats
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that currently exist in the RFID technology and methods
towards improving it. In the research work presented
here the use of the existing RFID technology for
identification is adopted. The proposed protocol i.e.
RASCP assumes that the RFID communication module
considered is secure and free of the above mentioned
defects/attacks.

Communication provisioning is considered as
the basic essentials of any network. The prevalent large
scale distributed networks existent provide support for
various business, personal, commerce, banking,
military, intelligence applications and services. These
networks are prone to varied kind of attacks and data
compromise issues. To counter the issue of data
compromise  cryptography is commonly  used.
Cryptographic algorithms could be broadly classified
into two types namely Symmetric and Asymmetric type.
The RASCP protocol proposed utilizes the asymmetric
commutative RSA Algorithm to provide for security.
These algorithms are discussed in detail in the future
sections of this paper.

The remaining paper is organized as follows.
Section I discusses the commutative RSA algorithm.
The Sieve of Eratosthenes prime number generation
algorithm is discussed in the next section. The fourth
section of the paper provides an in depth explanation of
the proposed RASCPgroup communication scheme.
The fifth section of the paper presents the RFID
extended secure lock group communication scheme.
The penultimate section of the paper discusses the
experimental  evaluation  wherein  the  propose
RASCP and the RSL are compared. The conclusion and
the future work is discussed in the last section of the

paper.
[I. COMMUTATIVE RSA

A secure plane is realizable provided the data
communicated over the plane is protected and cannot
be colluded. The use of cryptographic techniques is
generally preferred, hence the RASCP proposed in this
paper adopts the commutative RSA algorithm. The
RASCP considers two prime numbers Param_Pf$4
and Param_QSR$* initialized amongst all the group
members. Let G4 and G represent the group members
required to communicate over the secure plane. To
compute the encryption keys and decryption key pairs
of the commutative RSA algorithm the parameters
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Param_N®$4 and Param_¢“*$4 are computed using
the following
Param_N¢F$4 = [(Param_PFRS4) x (Param_QSF54)|
Param_¢F4 = [(Param_pFRs4 — 1)

X (Param_QSRS4 —1)]

From the above equations it is clear that
Param_N,*®* = Param_Nz®* and Param_¢,** =
Param_¢pp‘®*forAand B. The encryption key pair
of A and B represented as
( Param_N,“®4 Param_E,*®* ) and
( Param_Ng®4 Param_Ez“RS4)

is to be obtained. The Param_E‘RS4 s
obtained by randomly selecting numbers such that it is
a co prime of Param_¢®54 or in other terms
Fngep(Param_ECRSA  Param_¢¢RS4) = 1

Where Fngop(x,y) represents the greatest
common divisor function between two variables x and y.

The decryption key pair of Aand B is represented by
(Param_N,“*4, Param_D,“** ) and

(Param_Ng®$4 Param_Dz“*** ) and the
parameter Param_DRS4 is computed based on the
following equation
Param_DC¢RSA
= (Param_E“®$4)~1 Mod(Param_N‘RS4")

Let Ency represent the encrypted dataX. The
encryption operation is defined as follows
Ency = XParam E“% pod(Param_NCRSA )

The commutative RSA decryption operation on
the encrypted data Y is defined
Decy = YParam D% poq(param NCRSA )
a) Commutative proof RSA Algorithm

The commutative property of the RSA algorithm
adopted in RASCP can be proved if data X encrypted by
A and then encrypted by B provides the same resultant

if the encryption is performed by B followed by the
encryption performed by 4 i.e.

Enc® (Ency®) = Enc?(Ency®)
Enc? ( xParam 4N podparam N, RS ))
xParam EpF Mod(Param_Ng“®s4) )

CRSA
X Param _Ep ) Mod(ParamNACRSA )

CRSA CRSA
x Param Ea“"%) Mod(Param_Nz ")

CRSA

= Enc4
X(Param Eg CRSA
— X(Param _Ep

CRSA

As Paramy , it can be concluded

that

X(Param _Ey4

= Param_Ng

CRSA CRSA
x Param _Ep ) MOd(ParamNACRSA )

CRSA CRSA
— X(Param _Ep x Param _E 4 ) Mod(Param_NACRSA )

And hence
EncB(Ency®) = Enc?(Ency®)

© 2012 Global Journals Inc. (US)

I11. PRIME NUMBER GENERATION

Prime number generation functions and their
application to the arena of cryptography have been
extensively studied by researchers. The RACP proposed
in this paper utilizes the Sieve of Eratosthenes Algorithm
[11] to find a set of prime numbers based on the user
RFID tags. Let nyq, represent a number derived from
the user RFID tag. Let us consider a Boolean Set By,
having ny,., Boolean values, each element are
represented as by, Where b € {T,F} and Indx
represents the index corresponding to the number
in Nemp = {234, o ... Nyax }- Let Varl=
Fieast (M, Ny, Brmyp ) represent a function that returns
the smallest number Varl € Nrpp,in Npy, that is
greater than n and b, = F and b,, € Bry, .The Sieve of
Eratosthenes Prime number generation algorithm is
adopted to generate prime number set P. The Sieve of
Eratosthenes algorithm adopted is given below

Algorithm 1: Sieve of Eratosthenes Prime
number generation algorithm
Input:
User RFID based Number ny,,
Output:
Prime Number Set P
Algorithm:
l. Initialize Nppy, = {2,3,4, ... ... Nyax }
Il Initialize Boolean set
Brmp = {F1,F2, F3, e Fypy 3
. Initialize Var = 2
V. Do
V. Set the index of all the multiples of Var1 to
True ie. T occurring between

Var? and nyg, -
VI. Var = Fieqse Var, Nymp, Brmp)
VI While (Var? > nyay)
VIII. P = Set of all indexes of
blndx € BT‘mp : blndx =F

From the above algorithm it is evident that the
set P obtained contains all the prime numbers between
2 andny,, . This algorithm is utilized to obtain the
probable PLIo%. pca and QFrob. res sets required to
initialize the commutative RSA algorithm in the RACP for
each user considered in the communication plane. The
computational complexity of this algorithm s
O(nMax Inln nMax)“ 2][1 3]

V. RASCP - RFID AUTHENTICATION BASED
SECURE COMMUNICATION PLANE

Let us consider a set of users who would like to
communicate securely represented by a set defined as

G =1{91,92 93 - Gm)}
Where g,,, represents the m*" user of the group G.



It is assumed that each user g,, € G posses a
RFID Tag represented as T™ and an RFID reader. The
RFID tags are said to contain data of length LT where m
represents the m!* user and the users associated
tag T™. The secure communication plane is constructed
by adopting the commutative RSA algorithm. To
initialization of the commutative RSA algorithm is based
on the RFID tag dataRFID7*, used to obtain the
parameters Param_PSRS4 and Param_QSFS4 using the
Sieve of Eratosthenes Prime number generation
algorithm. Each member of the group contributes
towards the construction of the commutative RSA sets
PARAM_P and PARAM_Q defined as
PARAM_P =
{Param_P{®4, Param_P{R54, ..., Param_PSR4} and
PARAM_Q =
{Param_Q{”S4, Param_Q5R54, -, Param_QSRS4 }

The algorithm used to construct the PARAM_P
and PARAM_Q sets is as mentioned below
Algorithm Name;: PARAM_P
PARAM_Q construction
Input;
I.  Group Member Set G = {g1, 92,93, - - Fm}
ll.  Group RFID Tag Associated with each Group
Member ¢, T™ and its data RFIDY and
length LT}

Output:
|. PARAM_P
ILPARAM_Q

and

Algorithm

l. Initilize PARAM_P = @ and PARAM_Q =0
Il For Each group member g,, € G

. QP Py = Split(LR, RFIDE)

V. PLIob. psa’ = GetPrimeSet(PJL,,)

V. EZ&%_RSAm = GetPrimeSet(@”mp)

V. Param_PSR4 = RandSel( Py, .o, +t)
VI Param_QSFSA = RandSel( QErob, ™, t)
VIl.  PARAM_P = PARAM_P U Param_PSFS4
IX. ~ PARAM_Q = PARAM_Q U Param_QGFs
X. End For Each

The function Split(X,Y) represents a splitting
function that obtains the most significant bits and least
significant bits of the number Y of
length X. GetPrimeSet(X) represents a function that
uses the Sieve of Eratosthenes Prime number
generation algorithm to obtain the prime numbers set
within  X. RandSel(X, t)represents a random element in
the set X selection function based on the seed timet.
The communication overheads of this algorithm is
m X 2D transmissions where D represents the size of
the messages parsed between the m group members.

To construct the commutative RSA secure
plane all the m members of the group G require a

common Param_Bf*54 and Param_Q{®* to derive
their encryption and decryption keys. A time
synchronization function ¢ is adopted to ascertain the
Param_P{®* € PARAM_P and  Param_QS*4 €
PARAM_Q amongst the groupG The time
synchronization function ¢ can be considered as a
RandSel function wherein the seed time is common for
all the membersg,, € G. The time synchronization
function can be defined as

@r(X,t;y) = RandSel(X,tr)

Where tr represents the synchronization seed
andVg, €EG:t=tr.

The time synchronization function ¢ is used to
obtain Param_P;*4 and Param_Q5*5# defined as
Param_PfRS4 = @, (PARAM_P ,tr)

Param_Q5*4 = @ (PARAM_Q ,tr)

The encryption and decryptions keys are to be
derived from Param_P{®4 and Param_Qi**4 using the
following algorithm

Algorithm Name: Encryption and Decryption
Key Pair Computation
Input:

l.  Group Member Set G = {g4, 2,23, -.- -
Il. Param_PgRs4

l. Param_QSRs4

- Gm}

Output:
I.  Encryption Key Pair
CRSA CRSA
(ParamN om o Paramg, )
Il.  Decryption Key Pair
(Param N, “**4 Param_D, “***)
Algorithm
I.  For Each group member g,, € G
Il.  Compute PaTamNngRSA - [(ParampgRSA)x

( Param, sRSA )]

. Compute Paramd)g CRSA — [(ParamPgRSA -
‘m

1) x (ParangRSA - 1)]

V. Select random number using
RandSel(Rndy,m ,t) | Frgep (Rndyy, , Param_¢CRs4
=)1

V. Param_ E, CRSA = Rndy,m

VI.  Compute
Param, ‘f54 =

gm
[( ParamEgm CRSA )_1 Mod (ParamNgm CRSA )]

VII.  Encryption key pair of the g,,t" group member

CRSA )

is (ParamNg CRSA paramg
m

gm
Decryption key Pair of the g,,*"* group member
CRSA)

VIIIL
is (ParamNg CRSA param,,

m Im
IX.  End For Each
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Using the Encryption and Decryption Key Pair
Computation algorithm all the group members g,, €
G compute the encryption and decryption key pairs
which enable to construct the envisioned secure
communication plane. The RASCP discussed eliminates
the security arising from key exchange [14], negating
key compromise [15] external server maintenance for
key management [16] proving the efficiency in creating
a secure communication plane.

Let us consider n users of the group G that
need to communicate securely and the secure
communication group G is defined as

G = {g'l, 92. gfg, - gn}

Wheren <mand G S G

The secure communication plane consisting of
n group members communicate data by using a series
of encryption and decryption operations. The
commutative nature of the RSA algorithm adopted in the
RASCP ensures that the data communicated is
encrypted at least once i.e. the original data is
encrypted and then only communicated over the plane
thereby securing the data. The presence of any colluded
users within the group represented by g 0n
intercepting the data would not be unable to determine
the level of encryptions and decryption procedures
performed on the data prior to his interception. In the
case if the user g, € G intercepts the data after the first
encryption, g, would not be able to recover the data as
the encryption and the decryption keys are not
exchanged and are different for each userg, € G
participating in the secure group communication. Let
gsnar € G represents the sender who needs to
communicate data X to gg.,, € G in the presence of
group member set G securely. Let us define a set G and
Gas follows

sz G: N Grev
G=G6n P Sndr
The algorithm to securely communicate

amongst gg,q- and gg., IS Mentioned below

Algorithm Name: Communication over the
Secure Plane
Input:
I.  Group Member Set G
Il.  Group Member Set G
lll.  Group Member Set G
V. Encryption and Decryption Key Pairs of Group
Member Set G
V. Data to be transacted X available with gg.q4 €
G

Output:
|. Data X available with gg.,, € G

Algorithm
|, Foruserg, = gsnar € G

© 2012 Global Journals Inc. (US)

I Encrypt the data

Encg‘SndT = cRSA
[ XPara MEge

II. Encrp, = Encyg,

Mod (ParamN Fsndr CRSA )]

V. End For
V.  ForEachuserg,, € G
VI Encrypt the data
Encry, =
[ Encry, " Eom “* Mod (ParamNgm CRSA )]
VII. End For Each
V. For Each userg,, € G
IX. For the first user
X. Decrypt the data
Decrmy, =

CRSA
[Enchp Parampg,, Mod (ParamNg CRSA )]
Xl End For

XII. Decrypt the data
Decrmy =
[ DeCTmp Faramo g, e Mod (ParamNgm e )]
Xl End For Each B
XV, Foruserg,, = grew € G
XV. Decrypt to get final data
X =
[ Decrmy, Param g, " od (ParamNgm e )]
XVI. End For

Using the Communication over Secure Plane
Algorithm discussed above the gg., is able to receive
the data X sent by the user gg,q- USINg n Nnumber of
encryption and decryption functions. The algorithm also
highlights the fact that the data X to be transmitted is not
transmitted in the original form i.e. it is encrypted and
transmitted there by securing the data.

The RASCPdiscussed utilizes the RFID tags
available with each group member g,, to construct the
secure communication plane. The AF/D tags are often
used for identification and tracking. In RASCP the RFID
tags are used both for security provision and
identification. As the RASCP adopts multiple encryption
and multiple decryptions to securely communicate data
the overheads arising from this could be considered as
a drawback of the RASCP. The RASCP is evaluated with
the Secure Lock secure group communication protocol
in the subsequent section of this paper.

V. RFID EXTENDED SECURE LOCK GROUP
COMMUNICATION SCHEME (RSL)

The RSL is a RFID based extended Secure
Lock protocol [17]. The RSL protocol considers a central
server and a set of group members defined as
GRSL — {g)1RSL ngSL g3RSL g RSL}
] ) p oren mne m

The RSL protocol incorporates an asymmetric
cryptographic algorithm to provide security. Let the



private and public of a group member gt € GRSt
be represented as (PRSL,, ,SRSE ) .

The central server also known as the security
server establishes a set of m = |GFSL| pair wise relatively
prime numbers M,..., N, from the RFID tags
possessed using the Sieve of Eratosthenes Prime
number generation algorithm. These numbers are then
assigned to group members g,,*t € GRS and are
assumed to be public in nature. To establish a secure
plane of for communication using the RSL the server
computes the following based on the a randomly
selected key represented as KRSt

LB = Eprsi " (KRSL)(WLCVd N, ksL )

Where € represents the encryption operation

Using the Chinese remainder theorem the
server computes Lc£RSE | The computed value Lc£RSE is
considered as the lock for the key g?RSLm(KRSL) The

resulting message sent by the server is defined as
msgfst = (Lch®SE, (KRS Y prs)

The group member g,,%L on receiving the
message msg®St obtains the Lck®'using the
following computations

Eprs " (K®SLY = (LehPSh) (4’)’L0’d N, kst )
K™l = Dogst . (S?RSL . (KRSL))

Where D represents the decryption operation.

Colluded group members on decryption cannot
obtain the lock KRS selected by the server accurately
hence providing for security.

The Chinese remainder theorem utilized by the
server provides protection by securing the group
membership and group size. The use of the Chinese
remainder theorem and asymmetric cryptographic
schemes render the RSL group communication scheme
inefficient and are not scalable.

VL PERFORMANCE EVALUATION

This RASCP secure communication mechanism
proposed in this paper is compared with the RSL
protocol in terms of the computational costs incurred.
The computational cost incurred is proportional to the
execution time observed. The RASCPand the RSL
systems were developed using C#.Net on the Visual
Studio 2010 Platform. The RFID tags used were of type
0. The RFID readers were integrated into the platform
using VC++.Net. To evaluate the RASCP and the RSL
secure group communication systems and to observe
the computational costs the number of users in the
group were varied from 5, 10, 20, 50, 70 and 100 users.
The observations were monitored using log files
maintained for every operation. The introduction of the
RFID tags into the RASCP and RSL can be considered

as an overhead that exists in reading the tags and the
average time observed in reading the RFID tags when
the number of group members are varied from 5,
10,20,50,70 and 100 is as shown in Fig 1. It could be
observed that the average of the overheads observed
reduces as the number of users increase proving that
the induction of the RFID based security systems are
scalable in nature and do not affect the responsiveness
of the systems. The average time taken to read a RFID
tags was found to be about 0.76ms.

AVERAGE_RFID_TAG_READ_TIME

0.25 -

0.2 -

B RFID_TAG_READ_TIME

3
£.15 -
3
£
£ 0.1 -
E

0.05 - I

o I
5 10 20 50 70 100
Group Size

Figure 1. Average Time Observed in Reading RFID
Tags with Varying Number of Group Members

The RSL secure group communication system
adopts the RSA Algorithm with a key strength of 1024
[19] bits to incorporate secure transmissions amongst
the group members. The RASCP adopts the
commutative RSA algorithm to construct a secure
communication plane. The RSL relies on a central server
for key initialization, distribution using locks and the
verifications is carried out by the group members. The
experimental evaluation conducted considered the
protocol initialization phase as the time taken to verify
the group membership and derive the cryptographic
keys. The computational overheads observed are as
shown in Fig.2. It could be observed that the overheads
are reduced by about 99.43% in the initialization phase
in the RASCP protocol. The RSL considers a central
server and the verification process of the group
members. The overheads resulting from the group
membership verification process for the RSL scheme is
as shown in Fig 3. The RASCP and the RSL group
communication  protocols  adopt  cryptographic
techniques to construct a secure communication plane.
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The overheads arising from the encryption and
decryption operations are analyzed for comparisons.
The encryption and decryption operations performed
using the RASCP and the RSL group communication
schemes are compared in terms of the computational
complexity exhibited. The results obtained are
graphically shown in Fig 4 and Fig 5. Form the figures it
is clear that the commutative RSA algorithm adopted in
the RASCPis computationally less expensive when
compared to the RSA cryptographic algorithm adopted
in the RSL group communication scheme ye providing
security.

Initilization Overhead

=¢—RASCP_INITILIZATION

w
wv
1

RSL_INITILIZATION

N
[0} w
1 1

Protocol Initilization Overhead in S
N

1.5 -
1 .
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0 ——e r— o—
5 10 20 50 70 100
Group Size

Figure 2 . Average Protocol Initialization Overheads Vs
Group Size
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VERIFICATION_OVERHEAD
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Figure 3 . Verification Overhead in RSL Scheme
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Figure 4 . Computational Analysis of Encryption
Operations




Computational Cost of Decryption
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Figure 5 . Computational Analysis of Decryption
Operations

The experimental evaluation discussed in this
paper prove that the proposed RASCP group
communication protocol introduced in this paper
performs better than the existing RSL scheme by
reducing the computational overheads and yet
providing security of the data transacted amongst the
group members.

VII. CONCLUSION AND FUTURE WORK

RFID devices are universally used for the
purpose of identifications. Many researchers have
focused on improving the security of RFID systems in
place. This paper introduces a RFID Authentication
based Secure Communication Plane (RASCP) felicitating
secure transmissions amongst group members. The
RASCP protocol adopts the commutative RSA algorithm
to preserve the integrity of the data transacted over the
communication plane. The RFID tags are used for the
purpose of identification and for protocol initialization.
The proposed RASCPscheme is compared with the RSL
secure group communication scheme. The RASCP
scheme proposed overcomes the drawbacks arising
from key distribution, key compromise and external
trusted server requirements, yet providing security in the
presence of even colluded users. The experimental
study conducted proves the efficiency of the proposed
RASCP over the RSL group communication scheme.

The future of the work presented here is to compare the
RASCP scheme with other secure group communication
schemes using RFID tags.
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