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I. Introduction 
rivacy is one of the most important issue 
concerning websites over the internet these days. 
Every website tries to implement an 

understandable privacy policy. Providing links to privacy 
policy is absolute necessary today because a lot of 
people try to disclose personal information over the 
websites. A privacy policy is a document which defines 
the rules and regulations governing the user’s 
interaction with websites. There are no standards or 
requirements for a privacy policy statement but a privacy 
policy statement must be understandable to the users 
who visit the website. A privacy policy must also define 
the information it collects from user. If the privacy policy 
takes information from the user it must also define why it 
needs the information. Most users understand if they 
provide some information it must not be shared with 
anyone else without their consent. According to a survey 
conducted by Graphics, Visualization and Usability 
center of the Georgia Institute of Technology, 69.95% of 
the users were concerned about disclosing information 
to the websites to access the requested information [7]. 
Organizations that publish privacy policies online are 
considered trustworthy. A survey conducted by TRUST 
showed that 78% of users will provide information to 
website if they are provided with some kind of privacy 
assurance [8]. Thus having a privacy policy statement in 
a website is a straightforward approach of ensuring 
privacy in the website which boosts the users 
confidence on the website and reduces the chances of 
receiving false information from the user. 

Considering the importance of the private 
information over the internet, we conducted a study on 
implementation of privacy policy in the Educational 
sector websites in Kingdom of Saudi Arabia. The aim of 
the study was to check how concerned are the 
educational sector organizations in Saudi Arabia 
regarding the use of information and the implementation 
of the privacy policy. The data privacy in Saudi Arabia is 
governed by “The Internet laws” passed in 2001. The 
“Internet laws” define the rules for publishing of data 
and ensuring privacy over the internet [9]. 

The Paper is organized as follows. First, we will 
describe the background to the study. Next, we will 
discuss the approach undertaken in the research. 
Further we will provide the results of the study. Finally, in 
the last section we will provide our conclusion to the 
study.   

II. Background of the Study 

The Information practices of any website are 
described by its privacy policy. The privacy policy of any 
website must be easily accessible and understandable 
[4].The presence of privacy policy page describing how 
organizations handle data can have a broad impact on 
how websites are used. From the organizations point of 
view, the way in which it will conduct business will 
depend upon the way it handles the privacy issues [11]. 

Implementing privacy policies is absolutely 
necessary in today’s electronic world. There are a 
number of nations which are creating their own privacy 
laws. Saudi Arabia has its own data privacy law passed 
in 2001 called as “The Internet law”[9]. There are also 
international laws which are enforcing privacy in 
websites. The most obvious reason of implementing 
privacy policy is that it keeps the organization out of 
trouble and keeps them away from the claws of the 
domestic and foreign data privacy laws. In United States 
and some other nations the disclosure of the private 
information of the user may result in sanctions and fines 
of up to $1 million [12, 13]. 

There are some other privacy enforcing 
alternatives like cookie buster, website filters and popup 
killers. These methods can only protect some aspects of 
web privacy. These mechanisms are based on user 
preferences and may vary in different websites [5]. 
Some more solutions for enforcing privacy are Platform 
for Privacy Preferences Project (P3P) and various 
privacy seal programs. The P3P is a framework 
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established by The World Wide Web Consortium. The 
presence of P3P allows users to configure their browser 
to implement web privacy policy [4, 5]. There are also 
some companies like TRUSTe, BBBOnline and 
WebTrust that provide privacy seal to the websites [4,8 
].The presence of TRUSTe seal ensures that TRUSTe 
has reviewed the privacy policy for the disclosure of user 
information[4, 10]. BBB Online also ensures privacy in 
the same way [4, 14]. 

Information is continuously collected by 
websites from users. Previous studies [15, 17] have 
shown that privacy concerns on websites are seriously 
taken by the users. The conclusions drawn by the 
studies can have very serious consequences. The main 
privacy concerns and the regulation of the internet are 
the areas that need to be thoroughly researched [16]. 
Our study is concerned with privacy policy 
implementation in educational sector websites in Saudi 
Arabia. The aim of the study is to measure the status of 
privacy policy implementation in educational sector 
websites in Saudi Arabia. 

III. Research Methodology 

a) Selecting E government Websites  
In this step all the websites concerning the 

Saudi Arabian government and services were selected 
and a list was created. There were a total of 54 E 
government websites in Saudi Arabia.  

b) Content Analysis 
This step was concerned with the presence of 

privacy page in the website. The presence of the privacy 
page asked for the content analysis of the privacy 
statement to be done. Content analysis is a research 
tool to derive valid inferences and concepts from the text 
[12]. The privacy statement of each website was studied 
line by line to understand the level of privacy 
implemented by the websites. The evaluation of the 
privacy statement was done on the basis of the United 

States Federal Trade Commission’s Fair Information 
Practice Principles (FIPs). The Fair Information Practice 
Principles (FIPs) are widely accepted guidelines for 
ensuring fair practices and is based on following core 
principles[2,13]: 
i. Notice/Awareness: It should be clearly stated to the 

user what information is collected from him and how 
this information is used [2, 13, and 14]. 

ii. Choice/Consent: Users should be clearly informed 
about the disclosure of the  information by the 
website [2, 13, and 14]. 

iii. Access/Participation: Users must be able to access 
the information provided to the website [2, 13, and 
14]. 

iv. Integrity/Security: Websites should prevent any 
unauthorised access to the user  data. 
Websites must also ensure that data remains 
accurate all the time [2, 13, 14]. 

c) Classification  
The last part of our research methodology was 

classifying the websites. Once the websites were 
checked for presence of privacy policy, each website 
was classified as:  
i. Privacy policy Present: A link to a separate page 

stating the privacy policy of website is present i.e. 
privacy policy is present.  

ii. Privacy Policy Not Present: No page or link 
dedicated to privacy policy of website present i.e. 
privacy policy not  Present. 

The second part of the study was to check 
whether the privacy policy comply to the Fair information 
practice principles of Notice/Awareness, choice/ 
Consent, Access/Participation and Integrity/Security. 

 
 

 
 
 
 
 
 
 
 
 
 

The FIP principles were given an equal weight 
age and on the basis of the presence of these principles 
the websites privacy policy was rated as:

 

1)
 

Strong: The privacy policy of website complying with 
any three FIP principles was classified as Strong.

 

2)
 

Weak: The privacy policy of website complying with 
two or less than two of the four FIP principles was 
classified as Weak. 

 

  

The results of our study were quite shocking 
considering the amount of attention that is given to data 
privacy these days. It was found that only 11% of the 
total educational sector websites in Saudi Arabia have 
some sort of privacy policy implemented. The rest of 
89% of websites don’t have any privacy policy 
implemented.
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IV. results



 
 
 
 
 
 
 
 
 
 
 
 

Privacy policy in overall Educational Sector
 

The private universities seemed to be more 
concerned about the implementation of privacy policy in 
Saudi Arabia. Out of the total 11% of the websites where 
privacy policy was present, 80% of this data belonged 
Private universities while as 20% of the privacy policy 

belonged to government universities.
 

The higher 
education collages seemed to be less concerned about 
the privacy policy with 0% of websites having privacy 
policy implemented. None of the higher education 
collage websites have privacy policy implemented.

 
 

 
 
 
 
 
 
 
 
 
 
 Percentage of total privacy policy implemented

 Another interesting observation was that, Out of 
the 19 government universities in Saudi Arabia only 5% 
of the university websites have privacy policy present 
while as the ratio is slightly better with private universities 
with 50% of the websites having privacy policy present. 

This observation shows that private universities are 10 
times more concerned about the privacy policy as 
compared to the government universities in Saudi 
Arabia. 

 
 

 
 
 

  
 

 
 
 
 
 
 
 
 

                             
Privacy Policy in Private Universities

 Privacy Policy in Government Universities 
Another Part of our study was concerned with 

the status of the privacy policy statement based on the 
four information practices points discussed under 
content analysis part of our  research. It was  found  that  

 
60% of the websites where privacy policy was present 
have a strong privacy policy statement in place while as 
40% of the websites have a weak privacy policy 
statement implemented. 
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Status of Privacy Statement

 

There were also a couple of websites where a 
link to privacy statement was provided but there was 
nothing in the privacy policy page. The privacy policy 
page in these websites showed a message of “Page 
under Establishment” or “Page under Construction”. We 
have categorised these websites as “Privacy Policy Not 
Present”.

 

V.

 

Conclusion and Future Work

 

The amount of attention that is given to 
information privacy and its use is

 

tremendous these 
days. Keeping this fact in mind we conducted a study 
on implementation of privacy policy in educational 
sector of Saudi Arabia. The results of the study were 
very surprising as well as shocking. A large number of 
the educational sector websites don’t have any privacy 
policy in place. It was found that a majority of 
educational sector organisations in Saudi Arabia are not 
aware about the importance of the privacy policy in 
websites. 

 

Our study was concerned only to educational 
sector in Saudi Arabia. Further work can be extended to 
other fields and sectors in Saudi Arabia. We also 
recommend a comparative study between Saudi Arabia 
and some other country in the world.
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