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Absiract - Cloud computing provides highly scalable services
for the purpose of online usage as daily premises. A key thing
in cloud services is that users keeps processing in the
unknown fashion where they are not aware of machines
working on which are not operating by them. After all with the
new technology they are adopted to now users’ scares of their
data which was uploaded in cloud. This appears a significant
barrier due to adoptability nature of cloud network. For
exploring this problem or threat we prefers a novel perfectly
decentralized data computational framework for the records of
accessing details of the users’ information in the cloud.
Clearly, we prefers or proposes an object-centered schema
which makes active of accessing together with users’ data and
policies. We makes benefit the JAR programmable features to
both develop a dynamic and random object, and to provide
accessing to users’ information will contains the authenticating
formalities and automated accessing local to the JARs. For the
improvement of users maintenance, and also providing
distributed auditing mechanisms. In additional we gave
researches information which are practically done that explains
the efficiency and effectiveness of this way of approaching.

I. [INTRODUCTION

C loud computing is the network that which
provides its services among online. There are no
particular restrictions in the cloud computing
each and every normal user can utilizes this thing at the
same ftime big organizations are capable to use
software and hardware that are under by third parties
from different localities. Cloud applications in reality are
so many they are used everywhere in social networking
sites, search engines etc. This is cause of flexible nature
of cloud computing people can get through connected
anywhere anytime with simple internet connection.
Cloud computing gives restriction less of resources like
data base where the information stores, networks,
computer processing power, and commercial
organizations and customer apps.

Cloud computing explores a new path for the
users for the random development in the technology, by
making dynamically scalable and virtualized resources
as a service through online applications. A recent
Microsoft survey found that almost more than half of the
people are placing or using the cloud for their
transmissions but they are afraid of security of their data
which was placed. At last, users are not aware of
machines working on which are not operating by them.
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Now users’ scares of their data which was
uploaded in cloud. The data which was present on
clouds consist of different types of categories such as
financial, business and may be personal information.
This creates a significant barrier due to adoptability
nature of cloud network.

al Features

The features of cloud computing contains on-
demand self service, huge network access, resource
stream, flexibility and efficient service. On-demand self
service is the feature that user is capable of maintaining
their own computing resources. Huge network access
gives services over the online or organization individual
networks. Pooled resources means users draw from a
pool of computing resources, from remote data centers.
Services will gone be provided to the user based upon
the payments by the particular user.

b Service Methods
The service methods are:

1) Software as a Service (5aaS): It is a system
application that comes along with system itself. In
PaaS, an operating system, hardware, and network
are provided, and if any other external application
has to be install it will be done by user itself.

2) Infrastructure as a Service (laaS): The laaS model is
used for organization equipment to help operations;
those operations are nothing but storage, hardware,
servers and networking components. The service
provider contains itself equipment and takes care of
maintenance. The user pays for it as per usage
basis.

¢! Deployment of cloud services

Cloud services are available by different ways a
cloud for private organizations, group cloud, general
cloud or hybrid cloud. Public clouds are nothing but the
social services through online and are operated by a
cloud provider. Those apps targeted at the general, like
online photo storage in search engine services,
electronic mail, and social net working sites. Any have,
services for enterprises have chances offered in a
general/public cloud. In a cloud of private organizations,
the cloud architecture is maintained solely for a
particular organization, and is observed or maintained
by the organization itsell or by a third party. In a
community/group cloud, the service is shared by
different organizations and gives access to those
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particular groups only. The infrastructure /architecture
will be maintained under organizations or by a cloud
service provider.

II.  INSIDER MISUSE DETECTION SYSTEMS
OVERVIEW

Figure 1 - Fog Computing for File Storage
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Figure 2 - User Access Profiling
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SURVEY ON INSIDER MISUSE ATTACK
DETECTION

N

al Top Threats to Cloud Computing V1.0

This research aims at providing the assistance
fo organizations to educate on risk management
decisions when adopting to cloud strategies. There were
seven top threats identified by the research and these
threats were evaluated. It discusses the threats in detail
with public examples and offers public examples and
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offers remediation for these threats along with Impact
and CSA guidance reference. The threats discussed
are:

Abuse and Nefarious use of cloud computing.
Insecure Interfaces and APls.

Malicious Insiders.

Shared Technology Issues.

Data loss or leakage.

Account or service Hijacking.

Unknown Risk Profile.

b Van Dik et al Approach

In the authors highlights the shift towards thin
clients and centralized provision of computing resources
in the era of cloud computing. It is also highlighted that
due to lack of direct resource control there is data
privacy violations, abuse or leakage of sensitive
information by service providers. The most powerful tool
of cryptography ie Fully Homomorphic Encryption
(FHE) is one the promising tool to ensure data security.
However, the author argues that cryptography alone
can't enforce the privacy demanded by common cloud
computing services by defining a hierarchy of natural
classes of privale cloud applications and no
cryptographic protocol can implement those classes
where data is shared among clients. The author further
lays emphasis on the relying on other forms of private
enforcement viz tamperproof hardware, distributed
computing and complex trust eco systems.
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¢! lglesias et al Approach for User Profiling

In an adaptive approach for creating behavior
profiles and recognizing computer users. It presents an
evolving method for updating and evolving user profiles
and classifying an observed user. As behavior of the
user evolves with time, the behavior is described by
fuzzy rules to make them dynamic. It uses the
incremental classifier implemented by using trie for
automatic clustering, classifier design and classification
of the behavior profiles of users. It makes use of
Evolving- Profile-Library. As a user behavior changes
and evolves, the proposed classifier is able to keep up
to date the created profiles using an Evolving systems
approach. It is a one pass, non- interactive recursive
and can be used in interactive meode. It s
computationally very efficient and fast as its structure is
simple and interpretable. EVABCD can perform almost
as well as other offline classifiers in an online
environment in terms of comect classification on
validation data, and that it can adapt extremely quickly
to new data and can cope with huge amounts of data in
a real environment with rapid changes.

d} FRocha et al Method

In the authors propose that a malicious insider
can steal any confidential data of the cloud user inspite
of provider taking precaution steps like.

1. Notto allow physical access.



2. Zero tolerance policy for insiders that access the
data storage.

3. Logging all accesses to the services and later use
for internal audits to find the malicious insider.

It proposes to show four aftacks that a
malicious insider could do to: () Compromise
passwords. (i) Cryptographic keys. (i) Files and other
confidential data.

He does it by: (@) Clear text passwords in
memory snapshots. (b) Obtaining private keys using
memory snapshots. (¢) Extracting confidential data from
the hard disk. {d) Virtual machine relocation. None of
these methods ensure to achieve holistic security in the
cloud. And the attacker need not be having high
technical skills.

g) Salem et al Methods

The focuses on Masquerade detection to serve
as a means of building more secure and dependable
systems that authenticate legitimate users by their
behavior. The author has assumed that each individual
user knows his own file system well enough to search in
a limited and unique fashion to find information.
Masqueraders, on the other hand, will likely not know
the file system and layout, and would likely search more
extensively and broadly in a manner that is different than
the victim user being impersonated. A categorization of
Windows applications and user commands that are
used to abstract sequences of user actions and identify
actions linked to search activities is davised. The use of
search behavior profiling for masquerade attack
detection permits limiting the range and scope of the
profiles we compute about a user, thus limiting
potentially large sources of error in predicting User
search behavior modeling produces better accuracy.
With the use of the RUU dataset, the best results
achieved and reported in literature to date: 100%
masquerade detection rate with only 1.1% of false
positives. The limited set of features used for search
behavior modeling also results in large performance
gains over the same modeling techniques that use
larger sets of features. The author has proposed an
approach to profile a user's behavior based on
taxonomy of Windows applications.

) Salem et al Decoy File Management

In the concluded as masquerade attacks pose
a grave security problem and detecting masqueraders
is very hard. The use of trap-based mechanisms as a
means for detecting insider attacks is used in general. In
this paper, the author has investigated the use of such
trap-based mechanisms for the detection of
masquerade aftacks. We evaluate the desirable
properties of decoys deployed within a user's file space
for detection. The author further investigates the trade-
offs between these properties through two user studies,
and  propose recommendations for  effective

masquerade detection using decoy documents based
on findings from the user studies. The author has
presented an experimental evaluation of the different
deployment-related properties of decoy documents and
a guide to the deployment of decoy documents for
effective masquerade detection.

g} Godoy et al Survey on User Profiling

In the Godoy et al stated the profiling strategies
for user profiling. Personal information agents have
emerged in the last decade to help users to cope with
the increasing amount of information available on the
Internet. These agents are intelligent assistants that
perform several information- related tasks such as
finding, filtering and monitoring relevant information on
behalf of users or communities of users. In this paper
the author presents a summary of the state-of-the-art in
user profiling in the context of intelligent information
agents. In addition the author discusses the existing
approaches and lines of research in the main
dimensions of user profiling such as acquisition learning
adaptation and evaluation are discussed. The author
has discussed in detail the success of personal agents
in satisfying user information which intensely relies on
the learning approach to acquire user profiles as well as
the adaptation strategy to cope with changes in user
interests. To better understand user profiling the authors
have surveyed the literature regarding the main
dimensions involved in the construction of user profiles
acquisition learning adaptation and evaluation. Most
user-profiling approaches in the agents surveyed had
only partially addressed the characteristics that
distinguish user profiling of related tasks such as text
categorization or supervised learning in general. Future
focus on user-profiling approaches for successiul
information agents not only on the above aspects but
also on the assessment of comprehensible semantically
enriched user profiles which will take information agents
to the next level The authors have explained the
approaches proposed and developed in  current
personal agents for the main dimensions of user
profiling.

hi  Godoy et af Profiling Strategy

The author have helped to address the pressing
problems with information overload, the research has
developed personal agents to provide assistance to the
users in navigating the Web. In addition to provide
suggestions, such agents rely on user profiles
representing interests and preferences, which makes
acquiring and modeling interest categories a critical
component in their design. The existing profiling
approaches have also been evaluated and they have
been found only to be partially tackling the
characteristics that distinguish user profiling from related
tasks. The author's technique has generated readable
user profiles that have been able to accurately capture
the interests, starting from observations of user behavior
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on the Web. The user-profiling technique which has
been demonstrated helps toward the assessment of
more comprehensible semantically enhanced user
profiles, the application of which can lead to more
powerful personal agents, like Personal Searcher, that
can accurately identify user interests and adapt their
behavior to interest changes. In addition, this technique
presents new possibilities regarding user’s interaction
with their profiles as well as collaboration with other
agents at a conceptual level.

V. CrounD INSIDER ATTACK DETECTION

PROPOSAL
The Fog Computing Validation requires

a) Syslerm 1. Test Web Application

1. The application should be deployed on a
cloud server (VMWare ESX Server). 2. The Application is
used to test and to validate the Fog Computing System
Detection. The Test Web Applications are the basic
inputs for Fog Computing. All the applications should
provide the following options It should store user name,
password, confirm password and at least ten secrete
questions at the time of account creation It should allow
forgot password option by querying the user with
randomly selected secret question.

b} Systemn 2 Fog Computing Systern

1. To profile or store the user access behavior.
2. It analyzes the present behavior with the past profile
The system has to process The system is an interface to
view the anomalous user accesses. |t allows the
administrators to enforce allow/reject policies for the
remote users. It provides logs of anomaly detection
system 1. User Access Behavior Profiling, 2. Decoy
File System Maintenance, 3. Anomaly Detection,
4. Challenge Requests.

¢}  UserAccess Behavior Frofiling

The module is concerned about storing the
user's request to files on the web application. The
module records how many files read and how often. The
operations include create, read, write, delete Fig. 3.

dj  Decoy File Systermn Mainfenance

For each newly created folder or a file,
corresponding decoy file will be maintained. The
directory and file structure are same for both the decoy
file system and the original file system. The information
contained in the decoy file is not original.

e} Anomaly Detection

The current logged in user access behavior is
compared with the past behavior of the user. If the user
behavior is exceeding the threshold value or a limit, then
the remote user is suspected to be anomaly. If the
current user behavior is as the past behavior, the user is
allowed to operate on the original data.
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i Challenge Reguests

[fthe current user's behavior seems anomalous,
then the user is asked for randomly selected secret
questions. If the user fails to provide correct answers for
a certain limits or threshold, the user is provided with
decoy files. If the user provided correct answers for a
limit, the user is treated as normal user. Sub subsection
System 3: Web Server It provides an environment to
deploy the application. On every access, it stores or log
the following details Client IP, Uid, PID, Time Stamp,
Request, Response Code, Response Length, Referrer
and User-Agent.

Example :

192.168.1.1 - - [14/Aug/2012:11:34:57 -0700] "POST/cw
t/installation/index.php HTTP/1.1” 200 214

“hitp:/Awww abc.com/index php” “Mozilla/5.0 (Windows
NT 5.1) AppleWebKit/537.1 (KHTML, like Gecko) Chro
me/21.0.1180.75 Safari/537.1”

gl Sysfern 4 Infernet Users
The users of the cloud can be from anywhere of
the internet.

hi Systern &5 Administration Systernn  (Sphere/Web
Interface)

The system is an interface to view the
anomalous user accesses. It allows the administrators
to enforce allow/reject policies for the remote users. It
provides logs of anomaly detection system. The system
is an interface to view the anomalous user accesses. It
allows the administrators to en- force allow/reject
policies for the remote users. It provides logs of
anomaly detection system

V. CONCLUSION

Monitoring the activity of the cloud storage user
in Infrastructure as a service (laaS) cloud environments
is important work. The authors proposed several
proposals for identifying the misuse or attacker. But
there are no efficient profiling strategies for clearly
distinguishing the attacker's activity. Hence proposing
an efficient strategy for quickly adopting the user's
behavior.
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