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It Security in Hospital Management

Manoj Chopra

Absiract - Hospital IT security presents many unique
challenges that must be solved by the entire organization.
Network and computer threats can cause thousands of dollars
in lost time and resources, legal repercussions, and damaged
reputation. Despite warnings from a wealth of public breach
notifications, many hospitals are inadequately prepared to
deal with today's computer-based attacks. This research
explores the root causes of hospital network and computer in
security, and addresses these problems with methods
implemented in actual hospitals. A lack of comprehension of
methods to assess and implement security measures by
hospital IT security employees can hinder network visibility and
prevent their ability to stop threats. In addition, these same
people are unable to express security concerns in terms
management can understand, harming their credibility within
the business as a whole. Without this sup- port, organizational
change is impossible. By addressing these concerns with a
combination of people, process, and tools, we can solve
complex problems, protect patient data, and ensure IT
operations so hospitals can serve their community and save
lives.

Keywords web filtering, e-mail filtering, system
patching, antivirus, Secure wireless access, firewall
configuration.

[.  INTRODUCTION

ecuring a hospital network is challenging.
SDoctors and physicians often require special

needs, and external vendor systems require
agreements that pose restrictions on possible security
controls. In addition, hospitals have many of the same
challenges other organizations struggle with. Improper
management of systems and network defenses can
expose private information and credit card numbers to
attackers. This can violate laws and regulations, cause
negative publicity, impact the financial stability of the
business, and hinder the ability to provide care to
patients.

Effective security requires many working parts in
an organization, not all of which are technical solutions.
Defined process, skilled and well-managed personnel,
and management support are vital aspects of security.
Many hospitals fail to address one or more of these
aspects, leaving their network open from multiple attack
vectors.

Security breaches may also hinder a hospital's
ability to adequately care for its patients, or admit new
patients. Viruses and other attacks can cause medical
record systems to be disabled, forcing hospitals to
revert to a paper system and decreasing efficiency. In

Author - Computer Science Department.
E-mail : Manoj 19143@ rediffmail.com

some cases, incidents can prevent hospitals from
providing adequate care. In these cases, ambulances
may have to be rerouted to other medical facilities in the
area, losing business and endangering those who need
immediate care.

[1. DEFINING "SECURITY K

First, when we refer to ‘security’ throughout this
research paper, we are referencing IT security, not
physical or some other type. Security is often defined as
protecting the confidentiality, integrity, and availability of
data, but the interpretation and context of these aspects
will change from organization to organization.

Rather than creating an overall definition of ‘security’, we

will define it in terms of several goals. When we refer to

‘security’ throughout this paper, we will mean

technology, processes, procedures, and organizational

structures that:

» Ensure the confidentiality, availability and integrity of
electronic/digitized assets and data, especially PHI.

» Ensure the ability to provide quality care to hospital
patients through the use of technology.

» Minimize the impact of security threats against the
needs of the business.

We hope to represent the flexible and intangible
nature of security, especially in a hospital environment,
by defining ‘security’ as a collection of goals, rather than
an absolute state. As we will show later, security events
can be quantified in terms of risk, which must either be
accepted or not for each hospital dependent on
individual tolerance. Some hospitals may accept more
risk while defining themselves as ‘secure’, while others
will accept less risk. It is not a term that can be
absolutely defined, and we make no attempt to
represent it as such. We simply present one useful
definition for our purposes here.

[11. PROPOSAL

Many approaches to network and computer
security focus purely on better technology. By increasing
the effectiveness of anti-virus, web proxies, intrusion
detection, and other technologies, attacks can
theoretically be prevented over the network. In reality,
this is not the case. The true problem of network and
computer security in hospitals is not with the current
technology solutions available on the market. The
problem is with the way security is understood,
accepted, and implemented by the people within the
hospital. Communication between security teams and

© 2013 Global Journals Inc. (US)
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upper-level management is a driving factor for this
problem. As we will show, management support is
required for any major change in an organization,
because many security changes affect the entire
organization. If this support is missing, many changes
are ineffective or incomplete. Our approach seeks to
address both the technical issues as well as
communication issues. It meets the needs of the
organization while defending its most important assets.
It provides the flexibility and resiliency to cope with the
changing world of computer and network security, and
addresses the complex factors involved in security for a
large organization. Our method contains multiple
stages. First, hospitals must understand the specific
challenges they face. Next, specific methods will be
used for assessing a hospital's security and risk posture.
Once these are complete, other methods can be used
to consistently improve IT security in these
organizations. In the final section, case studies will
illustrate the success of the method. It was implemented
in several hospitals who have all reached various levels
of maturity.

V. HOsPITAL SECURITY

a) Implementation

As discussed previously, security within an
organization is a combination of people, process, and
tools. Technical controls - tools - provide a means to
restrict and regulate the network. Process defines
standards by which the organization implements and
enforces security controls. Finally, the people, including
politics between departments, the culture of the
organization, and simply their communication, are
ultimately responsible for security. All three are
necessary to protect the hospital network. The
assessment phase helps the hospital understand its
current security posture. Using the data obtained,
security exposures can be identified, and then
corrected. The methods described in this chapter
include many specific technical controls that must be
implemented to provide a reasonable degree of
security. Beyond these controls, most hospitals struggle
with communication and internal politics. Lower level
security employees cannot communicate appropriately
with upper level management, which will allow them to
obtain the support they need for security initiatives.

V. SPECIFIC TECHNICAL CONTROLS

Every hospital must have a set of technical
controls to protect their network. They must also have
the proper personnel and management support to drive
the change necessary to implement and enforce the
controls. A list of controls have been defined below that
will drastically improve security for most hospitals. Each
of these controls can be implemented in many ways. No
particular vendor or implementation is recommended,

© 2013 Global Journals Inc. (US)

although several are mentioned as examples. These are
details that must be worked out for each individual
hospital to solve their specific needs.

a) Web Filtering

The majority of successful attacks today expose
vulnerabilities in web browsers. These can be attacks
against the browser itself (such as Internet Explorer or
Mozilla Firefox), but they can also exploit other services
utilized by the browser such as Java or Adobe Flash. As
such, normal web browsing creates a large security risk
for any hospital. To help protect against these specific
attacks, web filtering appliances can be purchased from
many vendors. It is also possible to use an open source
tool, such as Snort, to create a custom web filter, but
most organizations opt to purchase a pre-built solution.

Control 1: All web browser traffic must be filtered
through a web gateway or proxy appliance.

Web filters generally work using blacklists. This
approach blocks specific web traffic based on content
signatures, DNS name, IP address, or other static rules.
Any traffic that does not specifically match is allowed by
default. Some web filters act as an enterprise-wide anti-
virus solution. For example, McAfee's Web Gateway[19]
searches for content matching known viruses. Due to
the prominence of attacks originating from web
browsing, a web filter is absolutely necessary for any
hospital.

b) Emall Filtering

The primary responsibility of an email filter is
often to reduce or eliminate spam for an organization,
and minimize viruses and other threats. Email attacks
can trick a user into opening a malicious web link or
attachment, but they can also attempt to get a user to
divulge sensitive information. To prevent most spam and
malicious emails, we can use a dedicated email filter,
such as Cisco IronPort[9].

Control 2: All email must be filtered through a dedicated
email server to remove spam and malicious
attachments.

Like the web filter, this approach may not
prevent all attacks, but we can use it to help reduce the
attack surface of the organization.

c) System Patching

Most virus-related incidents in hospitals can be
prevented with effective patch management. Most
hospitals have thousands of computing devices on their
network, a large percentage of which are running some
version of Microsoft Windows. Many security
vulnerabilities are discovered each month for Windows
that can allow an attacker to successfully exploit and
compromise a system. Because new vulnerabilities are
discovered at a high rate, it becomes equally important




that we are able to apply patches that correct these
vulnerabilities. Figure 4.1.3 shows the number of
vulnerabilities released per month for Microsoft products
that were rated " Consistent Exploit Code Likely' by their
Exploitability Index [20]. This rating means\analysis has
shown that exploit code could be created in such a way
that an attacker could consistently exploit that
vulnerability."[20] Also included is a tally of those
vulnerabilities that were being actively exploited on the
Internet at the time Microsoft released the monthly
bulletin  announcing the vulnerabilities. [21] This
measurement shows that sometimes a vulnerability is
being exploited before a patch is even available. This
increases the urgency for applying a patch to vulnerable
systems.

MicrosoftBulletin Exploits - 2010

W Actively Exploited

Exploit Count

m Exploit Likely

& L 5 L

R B I G N S S
& I ES I A -y
P& Vo

Figure 1 . Microsoft Bulletin - Count of likely exploitable
vulnerabilities per month in 2010

ad) Anti-Virus

Anti-virus is primarily the last defense against an
attack. When all other con- trols have failed, a local anti-
virus installation can detect and block malicious code
before it is able to compromise and infect a system.
When referring to “anti-virus' in this paper, it should be
considered a program which tries to detect and prevent
any type of malicious attack on an end-point system.
This can include Trojan Horses, viruses, worms, adware,
spyware, and any type of attack normal enterprise anti-
virus can detect and prevent. Anti-virus is most useful on
Microsoft Windows computers. Solutions do exist for
Linux and OS X, such as ClamAV[10] for Linux and
Sophos[33] for OS X, but they typically provide less
value to hospitals, who have a high number of Windows
systems in the network environment.

Control 4: Anti-virus must be installed and up-to-date on
end systems.

Control 3: Automatic patching must be implemented
and enforced for all computer systems on the network.
Sensitive systems or systems that cannot utilize an
automatic system must have a patching procedure in
place.

Microsoft Windows is not the only attack surface
that requires regular patching. Adobe products (Flash,
Acrobat Reader, Shockwave, etc.), Java, Apple
Quicktime, and any other popular software are often
discovered to have severe security vulnerabilities as
well. Other operating systems, such as many Linux
variants or Mac OS X release patches for newly
discovered security vulnerabilities, although these are
exploited less often due to a smaller user base. Finally,
many medical system vendors prohibit hospitals from
installing patches on their computer systems, even if the
hospital owns the system. They instead require the
hospital wait for the vendor to patch the system for new
vulnerabilities. Unfortunately, many of these systems
never get patched once they are installed in the hospital
environment. To combat this, other controls must
protect these systems, such as network segregation
and strict policy surrounding their usage.

Anti-virus should be installed on any Microsoft
Windows  system  with  adequate  resources.
Administrators often forgo installing it on high load
servers for fear it will adversely impact performance.
This is a risk that can be accepted provided other
controls protect the system. Like system patching, many
medical system vendors prohibit hospitals from
installing anti-virus solutions on their systems. Their
reasons include performance concerns and unintended
side effects. When this occurs, other controls must
adequately protect these systems. The hospital should
ensure that anti-virus is updated regularly to the latest
software versions. This includes the anti-virus installation
itself, but it also includes virus signatures released
regularly from the vendor. This ensures the system can
be protected from the latest known threats. Despite
providing a valuable control, anti-virus is still limited by
its signature definitions. It can only detect and protect a
system from known threats. Polymorphic viruses and
new attacks will bypass anti-virus and are still capable of
compromising a system.

e) External Device Control

Any device capable of easily and physically
carrying data inside or outside the hospital network can
be classified as an \external device". This includes both
hospital provided and personal laptops, and removable
media such as USB ash drives or external hard drives.
These devices can be connected to insecure networks
outside of hospital control, which can cause them to
become infected with a virus or other malicious
software. Upon returning to the internal hospital network,
the malicious code can then attack the internal network
and company resources. Hospitals should also be
concerned with data ex- filtration. A laptop is capable of
carrying PHI outside the network, which can lead to a
security incident if not adequately controlled.
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Control 5 : Only hospital provided and controlled PCs
should be allowed to connect to the internal network.
USBs and other forms of removable media should be
tightly controlled, and ideally completely restricted.

While company policy can provide some
mitigation of this threat, it may not be a strong deterrent
for many employees or other outside personnel
(consultants, guests, etc.). Effective technical solutions
tend to be expensive and difficult to implement. One
example is Cisco's Network Access Control (NAC),
which is certainly expensive, but when configured
properly can protect against external devices.

Ideally, in the case of an external laptop or other
computer, a technical solution will detect an attempt to
connect to the network. It will then run through a series
of checks before allowing the device to communicate
with the rest of the network. These checks can include
system patch levels, anti-virus installation and version,
and other software checks. If the system passes, it is
allowed to connect. If not, it must correct the problems
before it can access the internal network. To correct the
problems, a separate VLAN is often utilized to allow the
user to download patches or other requirements.
Software controls can be used to prevent users from
using unauthorized external media. Super glue can also
physically seal the USB drives of a computer, although
we do not recommend this.

Laptops and other hospital resources (hard
drives, USB sticks, etc.) carrying sensitive data must be
fully encrypted if they can be taken outside hospital
property. This is especially important for laptops or any
device that may be a target for thieves. Many HITECH
breach incidents[14] were related to stolen hard drives,
USB sticks, or laptops containing personal data. In such
cases, companies must disclose the data loss to the
public, and then pay for remediation. With encryption,
the only loss is the physical hardware.

attackers, to connect to the network. To prevent a
malicious user from compromising the internal hospital
network, the guest network should be on a completely
separate network. Without restrictions on the guest
wireless network, employees can also connect to this
open network and bypass normal internal network filters
(such as web filters or tight firewall rules). This can lead
to employees accessing Internet resources that should
be restricted. It is also possible external users can
detect and attack an employee system connected in this
way. To prevent this, WPA/WPA2 encryption should be
enabled on the guest network, even if it uses a simple
and publicly available encryption key. Employee
systems should also be denied access to this network
by using a network access control tool like Cisco NAC.

g) Firewall Configuration

Numerous resources exist explaining how to
properly configure an enterprise firewall for security. This
is only mentioned for posterity. Firewalls should be
configured as restrictively as possible. Internal systems
should not have unrestricted access to the external
Internet. Direct access from the external Internet should
be prohibited to the internal hospital network. A
demilitarized zone (DMZ) should be designated for
allowing external Internet access to resources hosted on
the hospital network. The DMZ must be restricted from
accessing the internal network.

Control 7: Firewalls should be properly configured to be
as restrictive as possible.

Control 6: External devices storing sensitive data must

be encrypted.

7 Secure Wireless Access

Wireless access points provide convenience for
hospital employees and outside guests. The signal for
access points is broadcast over the air, which can allow
anyone within range to view and attempt to connect to
the network. Without proper controls, an intruder could
gain access to sensitive resources or disrupt network
operations. Primarily, employee wireless access should
be encrypted with enterprise WPA2 using a central
RADIUS (Remote Authentication Dial In User Ser- vice)
or AAA (Authentication, Authorization, Accounting)
server. This provides a strong level of encryption and
allows employee access to be controlled with a central
server. Guest wireless access is typically unencrypted
and open in most hospitals. This allows anyone, even

© 2013 Global Journals Inc. (US)

VI. OTHER CONTROLS

Most hospitals struggle to implement and
maintain even basic controls, and the broad range of
controls we listed above attempt to solve the most
common areas of exposure. They should be
implemented on any hospital network. However, many
other controls should be used to provide more granular
protections. As an example, passwords should be
complex and changed regularly (as defined and
accepted by company policy). This is a minor control
that can be implemented with Microsoft Active Directory,
and its definition can change per individual hospital.
There are different ways to provide authorization to
resources, such as Active Directory for network shares,
or specific configurations for individual systems.
Generally, users should be given minimal access to the
resources they need to do their jobs. External Internet
access should be restricted, internal server resources
should be restricted, and individual workstation access
should be restricted. By providing minimal access, we
limit the exposure surface of the hospital computer and
network resources. Technical controls help protect the
hospital network. However, they are only one aspect of
securing a network. The next section will discuss the




human aspect of security, which must be successful in
order to meet the constantly changing security world.

VII.  SECURITY PERSONNEL

The technical controls in the previous section
provide strong protection against many forms of attack,
but it is equally important to address the people side of
security.  Politics between differing groups and
individuals, as well as the culture of the organization,
play a role in security. Individual knowledge and skill are
important as well. Hospitals are no different than any
other organization in this manner. Low level security
personnel are essential for implementing and
maintaining security controls and providing creative
solutions to problems. In addition, management must
actively support and enforce security initiatives. The
interaction between these groups has an effect on how
security is implemented within the hospital. In this
section, guidelines will be provided for structuring the
security of a hospital. Also, when groups within an
organization communicate effectively, they can solve
security problems.

VIII.  SECURITY TEAM

The security team is tasked with administering
and reviewing the security systems at the hospital. Not
only do members of the security team configure and
maintain appliances, systems, and security software
throughout the organization, but they must also review
logs and other reports for security incidents. They think
and make decisions about security for the hospital,
although final approval may defer to a manager or
director. Members of the security team generally
administer major security systems at the hospital such
as firewalls, web filtering appliances, email and spam
filters, IDS/IPS appliances, vulnerability scanning, central
logging systems, anti-virus, and patch management
systems. In many cases they will have other
responsibilities that may or may not directly impact the
security of the organization. Hospitals often do not have
the resources to have dedicated security personnel
without other responsibilities. In many cases, the
members of the security team will not be directly
responsible for administering a system that has an
impact on security. This could be a weakness
discovered from a vulnerability scan, a new web server
that will be placed on the DMZ, or any number of IT
operational items. When this occurs, members of the
security team must work with other members of the
organization to implement or maintain a system. They
can provide advice on the security of the system, as well
as test it to ensure it functions as intended. Good inter-
departmental relationships are vital for this to be a
success. When dealing with another department the
security team will often rely on their manager or director.
In some cases, a formal security team has not been

established for the hospital. If this is the case, a security
team should be created. When selecting team
members, choosing personnel who already administer
many of the devices and systems mentioned above can
be a good idea. However, this selection is often decided
by an already existing IT manager. The members must
be trustworthy and reasonably knowledgeable about
security. The team must also include a manager with the
authority to make decisions acting the network
infrastructure of the organization, and he or she must
also be able to raise concerns with higher level
management when necessary. When a team is
established, they can begin to discuss and handle many
of the responsibilities required of this team. Weekly
meetings are often worth- while to ensure that everyone
and the manager is on the same page. Formal policies
must also be defined around this team and they must
work with the organization to get these policies and
responsibilities accepted. The security team is also
responsible for thinking about and solving IT security
problems for the hospital. Some problems may be
directly solvable by members of the security team, while
others must be delegated to outside groups through
management. For example, a security team member
may be directly responsible for the management of the
hospital firewall, and can make any adjustments as
necessary. This depends on the expertise of the
individual team members. In some cases, the security
team may only need to provide recommendations to
other groups within the hospital. The security team
should meet regularly, usually once per week. In each
meeting the security team should assess the current
state of computer and network security for the hospital,
then address any new or ongoing initiatives. The team
should always explore ways to improve the hospital's
security, even if improvements are not forthcoming. It is
then the manager's responsibility to best utilize the
resources at his disposal and drive the initiatives of the
security team.

[X. MANAGEMENT SUPPORT

Strong and efficacious network security begins
with  management support. The security manager
oversees the security team and is responsible for
ensuring resources are focused where necessary. This
can be a balancing act between security responsibilities
and normal IT responsibilities. The manager must also
ensure that team members are consistently reviewing
security data and reports so incidents are noticed and
duly investigated. The security team must be supported
further by an executive at the director or higher position
(like Chief Information Security Oficer). The director must
handle funding for the security program. They must also
understand IT security risk and be able to present this
effectively to the rest of the organization. Most
importantly, they must help the security team navigate
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the politics and culture of the entire hospital. Without
support from the rest of the organization at a high level,
the security team will be hindered during investigations
and response, they will not be able to enforce policy,
and they will not get proper funding. Management
support is required to get the resources necessary, both
in personnel and monetary, to efficiently and effectively
deal with security problems. Their support is also
needed for policy change and enforcement. "Those with
the power to allocate resources, both financial and the
time of employees, can control any change expressed
from lower in the power structure.

Figure 2. An example hospital organizational structure

X. CONCLUSION

Hospitals have many of the same IT security
problems experienced by other organizations, but with
added complications from doctors, external vendor
systems, patient records, and specific legislation. They
also struggle with insufficient resources and often lack
comprehensive expertise to cover all areas of security.
Ineffective communication between low level security
personnel and management can cause misplaced
priorities and misguided initiatives. Securing a hospital
network requires a combination of technical controls,
policies and processes, and responsibility among the
people of the organization. By first understanding the
hospital network and its resources, then by quantitatively
measuring the IT security risk and understanding areas
of exposure, a strong security strategy can be created
and supported by management, the security team, and
the rest of the organization. Finally, security must be
continually assessed and reassessed. With new and
innovative threats, effective security cannot remain
stationary. It must constantly evolve to meet new
challenges. IT security for hospitals cannot be solved
with a simple approach and a single piece of
technology. It is an entire process among many people
within the organization. By addressing these problems
as they are - complex and multi-tiered - the
confidentiality, integrity, and availability of computing
resources will be ensured. This will allow the hospital to

© 2013 Global Journals Inc. (US)

function normally as a business and serve patients
effectively and with privacy.
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Economical Way of GPRS Based Fully
Automated Energy Metering System

Md. Abul Bashar *, Maruf Ahmad °®, Sobuj Kumar Ray*, Fahad Bin Sayed ® & Asif Anmed *

Absiract - This paper presents a design of secure and
economical (low cost) way of GPRS based fully automated
energy metering system that measures and transmits the total
electrical energy consumption to main server using general
packet radio service (GPRS) technology provided by GSM
networks and also present how the meter reading,
disconnection and reconnection can be controlled from server
end. The proposed EGFAEM system consist of four main
parts: Energy Meters, Communication part over GPRS, Server
and Management part and consumer end for biling and
payment. A single phase energy meter prototype has been
implemented to provide measurement up to 40A load current
and 230V line to neutral voltage. Communication part is
implemented by GPRS module and microcontroller, sever and
consumer end are implemented in web server.

Keywords : enerqy meter, pre-pald energy meter,
automatic meter reading, GPRS communication, UART,
i?c, web server.

I. INTRODUCTION

esigning and implementing of automatic system
has been becoming a prominent feature in our

modem life in commercial as well as industrial
systems. Due to enhancing automated networking
system and modern information technology, automatic
meter reading systems ([1] and industrial sensor
networks are getting acquainting with multifarious
communication media [2].

For conventional systems, meter reader has to
go to meter to get reading then we have to put the
reading from their reading books. Sometimes, the meter
keeps in lock then the meter reader can’t get the
reading.

Again, the operators put the wrong reading from
their record book of reading. Moreover for reconciliation,
we have to entry the collection amount from payment
information of the consumer. This approach requires
human involvement and it is tiresome and time
consuming.
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By using PSTN network, we can get meter
reading [3]. Again, automatic meter reading networks
introduced in [4], [5].

For high speed data control we have to use
fiber optic communication but in rural area distribution
system with more dispersed Distributed Energy
Resources (DERs), it is not economical to deploy fiber-
optic communication. Hence, wireless communication
technologies are more feasible. The protection, control,
monitoring, and metering between  Distribution
Automation Systems (DAS), and DERs have been
studied in reference [6].

GPRS play an important role for transmitting
data at a favorable price from residential buildings to
central billing centers and providing extra services for
the user. Due to high-speed, unlimited transmission
range, GPRS is very appropriate for the power
applications. This cellular network consists of cells,
which are formed by many low power wireless
transmitters. With the moment of mobile devices having
cellular modem, transmission of data is also exchanged
between cells to cell, which facilitates non interrupted
data flow. This way it forms a point to point architecture.
This technology offers extensive data coverage, no
maintains costs and network fully maintained by
carrier [7].

The user can obtain the status of the energy
consumption and the billed amount by sending the
corresponding commands from the mobile phone to the
GSM modem. Then it sends the commands to the
microcontroller section and the required information is
sent to the user mobile through the GSM modem. Also
they can obtain their consumption and billing status
from specific website which is provided by Power
Distributor Company. This increases the efficiency of the
distribution system.

[I.  THE SYSTEM ARCHITECTURE

The system architecture of economical way of
GPRS based fully automated energy metering system is
shown in figure 1.
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Figure 1 . System Architecture of EGFAEM System

The proposed EGFAEM system design consist
of four main parts: Energy meters part, Communication
part over GPRS, Server and Management part and
consumer end for billing and payment.

In this system a group of meters are connected
into a GSM-GPRS module by three different techniques
which are shown in the figure 1. In the first system,
group of meters are connected into a same bus through
UART of meter MCU which connection process is done
by I°C (Intrigued Inter Connection) system and then
connected to GSM-GPRS controller MCU. In second

Supply Mains

system, group of meters are connected into GSM-GPRS
controller  MCU through TX-RX (Transmitter and
Receiver) module. And the third one, group of meters is
connected into GSM-GPRS module via Zigbee or low-
cost Wi-Fi module. In this paper we will present only first
method of those systems.

a) Metering Part

Although a group of meters is used in the
system but for example, a single phase energy meter is
implemented for this purpose.

Valtage and Current Controlling Unit

P.Tand C.T

1

Energy Meter Chip *

UART Bus

GSM-GPRS module
Interface Option

UART port

LED display

Microcontroller

Relay

Figure 2 . Block diagram of Energy Meter
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The energy meter part consist of Energy Meter
IC, Voltage and Current controlling unit, Microcontroller,
relays, UART bus and Liquid Crystal Display (LCD).[8]

= At first, supply mains are connected to the Voltage
and Current regulating unit.

= This Voltage and Current regulating units feeds the
actual voltage and current of the consumer load to
the Energy meter IC with a specific ratio.

= Energy meter IC produces electrical pulses
proportional to the power consumed by the
consumer supply and the power supply of this
metering system.

» The pulses of the energy meter chip are counted by
the Microcontroller internal counter and then
Microcontroller calculates the energy consumed of
the consumer. It also maintains the all
communication, control and display process.

= Microcontroller UART port (TXD and RXD pin) be
connected to the GSM-GPRS module through UART
bus for transmit the energy reading (KWh) data and
receive the command from the server end.

= Relay mainly performs the opening and closing of a
connection between energy meter and load through
supply mains depending upon the command given
from the server end.

= Liquid Crystal Display shows the energy
consumption, date, time, etc. or any necessary
message if the service center wants to give.

b) Communication Part
The Communication part block diagram is
shown in figure 3.

u I
Meter?  Materl TART1 GSM-GPRS
e Module
MCU
_—- \ /
UART?

Figure 3 Block Diagram of Communication Part

The communication part consists of UART bus,
Microcontroller and GSM-GPRS module.

o GSM-GPRS module has been used to maintain the
communication between meters and server thought
its GSM and GPRS functions.

e Microcontroller drives the GSM-GRPS module via
AT command and it also keeps communication to
the Meters MCU though UART bus.

c) Server and Management Part

The Collected power consumption reading is
sent to the computer server database where it is stored.
As it is fully automated so, controlling or managing the
consumer  power  supply like  disconnection-
reconnection, reading collection is done by the server
managerial system.

d) Consumer Part
In this system, all consumer service like billing
information, power consumption (KWh) reading and

payment option is provided by specific website, SMS or
by any other e-commerce system. So, that consumer
can read and check unit consumption and pay their bill
from home.

I1I. HARDWARE DEVELOPMENT OF EGFAEM
SYSTEM

The hardware development of EGFAEM system
can be divided into three parts. This are circuit diagram
of energy meter unit, circuit diagram of communication
unit and hardware development of management center.
The description of these three parts is introduced as
follows.

a) Circuit Diagrarmn of Energy Meter Unit

The circuit diagram of energy meter unit is
shown in fig. 4. The energy consumption is measured
and calculated by energy meter IC and Microcontroller.
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In the following circuit diagram VDD represent
the positive supply and GND represent the Ground. The
circuit description is separately introduced as follows:

i. Voltage and Current Transducer
In this scheme,

ii. Energy Metering IC

At this project we use AD7755 as an Energy
Metering IC. It is a high accuracy electrical energy
measurement IC. The part specifications surpass the
accuracy requirements as quoted in the IEC1036
standard. The only analog circuitry used in the AD7755
is in the ADCs and reference circuit. All other signal
processing (e.g., multiplication and filtering) is carried
out in the digital domain. This approach provides
superior stability and accuracy over extremes in
environmental conditions and over time [9]. It has two
ADCs that digitalize the voltage signals from voltage and
current transducer. These ADCs are second order
sigma-delta converters and it's over sample rate is 900
KHz. The real power calculation is derived from the
instantaneous power signal which is generated by a
direct multiplication of the current and voltage signals. In
order to extract the real power component (i.e., the dc
component), the instantaneous power signal is low-pass
filtered. The low frequency output of this AD7755 is
generated by accumulating this real power information.
This low frequency inherently means a long
accumulation time between output pulses. The output
frequency is therefore proportional to the average real
power. This average real power information can, in turn,
be counted by a microcontroller counter to generate real
energy information.

iii. Microcontroller

It is a small computer on a single integrated
circuit containing a processor core, memory, and
programmable input-output peripherals. As its small size
and low cost it is popularly used in automatic control
system. In this scheme, ATmega8 Microcontroller is
used. The number of pulses per second present at pin
CF (pin 22) of Energy Meter IC is directly proportional to
the instantaneous real power information for a particular
load and microcontroller counts this pulses that appear
at counter pin (pin 1) of Microcontroller within every 20
seconds [10]. The information such as power, energy
and maximum demand are stored in the EEPROM of the
Microcontroller. Also Microcontroller's UART port (TXD
and RXD pin) be connected to the UART bus for
communicating between Energy Meter and GSM-GPRS
module controller MCU.
iv. Display Unit

In this scheme, a 16x2 LCD display module is
used for this project. It is mainly used to display energy
consumption of the load and maximum demand of the
consumer.

v. Relay Control Unit

This is a very important part of the Energy
Meter. It provides the useful functionality of remotely
disconnect and reconnect the consumer power supply
which is operated by Microcontroller. It consists of a
protective relay, breaker control circuit & line breaker.

vi. Power Supply Unit

As Energy Meter IC, Microcontroller, relay and
LCD operate on 5 volts supply. Therefore, we used a
constant 5 volt DC power supply. This small energy is
taken from consumer supply.

b)  Circuit Diagrarm of Communication Unit

The circuit diagram of communication unit is
shown in fig. 5. It is mainly two part GSM-GPRS module
part and microcontroller part. These are separately
discussed as follows.
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i. GSM-GFRS Moaule

GSM stands for Global System for Mobile and
GPRS stands for General Packet Radio Service is widely
used in mobile communication architecture in most of
the countries. In this scheme, we use SIM900 GSM
module which is manufactured by SIMCON Limited.
SIM900 is a Tri-band GSM/GPRS engine that works on
frequencies EGSM 900 MHz, DCS 1800 MHz and
PCS1900 MHz It is designed with power saving
technique, the current consumption to as low as 2.5mA
in SLEEP mode. The SIM900 is integrated with the
TCP/IP, HTTP, FTP and SMTP protocols; extended AT
commands are also developed for using these protocol
easily. We use a GSM-GPRS Arduino shield module in
the prototype implementation which has an on board
SIM holder to place the SIM card and also it has GSM
antenna. The transmit pin (TXD1) of the microcontroller's
UART1 serial communication port is connected with the
receive pin (RX) of the GSM module [11]. The transmit
pin (TX) of the GSM module is connected to receive pin
(RXD1) of microcontroller's UART1 serial transmission
pin. Therefore the commands and their results are
transmitted and received in a triangular fashion [12]. The
serial communication protocol operate at the baud rate
of 9600bps, one start bit, eight data bit, one parity bit
and one stop bit. The AT (ATtension) commands are
used to communicate with this module.

ii. Microcontroller
In this scheme, we use ATmega162 as a GSM-
GPRS Module operator microcontroller. It has two
USART ports for this reason we have chosen this IC.
One is used for operating the GSM-GPRS Module and
other one (TXDO and RXDO pin) is used for
communicating the Energy Meter through UART bus.

c) Haraware Development of Management Center

In this prototype implementation, we use an
internet connected Server Computer with necessary
computer application and software. Meter reading
collection, process and stored to the server database
and reconnect and disconnect the consumer power
supply (if needed), billing information publish to the web
portal and automatic bill collection by web portal is done
by this Server Computer of the Management Center.

IV. THE SOFTWARE DEVELOPMENT OF
EGFAEM SYSTEM
In the meter and communication unit, the
system software is implemented by C language and the
developed code is compiled and debugged by mikroC
PRO for AVR compiler.
a) Algorithm for Meter Part of EGFAEM Systern

1. Start.
2. Initialize the device and display.

9.
10.

Check whether the UART data ready or not. If the
receive data available of the UART port then go to
next or go to step 6.

Check the instruction command which is received
by the meter and sent by the communication unit. Is
the Meter ID of the instruction is matched to ID of
the Meter then go to next or go to step 6.

Check the op-code (operation code), whether it is
“Active”, “Deactive” or sending the meter status
command. If the command is “Active” then connect
the load with the supply mains and set “active” in
specific memory location for further determination or
the command is sending the meter status then send
meter ID and reading status to the communication
unit Microcontroller via UART. After complete both
process then go to step 7. If the command is
“Deactive” then disconnect the load from supply
mains by triggering the relay then go to step 3.

At this stage meter will check its specific memory
location, is it previously set by “Active” means
continuing supply to the load or “Deactive” means
disconnecting the load from the supply. If yes then
go to step 7 otherwise go to step 3.

Microcontroller internal counter count the pulses
which are provided by AD7755 Energy Meter IC and
Calculate power consumption, Energy and unit
uses.

Store the energy, power reading and units’ uses into
the EEPROM of ATmega8 Microcontroller for future
use.

Display the reading status on LCD.

Repeat the step 3.
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Initialization;
Clear Display;
Relay off;

UART Read
Available ?

Is the meter ID
Match?

Is "Active"
found in the
specific memory
location?

Deactive
" —Nor

(Check Instruction)

(Check Op-Code)
The Command is
for ?

Active

Sending M*eter Status

Disconnect the load
from Supply mains
and Set "Deative” in
specific memory
location.

Connect The load
with the supply
mains and Set

"Active" in specific

memory location.

Send Meter ID and reading
status to the Communication
unit uC via UART

J

Count the pulses provided by AD7755;
Calculate the real Power, Energy and
Units uses.

!
|

Units uses for future used

Store the Energy, power Reading, ’

!

Display the reading status
on LCD

Figure 6 : Flowchart of Meter Part

b) Algorithm for Cornmunication Unit 5.

1. Start.

2. Initialize the device and switch on the GSM-GPRS
Module.

3. Set content type as GPRS parameters, set APN, set
GPRS profile to use with HTTP, set the URL
direction from where it will take the instruction
command. All this setting is done by specific AT
command of the SIM900 module.

Connect with the HTTP server and check and read 7.
the instruction command. If the module ID of the
read instruction command is matched with the ID of

the Module then go to next or go to step 6.

© 2013 Global Journals Inc. (US)

At this stage, communication unit send the meter ID
and op-code of the read instruction command
which is declared by the server. This instruction byte
is send by the UARTO port of the microcontroller.
Check the UARTO, whether any data is available? If
yes, the read the data like Meter ID and Meter
Reading and write or upload this data to the server
database through GPRS. If not then skip the read
and write process.

Repeat step 4.



Start

Initialization;
Switch the Module ON.

Y

Set GPRS Parameters and
Profile to use with HTTP

v

Set URL direction

Q

Connect with the HTTP
server and read the bytes.

Is the
No module ID Yes
matched l
Send the Instruction
Command to the Meters
through UARTO
Check UARTO.
(those are comes from Meters)
. UARTO data
No Available? Yes $
Read the Meter ID and Meter
Reading.
Write the Meter ID and Meter
Reading to the Server.
O\ J
Figure 7 . Flowchart of the Communication Unit
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V.  EXPERIMENTAL VIEWS

This experiment four energy meters with GPRS
Communication box are installed in Electrical Lab at
IUBAT. Each meter contains 0.5KW load by 20 one
hundred bulb each of 5. Then the meter reading and

[ EGFAEM Control Panel %

terminal on-off control are successfully tested. Below
Fig.8 shows the control and management web portal
where consumers unit (KWh) uses, bill info, control
option, current load etc can be shown.

€ c

[ energymeter.eee-lab.com/research/control/

EGFAEM Control Panel
Home Control | Database
Date: From |1 [+] 11[][2012[]  To 31[=][12[+] 2012[7]
gy| Comsumer Meterd | Kwh | Sored | piyg Control Present Load
Name Load
1 Consumer ] 220001 6.3 1KW 20979 TK 0.5 KW
2 Consumer2 220002 47 1KW 15,651 TK 02KW
3 Consumer3 220003 29 1KW 9,657 TK 0.5KW
4 Consumerd 220004 58 1KW 19314 TK 0.0 KW
CEGFAEM System Design Team

Figure 8 Server Control Panel

Fig. 9 shows the consumer panel where
consumer can check and read their billing information,
unit (KWh) uses, billing history and also online payment

| EGFAEM Control Panel %

option are added
from home.

€« C [ energymeter.eee-lab.com/research/user/

EGFAEM Consumer Panel

Home | Viewall bill | View Outstanding bill | Unit nses

Today : 30 Dec 2012
Uit wsestismonth il now
Account Name: Consumer 1
Address EEE Lab 6 3
Account No: 550001  Meter ID: 220001 .
Sanctioned Load IKW  Sanctioned Tariff A

6. 20.979

Bl Month | _Unit GOV | _Bil Amount (1)
1 December 3

wpid || [Pay on]

CEGFAEM System Design Team
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Figure 9 . Consumer Panel



VI.  CONCLUSION

The economical way of GSM-GPRS based fully
automated energy metering (EGFAEM) system has
developed for efficient, secure and low cost automatic
meter reading, billing and control from management
center. As GSM network has covered all the housing
and biling area which leads low infrastructure
installation cost. This EGFAEM system can be use as
both the post-paid and pre-paid metering purpose. So,
that distributor can customize their package for different
types of consumers which will ensure efficient business
planning for the company. The management center
gives automatic billing and payment system so, no man
power require for meter reading and billing collection
purpose which reduce human operator meter reading
operation cost that's very efficient and economical for
any power distribution company. Instant control
(disconnection and reconnection of power supply) of
individual consumer from management center gives
secure and reliable power distribution because if any
inconvenience situation occurred at any individual
consumer then distributor can quickly disconnect that
specific individual consumer supply. Consider all this
things, it can be stated that EGFAEM system can bring
a great change in power distribution companies of
Bangladesh if the distribution companies apply this
system on their field.
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IP TRACEBACK Scenarios

Tenali. Naga Mani * & Jyosyula. Bala Savitha®

Abstract - Internet Protocol (IP) trace back is the enabling
technology to control Internet crime. In this paper, we present
novel and practical IP traceback systems which provide a
defense system with the ability to find out the real sources of
attacking packets that traverse through the network. IP
traceback is to find the origin of an IP packet on the Internet
without relying on the source IP address field. Due to the
trusting nature of the IP protocol, the source IP address of a
packet is not authenticated. As a result, the source address in
an IP packet can be falsified (IP address spoofing). Spoof IP
packets can be used for different attacks. The problem of
finding the source of a packet is called the IP traceback
problem. IP Traceback is a critical ability for identifying
sources of attacks and instituting protection measures for the
Internet. Most existing approaches to this problem have been
tailored toward DDoS attack detection.

[ [NTRODUCTION

great amount of effort in recent years has been
directed to the network security issues. In this

paper, we address the problem of identifying the
source of the attack. We define the source of the attack

192128 o o

B8

Raflector

Attacker

to be a device from which the flow of packets,
constituting the attack, was initiated. This device can be
a zombie, reflector, or a final link in a stepping stone
chain. While identifying the device, from which the attack
was initiated, as well as the person(s), behind the attack
is an ultimate challenge, we limit the problem of
identifying the source of the offending packets, whose
addresses can be spoofed. This problem is called the IP
traceback problem [1].IP spoofing occurs when a
hacker inside or outside a network impersonates the
conversations of a trusted computer [2]. A hacker
changes the routing table to point to the spoofed ip
address, then the hacker can receive all the network
packets that are addressed to the spoofed address and
reply just as trusted users.

Leginmate User

168.100.120.xxx

Figure 7. A Scenario of DOS Attack

Several solutions to this problem have been
proposed. They can be divided in two groups. One
group of the solutions relies on Fig 1 A Scenario of DOS
Attack.

The routers in the network to send their
identities to the destinations of certain packets, either

Author o . Asst. Professor, CSE Gudlavalleru Engineering College
Guadlavalleru, Krishna (D.t), A.P. E-mall : tenalinagarmani@gmail.com
Authoro . B.Tech (3/4), IT Vijaya Institute of Technology Krishna
D.t), AP.

encoding this information directly in rarely used bits of
the IP header, or by generating a new packet to the
same destination. The biggest limitation of this type of
solutions is that they are focused only on flood-based
(Distributed) Denial of Service [DoS] attacks [3], and
cannot handle attacks comprised of a small number of
packets. The second type of solutions involves
centralized management, and logging of packet

information on the network. Solutions of this type
introduce a large overhead, and are complex and not
scalable.
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IP traceback is a name given to any method for
reliably determining the origin of a packet on the
Internet. Due to the trusting nature of the ip protocol, the
source IP address of a packet is not authenticated. As a
result, the source address in an IP packet can be
falsified (IP address spoofing) allowing for [7] Denial of
Service attacks (DoS) or one-way attacks (where the
response from the victim host is so well known that
return packets need not be received to continue the
attack). The problem of finding the source of a packet is
called the IP traceback problem. IP Traceback [9] is a
critical ability for identifying sources of attacks and
instituting protection measures for the Internet. Most
existing approaches to this problem have been tailored
toward DoS attack detection. Such solutions require
high numbers of packets to converge on the attack

path(s).
II.  OVERVIEW

This section provides overview of IP header [2]
and the current state of the art approaches to IP
traceback and evaluates. While sending data over the
internet the IP header contains above details (Fig: 2).
Such as type of service, its length, from which source
and destination address. Header checksum for error
correction and protocol-specifies the type of protocol
and set of rules in data exchange.

4 Bits 3 Bits 16 Bits 24 Bits
1 | | |

Version IHL

Type of Service Total Length

Identification Flags Fragment Offset

Protocol Header Checksum

Time to Live ‘

Source IP Address

Destination IP Address

IP Dptions Padding

Diata

Figure 2 : IP Header

Overview of an ideal traceback system is given below.

Able to trace the attacker with a single packet.
Minimal processing overhead during traceback.
Classification based evaluation.

No packet transformed through that techniques.
Limited amount of additional memory requirement
at the dedicated server and no additional memory
requirement on network

High level of protection is preferred in a trace back.
Network overhead based evaluation.

Router overhead based evaluation.

Correctly trace back attacks consisting of packets
that undergo any number of transformations of any

type.

© 2013 Global Journals Inc. (US)

e Producing meaningful traces are limited to the
range of deployment of the traceback system.

We are having different traceback schemes
exist. Among those FDPM provides innovative features
to trace the source of IP packets and can obtain better
tracing capability than others. In particular, FDPM
adopts a flexible mark length strategy to make it
compatible to different network environments; it also
adaptively changes its marking rate according to the
load of the participating router by a flexible flow-based
marking scheme. Evaluations on both simulation and
real system implementation demonstrate that FDPM
requires a moderately small number of packets to
complete the traceback process; add little additional
load to routers and can trace a large number of sources
in one traceback process with low false positive rates.
The built-in overload prevention mechanism makes this
system capable of achieving a satisfactory traceback
result even when the router is heavily loaded. The
motivation of this traceback system is from DDoS
defense. It has been used to not only trace DDoS
attacking packets but also enhance filtering attacking
traffic. It has a wide array of applications for other
security systems.

I1I.  CLASSIFICATION OF TRACEBACK
METHODS

Traceback methods can be broadly categorized
[2] as preventive and reactive. Preventive methods take
precautionary steps in preventing DoS attacks. A wide
range of solutions has been proposed, however, this
problem still remains as open one. The reactive
methods solutions aim at identifying the source of the
attacks. This is very important because attackers spoof
their addresses, thus techniques are needed to trace
back to the source to the source of the attack. The
evaluation is based the above two categorized methods.

a) Preventive Methods

i. Ingress Filtering

One way to address the problem of
anonymous attacks is to eliminate the ability to forge
source addresses. One such approach, frequently
called ingress filtering, is to configure routers to block
packets that arrive with illegitimate source addresses.
This requires a router with sufficient power to examine
the source address of every packet and sufficient
knowledge to distinguish between legitimate and
illegitimate addresses. Consequently ingress filtering is
most feasible in customer networks or at the border of
Internet  Service Providers (ISPs) where address
ownership is relatively unambiguous and traffic load is
low. As traffic is aggregated from multiple ISPs into
transit networks, there is no longer enough information
to unambiguously determine if a packet arriving on a



particular interface has a “legal” source address.
Moreover, on many deployed router architectures the
overhead of ingress filter becomes prohibitive on high-
speed links. The principal problem with ingress filtering
is that its effectiveness depends on widespread, if not

10.0.0.0/24

—

\

universal, deployment. A secondary problem is that
even if ingress filtering were universally deployed at the
customer to ISP level, attackers could still forge
addresses from the hundreds or thousands of hosts
within a valid customer network.

Figure 3 . Ingress Filtering is used at router R4 to prohibit the attacker from using a source IP address residing
outside the 10.0.0.0/24 prefix

Ingress filtering restricts the routing of traffic that
originates from a downstream network to only well-
known and advertised prefixes. Equivalently, a router
must drop any packet whose source address does not
belong to one of such advertised networks.

Figure 2 depicts a simple network where
ingress filtering is used against source address
spoofing. For convenience, only IP addresses are used.
With ingress filtering, router R4 drops any packet
coming from subnet work spoofed source addresses to
the victim V.[8] The spoofed source address, however,
must reside inside the 10.0.0.0/24 prefix. For instance,
the IP address of a neighbor machine could be
used as the source address of attack packets. In

addition, there is an undesirable dependency
between security of end hosts and universal
deployment of this technique. Since the filtering

directly affects the routing process, inspecting the
source address of every packet may also require
additional  resources from routers. Further, some
technologies, such as Mobile IP (Perkins, 2002),
legitimately employ spoofed source addresses and
could also be affected.

A protection scheme has also been
proposed to protect a server from SYN flooding
attacks (Belenky and Ansari, 2003). Basically, [7] the
scheme  keeps track of half-opened TCP
connections at a particular server. The tracking is not
necessarily implemented on end servers; it can also
be implemented on routers and firewalls, for instance.
When the number of these connections exceeds a
threshold, either new connection requests are
blocked, or old half-opened connections are closed
in order to make room for new connections. This
scheme, however, is specifically designed for this
kind of attack and does not provide any information
about real perpetrators.

b) Reactive Methods

i. Link Testing

Most existing traceback techniques [2] start
from the router closest to the victim and interactively test
its upstream links until they determine which one is used
to carry the attacker’s traffic. Ideally, this procedure is
repeated recursively on the upstream router until the
source is reached. Below describe two varieties of link
testing schemes, input debugging and controlled
flooding.

a. Disadvantage
It consumes huge amount of resources,
introduces additional traffic, and possibly causes denial
of service when the number of sources needed to be
traced increases.

b. Input Debugging
Many routers include a feature called input
debugging[2],which allows an operator to filter particular
packets on some egress port and determine which
ingress port they arrived on. This capability is used to
implement a trace as follows. First, the victim must
recognize that it is being attacked and develop an attack
Slgnature that describes a common feature contained in
all the attack packets. The most obvious problem with
the input debugging approach, even with automated
tools, is its considerable management overhead.
Communicating and coordinating with  network
operators at multiple ISPs requires the time, attention
and commitment of both the victim and the remote
personnel many of whom have no direct economic

incentive to provide aid.

c. Controlled Flooding
Burch and Cheswick have developed a link-
testing traceback technique that does not require any
support from network operators. We call this technique
controlled flooding [2] because it tests links by flooding
them with large bursts of traffic and observing how this
perturbs traffic from the attacker. Using a regenerated
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“map” of internet topology, the victim coerces selected
hosts along the upstream route into iteratively flooding
each incoming link on the router closest to the victim.
Since router buffers are shared, packets traveling across
the loaded link including any sent by the attacker have
an increased probability of being dropped.

¢) Drawbacks of Input Debugging

1. A high management overhead.

2. It needs communication and coordination between
different ISPs, when the attacking packets traverse
different ISPs networks.

3. This scheme works only for ongoing attacks. The
last but not the least, it requires network
administrators to have the appropriate technical
skills and capabilities.

i. Logging

An approach suggested is to log packets at key
routers and then use data mining techniques[9] to
determine the path that the packets traversed. This
scheme has the useful property that it can trace an
attack long after the attack has completed. However, it
also has obvious drawbacks, including potentially
enormous resource requirements and a large scale
interprovider database integration problem. We are
unaware of any commercial organizations using a fully
operational traceback approach based on logging.

ii. /CMP Traceback

Internet Control Message Protocol (ICMP) in
need of trace out full path of the attacks. This approach
was originally introduced by Bellovin. The principle idea
in these schemes is for every router to generate an
ICMP traceback message or iTrace directed to the same
destination as the selected packet. The iTrace message
itself consists of the next and previous hop information
and a time stamp As packets travel through the network,
they gather and store information about the routers they
traverse.

IP Eacket
IP packet (marked by router A)
=
o
i | l 1l
WA =
| Router A (RA) | Target host

Figure 4 . Packet Marking

A router creates an ICMP traceback message,
which contains part of a traversing IP packet, and sends
the message to the packet’s destination. We can identify
the traversed router by looking for the corresponding
ICMP traceback message and checking its source IP
address. Because creating an ICMP traceback message

© 2013 Global Journals Inc. (US)

for every packet increases network traffic, however,
each router creates ICMP traceback messages for the
packets it forwards .If an attacker sends many packets
the target network can collect enough ICMP traceback
messages to identify its attack path.

iii. Packet Marking Algorithm

In Packet Marking Algorithm [5] schemes, each
router in addition to forwarding a packet also inserts a
mark in the packet. This mark is a unique identifier
corresponding to this particular router.

As a result the victim can determine all the
intermediate hops for each packet by observing the
inserted marks. There are two variants to this marking
scheme. First is the Deterministic Packet Marking [5]
(DPM) scheme in which each router marks all the
packets passing through it with its unique identifier? This
scheme is thus similar to the IP record-route option. This
makes the reconstruction of the attack path at the victim
trivial. But the downside to this scheme is that routers
are slowed down as they have to perform additional
functionality. An attacker who controls a trusted router
can forge any path up to that router unless some further
authentication scheme is used. A router that trusts data
from an attacker effectively allows that attacker to act
like a compromised router. Authentication methods
could be used, but these add significant cost in the form
of processing time and space in the marked packets. A
downside of this scheme is that some packets will not
be overwritten by any of the routers. The attacker can
therefore write bogus information in all the packets
knowing that some of these packets will get through and
confuse the victim. This method also does not work well
for DoS attacks that can work without a lot of packets as
it requires a large number of packets to converge. The
second instances is probabilistic packet marking[10]
(PPM), DoS attacks can be prevented if the spoofed
source IP address is traced back to its origin which
allows assigning penalties to the offending party or
isolating the compromised hosts and domains from the
rest of the network.

Recently IP traceback mechanisms based on
probabilistic packet marking have been proposed for
achieving traceback of DoS attacks. In this paper, we
show that probabilistic packet marking of interest due to
its efficiency and implement ability vis-a-vis deterministic
packet marking and logging or messaging based
schemes suffers under spoofing of the marking field in
the IP header by the attacker which can impede
traceback by the victim. Attacks on PPM: Attacks
involving spoofed traceback data are described in. In
general the two major problems in PPM reliability are the
probabilistic nature of the algorithm causes some
packets not to be marked by cooperating routers and
these retain whatever marks are given them by the
senders. Attackers can simply mark their original
packets to intentionally mislead the traceback
mechanism. In DPM routers mark all forwarded packets



with link identifying data. With PPM, multiple routers on
the paths overwrite the same data, and each packet
identifies at most one link. With DPM, each co-operating
router adds link identifying data to the packet and each
packet ends up with data that identifies all of the links
(under universal co-operation) that it traversed.

a. Disadvaniages of Packet Marking

1. Mark Length: It cannot adjust the length of marking
field according to the network protocols deployed.

2. Marking Rate is not flexible according to the load of
the participating router.

3. Number of Packets required is comparatively more.

4. False Positive rate is large.

5. Tracing Capability is less.

6. The path reconstruction process requires high

computational work, especially when there are many
sources. For example, a 25-source path
reconstruction will take days, and thousands of false
positives could happen.

7. When there are a large number of attack sources,
the possible rebuilt path branches are actually
useless to the victim because of the high false
positives.

iv. FDPM Traceback

Flexible Deterministic Packet Marking [6]
(FDPM) is the optimized version of DPM. This scheme
provide more flexible features to trace the IP packets
and can obtain better tracing capabilities over other
previous IP traceback mechanisms, such as Link
testing, logging, ICMP traceback, probability packet
marking (PPM) and Deterministic packet marking
(DPM).In FDPM schemes, the Types of Services (ToS)
fields will be used to store the mark under some
circumferences. The two fields in the IP header are
exploited, one is fragment ID and other is Reversed flag.
An identifying value is assigned to the ID field by the
sender to aid in assembling the fragments of a
datagram. Given that less than0.25%of all internet traffic
is fragments, this field can be safely overloaded without
causing serious compatibility problems. FDPM
reconstruction process includes two steps: mark
recognition and address recovery. Compared to DPM
[5], the reconstruction process is simpler and more
flexible. When each packet that is used to reconstruct
the source IP address arrives at the victim, it is put into a
cache, because in some cases the processing speed is
lower than the arrival speed of the incoming packets.

The FDPM [6] scheme utilizes various bits
(called marks) in the IP header. The mark has flexible
lengths depending on the network protocols used,
which is called flexible mark length strategy. When an IP
packet enters the protected network, it is marked by the
interface close to the source of the packet on an edge
ingress router.

0 4 8 16 19 31
Version| [HL | Type of Semvice Total length '
Identification Flags Fragment offset
L Protocol Header checksum

Source IP address
Destination IP address

Options field (if any}

P data

Figure 5 . IP (darkened) headers utilized in FDPM

The source IP addresses are stored in the
marking fields. The mark will not be overwritten by
intermediate routers when the packet traverses the
network. At any point within the network, e.g., the victim
host, the source IP addresses can be reconstructed
when required. Processing packets consume resources
such as memory and CPU time of a participating router.
Therefore, it is possible for a router to be overloaded
when there are a large number of arrival packets waiting
for FDPM to mark them.

The flow-based marking scheme is proposed to
solve the overload problem. When the load of a router
exceeds a threshold, the router will discern the most
possible attacking packets from other packets then
selectively mark these packets. The aim is to alleviate
the load of the router while still maintaining the marking
function.

a. Advantages

Easy to find out packet loss and Duplicate packets.
Reduces the network traffic.

Bandwidth consumption is less.

Flexible mark length: The length of marking field can
be adjusted according to the network protocols
deployed.

5. Flexible mark rate: The marking rate can be
changed adaptively according to the load of the
participating router.

Low false Positive rate.

Number of packets required is comparatively less.
Better Tracing Capability.

It has Different probabilities that a router marks the
attack packets.

v. TBPM Method
Topology [9] aware single packet IP traceback
system is namely TOPO. It is based on the bloom filter
which utilizes router’s local topology information, i.e., its
immediate predecessor information, to traceback.
TOPO can significantly reduce the number and scope of
unnecessary queries and thus, significantly decrease
the false attributions to innocent nodes. The main goals

of TOPO as follows:

o=
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1. To design a single packet IP traceback system, this
has fewer unnecessary query messages and fewer
false attributions to innocent nodes.

2. To design a single packet IP traceback system this
needs not to be fully deployed in the entire network.

3. To design a mechanism which helps achieve the
best performance of Bloom filters by adaptively
adjust using parameter.

Topology Based Packet Marking (TBPM) has
been a new approach in Anti-IP spoofing techniques.

TBPM builds on the strengths of the packet
marking principal; however it focuses not merely on the
source, but also the path traversed by a datagram. We
have pointed out how a route discovery method can be
more effective, especially during DoS attacks where
edge routers that mark packets may themselves be
unavailable as a result of the attack. Embedded
topological information may enable DoS attacks to be
prevented even by intermediate routers. TBPM also
enables the source to be identified using a single
marked packet; unlike previous techniques that require
multiple packets. TBPM techniques are compatible with
both IPv4 and IPv6; unlike present packet marking
techniques that cannot be effectively implemented in
IPv6 networks.

IV. TECHNOLOGIES FOR PREVENTING
NETWORK ATTACKS

Current technologies for protecting networks
against attacks focus on access control and attack
detection [2]. Although some methods can find the
attacker’s identity, they are unsuccessful when the
attacker’s true IP address is hidden or unknown.

a) Firewalls

Firewalls are widely used to protect networks
against attacks, especially those coming from the
Internet. Usually, firewalls control access based on
source IP address, destination IP address, protocol
type, source port number, and destination port number.
For example, we can configure a firewall to deny any
access to a WWW server except for WWW access using
HTTP (destination port number 80). If an attacker
attempts to exploit the WWW server using HTTP,
however, the firewall cannot prevent it.

b) Intrusion Detection

An intrusion detection system (IDS) detects
network attacks to a computer system. One major
method currently implemented in IDS products is
misuse detection. In this method, the IDS compare the
attack signatures, which are features of known attacks,
with the contents of packets on the network or log data
on the host computer. When the packet content or log
data matches an attack signature, the system
recognizes that an attack has occurred. IDSs still pose
accuracy problems for site managers, however. In
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practice, IDSs detect possible attacks, which site
managers must examine to determine whether it is a real
attack.

c) Intrusion Source ldentification

Using IDSs, we can detect certain attacks and
find the attack packets’ source IP addresses. Because
the IP address is not enough to identify the attack
source, however, we typically run a DNS inverse query
to check the fully qualified domain name (FQDN),or look
up the database in a WHOIS server to find the source
identity (for example, organization name and e-mail
address). If the attack’s purpose is penetration or
reconnaissance, most attackers will hardly disguise the
source IP address because they must receive a
response from the target.

An attacker who aims for denial of service
(DoS), however, does not need to receive packets from
the target and can therefore forge its source IP address.
Ingress filtering deals with forged addresses.1 in this
method, a router compares an incoming packet’s
source IP address with a router’s routing table and
discards packets with inconsistent source addresses as
having been forged. This method is effective for many
spoofed DoS attacks, but it fails if an attacker changes
its source IP address to one that belongs to the same
network as the attacker’s host.

V. LIMITATION AND OPEN [SSUES

IP traceback has several limitations [1], such as
the problem with tracing beyond corporate firewalls. To
accomplish IP traceback, we need to reach the host
where the attack originated. It is difficult, however, to
trace packets through firewalls into corporate intranets
the last- traced IP address might be the firewall's
address. Knowing the IP address of the organization’s
network entry point, however, allows us to obtain
information about the organization where the attacker’s
host is located, such as the organization’s name and the
network administrator's e-mail address. If we can
identify the organization from which the attack
originated, the organization can often identify the user
who launched the attack.

Another limitation relates to the deployment of
traceback systems. Most traceback techniques require
altering the network, including adding router functions
and changing packets. To promote traceback
approaches, we need to remove any drawbacks to
implementing them.

Moreover, even if IP traceback reveals an
attack’s source, the source itself might have been used
as a stepping-stone in the attack. IP traceback methods
cannot identify the ultimate source behind the stepping-
stone; however, techniques to trace attacks exploiting
stepping-stones are under study. Some operational
issues must also be solved before IP traceback can be
widely deployed. To trace an attack packet through



different networks, for example, there must be a
common policy for traceback. We also need guidelines
for dealing with traceback results to avoid infringing on
privacy. Furthermore, we need to consider how to use
information about an attack source identified by IP
traceback.

VI. CONCLUSION

One conclusion we can draw from this is that
unless IP trace back measures are deployed all over the
Internet, they are only effective for controlled networks
than for the Internet. Today we can find many tools for
doing DoS attacks. DoS attacks have become very
popular. Hence we need to design proper mechanisms
to protect systems from such attacks. Mechanisms has
been developed and deployed to prevent such attacks.
But DDoS is still a problem as it is difficult to trace DDoS
attackers and its effect is too bad. We need to start
development towards defending DDoS. Some schemes
are present which very well defends such attacks, but
without the cooperation of ISPs it will be difficult to
deploy any scheme. Though RFC asks to deploy
ingress filtering, still very less number of ISPs have
deployed that. Mechanisms like hash based traceback
leads to many management issues, which in current
scenario doesn’t seem to be working. Mechanisms are
there which talks about single packet traceback, but
there are lots of overheads for such methods.
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Multi Attacker Collision Analysis in MANETSs
using Conditional Likilihood

Nitta Rajkiran

Abstract - Mobile ad hoc networks will aim to provide services
to the wireless network without depending on any fixed
infrastructure There are basically two approaches to motivate
players: 1) by denying service to misbehaving players by
means of a reputation mechanism or 2) by remunerating
honest players, using for example a micropayment scheme. In
these works, malicious players are modelled as never
cooperative, without any further sophistication, since their
main focus was discouraging selfish players. There is no
degree of selfishness that can approximate the behaviour of
malicious players. This work will focus on multi-attacker
collusion in the regular/malicious player game. The Proposed
System also model the regular/malicious player game as a
multistage dynamic Bayesian signalling game to find the
optimal strategy of regular and malicious players. Apart from
that utility function, degree of selfishness of a player and
degree of uncertainty are also considered.

Keywords . bayesian signaling game, game theory,
mobile ad hoc networks (MOBILE AD HOC
NETWORKS), mobility, reputation systems, sequential
rationality, uncertainty.

I. INTRODUCTION

anets is the self organizing nature without
I\/l relaying on any fixed infrastructure. The

beautiful nature of the mantes is their topology
is dynamic. They do not fallow any fixed topology in
nature. As we know that in the network their two kinds of
nodes. Malicious nodes other are regular. The malicious
nodes always tend to attack other nodes and alter the
data or waste the resources. We can consider this as a
wrestling scenario between the two. There are so many
approaches to find the malicious nodes. But we have
taken the game theory to find the malicious nodes
because game theory is the study of wrestling between
the nodes. In the game theory everything is probality
based. We shall be considering the scenario between
the two players as a game. At the time of playing the
game we usually intend to know strategy of other player.
But we always land up in half knowledge about the other
player i.e. the strategy of the opposite player is not
completely known, that concept is called as baysion
signalling game. At the time of playing we keep
mentoring other players, that concept is know is
neighbouring monitoring. As we malicious nodes always
tend to attack and keep fleeing to avoid punishment. So
what it does is it goes to the other network and attack or

Author - Computer Science/M. Tech Bangalore, 560097, Indla.
E-mall : rajkiran8630@rediffimail.com

cooperate with the other nodes at some point i.e. is the
threshold point the malicious nodes get caught. Normal
players will aim to focus with their resources on
cooperating with regular nodes and do not accept the
requests of from suspicious neighbouring and keep
reporting when the neighbouring is considered to be
malicious. Both regular and malicious nodes’ best
responses are guided by threats about certain reactions
from other players. [1] Such threats are dependent on
their current beliefs. [1] The regular node sets a
reputation threshold and judges other nodes’ types
based on the evaluated belief and this threshold. [1] The
malicious node continuously evaluates the risk, which is
decided by the possibility that a regular node would
choose to report under current conditions. [1] On the
basis of the risk and expected fleeing cost, the
malicious node makes a decision on fleeing. [1] The
contributions of this paper are as follows: 1) We had
theorized a Bayesian game framework to understand
and study the strategy of regular and malicious nodes in
MANETs; 2) we will be simulating it for multiple and
single attacker for regular nodes to report and malicious
nodes to flee [1].

1. RELATED WORK

In the existing work most of the game theory is
based on single attacker and multiple individual
attacker. So in general those attackers will not co-
operate with each other so the strategy of every attacker
is independent of other. In the existing work most of the
game theory is based on single attacker and multiple
attacker. So in general those attackers will not co-
operate with each other so the strategy of every attacker
is independent of other. The payoff for players to
cooperate are analyzed and presented in [1]-[3]. Well,
in this works, malicious players are structured as never
cooperative, since there main motive is to discouraging
players which are stingy. As we know that the good
players’ behaviour in [5] is simple, and it fails to
consider the possibility that an attacker can choose
different attack frequencies toward different opponents
depending upon the requirement [26]. There can be no
degree of stingy that can approximate the attitude of
malicious players. In this, we have modelled the
malicious players with their own functions of utility,
which will be different from regular players. In other
sense, we will assume that malicious players are also
rational concerning their goals.
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In recent works we studied the payoff for
malicious players and simulated their behaviour more
rationally. In [4], Liu et a/ present a general incentive-
based method to model the attackers’ intents,
objectives, and strategies. In [5], Theodorakopoulos and
Baras further study the payoff of the malicious players
and identify the influence of the network topology.

We consider malicious players, making the
malicious and regular players’ game in this paper more
and more interesting. Game theory [6] is a powerful tool
in modelling interactions among self-interested players
and predicting their choice of strategies [7]-[10].
Therefore, wireless ad hoc networks [11]-[13] are more
often studied using game theory [26]. The equilibrium of
the contention window game is studied in [13] [26]. In
the previous work they have simulated for single
attacker using the PBE strategy with other strategy and
found that PBE works much better compared to other.
But in the current work we have taken same PBE
strategy for multiple attackers and found that belief,
disbelief and uncertainty is much efficient to find the
malicious nodes by comparing with single attacker [26].

[1I.  PROPOSED MODEL

Some how this type of attacker model may not
create to serious theats in the data transmission so this
will give flexi able sometimes equal probality to attack or
flee. Because of probality it is not possible to predict the
strategy of the attacker. If the attacker drops problity is
equal to overcome these limitations there is a need to
introduce  cryptographic  technique as well as
considerations of multiple collisions attackers model.

To specify the collision attacker we need to
consider conditional probity as well as lo likili hood of
the player's strategy. According the the conditional
probility we can verify the strategy of a player for given
class where class indicates the evidence already we
having so there reprentation is given by P(x|c). In the
above representation X specifies strategy of current
player and c represents the total strategic the game.
Likili hood specifies for given behaviour to a given class.
In this paper we are also applying condition probility and
likilihood between players also by applying the condition
probility between the two players specifies what the level
of support coming from other player is. Based on this
assumption we can divide the player into two groups 1)
specifies high transmission error rate and other group
specifies high packet delivery ratio. Based on the
probility in the error transmission group we can also say
that those players are playing the game with co-
operation. This will be treated as collision attacker with
respect to the high transmission error group. To achieve
this there is need to monitor and record the activates of
each players throughout the game. If the player is a new
comer in the game than is a need to find the likilihood of
the player. Likili hood calculate involves behaviour of the
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player so that there is a need to verify the behaviour
against the available strategy.

Apart from the pure probility theory there is a
need to provide cryptographic solution for path security.
We need to incorporate digital signature for the strategy
of a every player as well as digital signature for the
control packets. Every time we are reading route request
and route reply we need to verify the signature of those
packets. This very much useful when the attackers are
try to introduce wormhole attack in the given path.

a) Nejghbour Observing

By exploring the nature of broadcast
intercommunication in wireless network, players will
track the outgoing of packets from one-hop neighbours
through passive observation. But, a player will able to
differentiate whether a failure in communication is
caused by its opposite player A or D[26]. Therefore, an
detail observation will be classified as either a detected
C or a detected A/D. The correspond discrete variable
namely a for detected C and g for detected A/D, will be
incremented as shown in Fig. 1(b). This mechanism is
called neighbour monitoring [24] [26]. In practical
MOBILE AD HOC NETWORKS, the detection process
has challenges. First, the malicious player can disguise
itself. Second, the unreliability and the wireless
channelizes bring more uncertain to the observing to the
process [26]. The schemes which ignore the noise in the
observation may not be practical in the actual wireless
intercommunication. We assume that the bugs in the
observation will occur with low probability. Else it would
be impossible to distinguish a malicious player by
Neighbour observing.

b) Decision Reckon

We analyze the MOBILE AD HOC NETWORK to
find the best decision rules and action by using the
dynamic Bayesian game framework Fig. 1(b) shows the
process of regular and malicious players to take
decision. The regular player obtains feedback from its
neighbor observing and calculates the belief and
sufficiency of evidence toward the opposite player
based on the a and B values. It follow threshold rules to
decide whether to report or not. If not the regular player
will choose C with a probability p, which is calculated
based on its belief [26]. The malicious player calculates
the risk of being caught. It follows rule to decide whether
to flee or not depending on the threshold. If else, the
malicious player chooses A with a probability ¢.

¢c) Bayesian Signalling Game

A signaling game is a dynamic, Bayesian game
with two players, the sender (S) and the receiver (R). The
sender has a certain type, t, which is given by nature.[1]
(The sender observes his own type while the receiver
does not know the type of the sender.[1] Based on his
knowledge of his own type, the sender chooses to send
a message from a set of possible messages M = {m;,



m,, Ms,..., M} [1]. The receiver observes the message
but not the type of the sender. Then the receiver
chooses an action from a set of feasible actions A =
{a,, &, a,...., at. The two players receive payoffs
dependent on the sender's type, the message chosen
by the sender and the action chosen by the receiver. A
related game is a screening game where rather than
choosing an action based on a signal, the receiver gives
the sender proposals based on the type of the sender,
which the sender has some control over [1] [26].

The equilibrium concept that is relevant for
signaling games is Perfect Bayesian equilibrium. Perfect
Bayesian equilibrium is a refinement of Bayesian Nash
equilibrium, which is an extension of Nash equilibrium to
games of incomplete information. Perfect Bayesian
equilibrium is the equilibrium concept relevant for
dynamic games of incomplete information) [1] [26].

[ PBE startgy (Existing system) ]

A 4
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v

Belief Disbelief

Multi attacker
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Belief Disbelief

A

[ Comparison of results }

A 4

[ Comparison of results }

Figure 1(b)

By seeing the above block diagram we can find
the flow of the game. In the above diagram first the
regular node decides to cooperate or not if it fails to do
so Beta value will be incremented else alpha value will
be incremented if it alpha it will calculate the trust if the
threshold is reached it will be reporting else the process
keeps continuing else if it is a malicious nodes it will
tracks the regular node trust and evaluate the risk of
being caught and it estimates the risk i.e. if the risk is
greater than flee cost than it will flee else it will attack. at
last end of the game.

[V. PBE

The PBE of this game describes the optimal
decision rules for both regular and malicious players
and reveals the connection between the best strategy
profile and the cost and gain of individual strategies
[26]. From the discussion, we can summarize player /s
PBE strategy o* as strategy profile 1. The regular type
player /has the same PBE strategy profile as j, and the

PBE strategy o* of malicious-type player /is listed as
strategy profile [26].

V. EXPERIMENTAL RESULTS AND ANALYSIS

All proposed have been implemented and
compared on a discrete event simulator. All simulations
are conducted in randomly generated MOBILE AD HOC
NETWORKSs. The regular player can track its neighbor’s
outgoing packets by neighbour monitoring. We have
taken 10 players to 50 players and made 10 iterations
for each player are randomly placed in a 900 m x900 m
region which is evenly divided into clusters. The
transmission range is 50 m. Any two players within the
same cluster are considered as neighbours. Players
follow the cluster based mobility model [25]. It shows
this mobility model for players in Fig. 1(a). It is the
probability that regular players in cluster Cx will move to
cluster Cy. The minimum number of malicious
playersis 1.
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VI.

In this section, we compare the performance of
the proposed scheme with those for the previous
[25], Jie Wu [25]. The
comprations are made with single attacker vs multiple
attackers and found the results were much better with
multiple attackers than single attacker as shown in the
table 2 the proposed approach of multiple attackers is

schemes, namely Yinying Yang

compared with previous approaches.

COMPARISON WITH PREVIOUS SCHEMES

Buoliaf Systom PEE cinlge attacker Vs PBE mui sttacker

No of | Belief wrt multi- Belief wrt

nodes attacker single attacker
10 0.222 0.634
20 0.852 0.919
30 0.222 0.222
40 0.852 0.936
50 0.412 0.412
60 0.833 0.852
70 0.412 0.412
80 0.833 0.852
90 0.222 0.412
100 0.833 0.747

Table 1

LS

sl | )

No of Nedes

Figure 2 . Shows the comparations with single attacker with multi-attacker

The values in the above table taken by No of Disbelief Belief | Disbelief Belief wrt
considering the belief system of multi attacker and nodes | wrt multi-attacker single-attacker
single attacker and found that graph 3 for belief system 10 0.111 0.111
for multi attacker increases but the graph for the single 20 0.137 0.137
attacker slowly decreasing with respect of nodes and 30 0.111 0.111
the graph is plotted which is show in the fig 2. 40 0.137 0.126

50 0.137 0.111
60 0.312 0.137
70 0.126 0.111
80 0.412 0.137
90 0.111 0.111
100 0.137 0.216
Table 2
=
-E 0z 4
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Figure 3 . Shows the comparations of disbelief of single attacker with respect multiattacker

In the figure 3 it shows the comparations of
disbelief of single attacker with multi attacker and found

that disbelief keeps increasing and decreasing.
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In the above screen shots it shows the values taken at the time of iteration

VII.  CONCLUSION

The proposed system is simulated in java
network animator and found that the results were good
and efficient compared to the previous approach. In this
paper, there is need to enhance the by introducing
probality decision tree classification of data mining to
predict behaviour of the players to increase the
accuracy.
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Before start writing a good quality Computer Science Research Paper, let us first understand what is Computer Science Research Paper?
So, Computer Science Research Paper is the paper which is written by professionals or scientists who are associated to Computer Science
and Information Technology, or doing research study in these areas. If you are novel to this field then you can consult about this field
from your supervisor or guide.

TECHNIQUES FOR WRITING A GOOD QUALITY RESEARCH PAPER:

1. Choosing the topic: In most cases, the topic is searched by the interest of author but it can be also suggested by the guides. You can
have several topics and then you can judge that in which topic or subject you are finding yourself most comfortable. This can be done by
asking several questions to yourself, like Will | be able to carry our search in this area? Will | find all necessary recourses to accomplish
the search? Will | be able to find all information in this field area? If the answer of these types of questions will be "Yes" then you can
choose that topic. In most of the cases, you may have to conduct the surveys and have to visit several places because this field is related
to Computer Science and Information Technology. Also, you may have to do a lot of work to find all rise and falls regarding the various
data of that subject. Sometimes, detailed information plays a vital role, instead of short information.

2. Evaluators are human: First thing to remember that evaluators are also human being. They are not only meant for rejecting a paper.
They are here to evaluate your paper. So, present your Best.

3. Think Like Evaluators: If you are in a confusion or getting demotivated that your paper will be accepted by evaluators or not, then
think and try to evaluate your paper like an Evaluator. Try to understand that what an evaluator wants in your research paper and
automatically you will have your answer.

4. Make blueprints of paper: The outline is the plan or framework that will help you to arrange your thoughts. It will make your paper
logical. But remember that all points of your outline must be related to the topic you have chosen.

5. Ask your Guides: If you are having any difficulty in your research, then do not hesitate to share your difficulty to your guide (if you
have any). They will surely help you out and resolve your doubts. If you can't clarify what exactly you require for your work then ask the
supervisor to help you with the alternative. He might also provide you the list of essential readings.

6. Use of computer is recommended: As you are doing research in the field of Computer Science, then this point is quite obvious.
7. Use right software: Always use good quality software packages. If you are not capable to judge good software then you can lose

quality of your paper unknowingly. There are various software programs available to help you, which you can get through Internet.

8. Use the Internet for help: An excellent start for your paper can be by using the Google. It is an excellent search engine, where you can
have your doubts resolved. You may also read some answers for the frequent question how to write my research paper or find model
research paper. From the internet library you can download books. If you have all required books make important reading selecting and
analyzing the specified information. Then put together research paper sketch out.

9. Use and get big pictures: Always use encyclopedias, Wikipedia to get pictures so that you can go into the depth.

10. Bookmarks are useful: When you read any book or magazine, you generally use bookmarks, right! It is a good habit, which helps to
not to lose your continuity. You should always use bookmarks while searching on Internet also, which will make your search easier.

11. Revise what you wrote: When you write anything, always read it, summarize it and then finalize it.
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12. Make all efforts: Make all efforts to mention what you are going to write in your paper. That means always have a good start. Try to
mention everything in introduction, that what is the need of a particular research paper. Polish your work by good skill of writing and
always give an evaluator, what he wants.

13. Have backups: When you are going to do any important thing like making research paper, you should always have backup copies of it
either in your computer or in paper. This will help you to not to lose any of your important.

14. Produce good diagrams of your own: Always try to include good charts or diagrams in your paper to improve quality. Using several
and unnecessary diagrams will degrade the quality of your paper by creating "hotchpotch." So always, try to make and include those
diagrams, which are made by your own to improve readability and understandability of your paper.

15. Use of direct quotes: When you do research relevant to literature, history or current affairs then use of quotes become essential but
if study is relevant to science then use of quotes is not preferable.

16. Use proper verb tense: Use proper verb tenses in your paper. Use past tense, to present those events that happened. Use present
tense to indicate events that are going on. Use future tense to indicate future happening events. Use of improper and wrong tenses will
confuse the evaluator. Avoid the sentences that are incomplete.

17. Never use online paper: If you are getting any paper on Internet, then never use it as your research paper because it might be
possible that evaluator has already seen it or maybe it is outdated version.

18. Pick a good study spot: To do your research studies always try to pick a spot, which is quiet. Every spot is not for studies. Spot that
suits you choose it and proceed further.

19. Know what you know: Always try to know, what you know by making objectives. Else, you will be confused and cannot achieve your
target.

20. Use good quality grammar: Always use a good quality grammar and use words that will throw positive impact on evaluator. Use of
good quality grammar does not mean to use tough words, that for each word the evaluator has to go through dictionary. Do not start
sentence with a conjunction. Do not fragment sentences. Eliminate one-word sentences. Ignore passive voice. Do not ever use a big
word when a diminutive one would suffice. Verbs have to be in agreement with their subjects. Prepositions are not expressions to finish
sentences with. It is incorrect to ever divide an infinitive. Avoid clichés like the disease. Also, always shun irritating alliteration. Use
language that is simple and straight forward. put together a neat summary.

21. Arrangement of information: Each section of the main body should start with an opening sentence and there should be a
changeover at the end of the section. Give only valid and powerful arguments to your topic. You may also maintain your arguments with

records.

22. Never start in last minute: Always start at right time and give enough time to research work. Leaving everything to the last minute
will degrade your paper and spoil your work.

23. Multitasking in research is not good: Doing several things at the same time proves bad habit in case of research activity. Research is
an area, where everything has a particular time slot. Divide your research work in parts and do particular part in particular time slot.

24. Never copy others' work: Never copy others' work and give it your name because if evaluator has seen it anywhere you will be in
trouble.

25. Take proper rest and food: No matter how many hours you spend for your research activity, if you are not taking care of your health
then all your efforts will be in vain. For a quality research, study is must, and this can be done by taking proper rest and food.

26. Go for seminars: Attend seminars if the topic is relevant to your research area. Utilize all your resources.
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27. Refresh your mind after intervals: Try to give rest to your mind by listening to soft music or by sleeping in intervals. This will also
improve your memory.

28. Make colleagues: Always try to make colleagues. No matter how sharper or intelligent you are, if you make colleagues you can have
several ideas, which will be helpful for your research.

29. Think technically: Always think technically. If anything happens, then search its reasons, its benefits, and demerits.

30. Think and then print: When you will go to print your paper, notice that tables are not be split, headings are not detached from their
descriptions, and page sequence is maintained.

31. Adding unnecessary information: Do not add unnecessary information, like, | have used MS Excel to draw graph. Do not add
irrelevant and inappropriate material. These all will create superfluous. Foreign terminology and phrases are not apropos. One should
NEVER take a broad view. Analogy in script is like feathers on a snake. Not at all use a large word when a very small one would be
sufficient. Use words properly, regardless of how others use them. Remove quotations. Puns are for kids, not grunt readers.
Amplification is a billion times of inferior quality than sarcasm.

32. Never oversimplify everything: To add material in your research paper, never go for oversimplification. This will definitely irritate the
evaluator. Be more or less specific. Also too, by no means, ever use rhythmic redundancies. Contractions aren't essential and shouldn't
be there used. Comparisons are as terrible as clichés. Give up ampersands and abbreviations, and so on. Remove commas, that are, not
necessary. Parenthetical words however should be together with this in commas. Understatement is all the time the complete best way
to put onward earth-shaking thoughts. Give a detailed literary review.

33. Report concluded results: Use concluded results. From raw data, filter the results and then conclude your studies based on
measurements and observations taken. Significant figures and appropriate number of decimal places should be used. Parenthetical
remarks are prohibitive. Proofread carefully at final stage. In the end give outline to your arguments. Spot out perspectives of further
study of this subject. Justify your conclusion by at the bottom of them with sufficient justifications and examples.

34. After conclusion: Once you have concluded your research, the next most important step is to present your findings. Presentation is
extremely important as it is the definite medium though which your research is going to be in print to the rest of the crowd. Care should
be taken to categorize your thoughts well and present them in a logical and neat manner. A good quality research paper format is
essential because it serves to highlight your research paper and bring to light all necessary aspects in your research.

INFORMAL GUIDELINES OF RESEARCH PAPER WRITING

Key points to remember:

®  Submit all work in its final form.
e  Write your paper in the form, which is presented in the guidelines using the template.
®  Please note the criterion for grading the final paper by peer-reviewers.

Final Points:

A purpose of organizing a research paper is to let people to interpret your effort selectively. The journal requires the following sections,
submitted in the order listed, each section to start on a new page.

The introduction will be compiled from reference matter and will reflect the design processes or outline of basis that direct you to make
study. As you will carry out the process of study, the method and process section will be constructed as like that. The result segment will
show related statistics in nearly sequential order and will direct the reviewers next to the similar intellectual paths throughout the data
that you took to carry out your study. The discussion section will provide understanding of the data and projections as to the implication
of the results. The use of good quality references all through the paper will give the effort trustworthiness by representing an alertness
of prior workings.
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Writing a research paper is not an easy job no matter how trouble-free the actual research or concept. Practice, excellent preparation,
and controlled record keeping are the only means to make straightforward the progression.

General style:

Specific editorial column necessities for compliance of a manuscript will always take over from directions in these general guidelines.

To make a paper clear

- Adhere to recommended page limits
Mistakes to evade

e |[nsertion a title at the foot of a page with the subsequent text on the next page
e  Separating a table/chart or figure - impound each figure/table to a single page
e Submitting a manuscript with pages out of sequence

In every sections of your document
- Use standard writing style including articles ("a", "the," etc.)

- Keep on paying attention on the research topic of the paper

- Use paragraphs to split each significant point (excluding for the abstract)

- Align the primary line of each section

- Present your points in sound order

- Use present tense to report well accepted

- Use past tense to describe specific results

- Shun familiar wording, don't address the reviewer directly, and don't use slang, slang language, or superlatives
- Shun use of extra pictures - include only those figures essential to presenting results

Title Page:

Choose a revealing title. It should be short. It should not have non-standard acronyms or abbreviations. It should not exceed two printed
lines. It should include the name(s) and address (es) of all authors.

. © Copyright by Global Journals Inc.(US)| Guidelines Handbook

XV



Abstract:

The summary should be two hundred words or less. It should briefly and clearly explain the key findings reported in the manuscript--
must have precise statistics. It should not have abnormal acronyms or abbreviations. It should be logical in itself. Shun citing references
at this point.

An abstract is a brief distinct paragraph summary of finished work or work in development. In a minute or less a reviewer can be taught
the foundation behind the study, common approach to the problem, relevant results, and significant conclusions or new questions.

Write your summary when your paper is completed because how can you write the summary of anything which is not yet written?
Wealth of terminology is very essential in abstract. Yet, use comprehensive sentences and do not let go readability for briefness. You can
maintain it succinct by phrasing sentences so that they provide more than lone rationale. The author can at this moment go straight to
shortening the outcome. Sum up the study, with the subsequent elements in any summary. Try to maintain the initial two items to no
more than one ruling each.

Reason of the study - theory, overall issue, purpose
®  Fundamental goal
®  To the point depiction of the research

e  Consequences, including definite statistics - if the consequences are quantitative in nature, account quantitative data; results
of any numerical analysis should be reported

e  Significant conclusions or questions that track from the research(es)

Approach:
. Single section, and succinct
® Asaoutline of job done, it is always written in past tense
e A conceptual should situate on its own, and not submit to any other part of the paper such as a form or table
e  Center on shortening results - bound background information to a verdict or two, if completely necessary
®  What you account in an conceptual must be regular with what you reported in the manuscript

®  Exact spelling, clearness of sentences and phrases, and appropriate reporting of quantities (proper units, important statistics)
are just as significant in an abstract as they are anywhere else

Introduction:

The Introduction should "introduce" the manuscript. The reviewer should be presented with sufficient background information to be
capable to comprehend and calculate the purpose of your study without having to submit to other works. The basis for the study should
be offered. Give most important references but shun difficult to make a comprehensive appraisal of the topic. In the introduction,
describe the problem visibly. If the problem is not acknowledged in a logical, reasonable way, the reviewer will have no attention in your
result. Speak in common terms about techniques used to explain the problem, if needed, but do not present any particulars about the
protocols here. Following approach can create a valuable beginning:

Explain the value (significance) of the study

®  Shield the model - why did you employ this particular system or method? What is its compensation? You strength remark on its
appropriateness from a abstract point of vision as well as point out sensible reasons for using it.

®  Present a justification. Status your particular theory (es) or aim(s), and describe the logic that led you to choose them.
e Very for a short time explain the tentative propose and how it skilled the declared objectives.

Approach:

®  Use past tense except for when referring to recognized facts. After all, the manuscript will be submitted after the entire job is
done.

®  Sort out your thoughts; manufacture one key point with every section. If you make the four points listed above, you will need a
least of four paragraphs.

© Copyright by Global Journals Inc. (US) | Guidelines Handbook .
XV



®  Present surroundings information only as desirable in order hold up a situation. The reviewer does not desire to read the
whole thing you know about a topic.

e  Shape the theory/purpose specifically - do not take a broad view.

®  Asalways, give awareness to spelling, simplicity and correctness of sentences and phrases.

Procedures (Methods and Materials):

This part is supposed to be the easiest to carve if you have good skills. A sound written Procedures segment allows a capable scientist to
replacement your results. Present precise information about your supplies. The suppliers and clarity of reagents can be helpful bits of
information. Present methods in sequential order but linked methodologies can be grouped as a segment. Be concise when relating the
protocols. Attempt for the least amount of information that would permit another capable scientist to spare your outcome but be
cautious that vital information is integrated. The use of subheadings is suggested and ought to be synchronized with the results section.
When a technique is used that has been well described in another object, mention the specific item describing a way but draw the basic
principle while stating the situation. The purpose is to text all particular resources and broad procedures, so that another person may
use some or all of the methods in one more study or referee the scientific value of your work. It is not to be a step by step report of the
whole thing you did, nor is a methods section a set of orders.

Materials:

®  Explain materials individually only if the study is so complex that it saves liberty this way.
®  Embrace particular materials, and any tools or provisions that are not frequently found in laboratories.
® Do not take in frequently found.

e |[f use of a definite type of tools.
®  Materials may be reported in a part section or else they may be recognized along with your measures.
Methods:

®  Report the method (not particulars of each process that engaged the same methodology)

Describe the method entirely

To be succinct, present methods under headings dedicated to specific dealings or groups of measures

e Simplify - details how procedures were completed not how they were exclusively performed on a particular day.
If well known procedures were used, account the procedure by name, possibly with reference, and that's all.

Approach:

® |t is embarrassed or not possible to use vigorous voice when documenting methods with no using first person, which would
focus the reviewer's interest on the researcher rather than the job. As a result when script up the methods most authors use
third person passive voice.

®  Use standard style in this and in every other part of the paper - avoid familiar lists, and use full sentences.

What to keep away from

®  Resources and methods are not a set of information.
®  Skip all descriptive information and surroundings - save it for the argument.
®  leave out information that is immaterial to a third party.

Results:

The principle of a results segment is to present and demonstrate your conclusion. Create this part a entirely objective details of the
outcome, and save all understanding for the discussion.

The page length of this segment is set by the sum and types of data to be reported. Carry on to be to the point, by means of statistics and
tables, if suitable, to present consequences most efficiently.You must obviously differentiate material that would usually be incorporated

in a study editorial from any unprocessed data or additional appendix matter that would not be available. In fact, such matter should not
be submitted at all except requested by the instructor.
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Content

Sum up your conclusion in text and demonstrate them, if suitable, with figures and tables.
In manuscript, explain each of your consequences, point the reader to remarks that are most appropriate.
Present a background, such as by describing the question that was addressed by creation an exacting study.
Explain results of control experiments and comprise remarks that are not accessible in a prescribed figure or table, if
appropriate.

e  Examine your data, then prepare the analyzed (transformed) data in the form of a figure (graph), table, or in manuscript form.
What to stay away from

® Do not discuss or infer your outcome, report surroundings information, or try to explain anything.
L] Not at all, take in raw data or intermediate calculations in a research manuscript.

® Do not present the similar data more than once.
®  Manuscript should complement any figures or tables, not duplicate the identical information.

®  Never confuse figures with tables - there is a difference.
Approach

e Asforever, use past tense when you submit to your results, and put the whole thing in a reasonable order.
e  Put figures and tables, appropriately numbered, in order at the end of the report

e |f you desire, you may place your figures and tables properly within the text of your results part.
Figures and tables

e |f you put figures and tables at the end of the details, make certain that they are visibly distinguished from any attach appendix
materials, such as raw facts

®  Despite of position, each figure must be numbered one after the other and complete with subtitle
®  |n spite of position, each table must be titled, numbered one after the other and complete with heading

e  Allfigure and table must be adequately complete that it could situate on its own, divide from text
Discussion:

The Discussion is expected the trickiest segment to write and describe. A lot of papers submitted for journal are discarded based on
problems with the Discussion. There is no head of state for how long a argument should be. Position your understanding of the outcome
visibly to lead the reviewer through your conclusions, and then finish the paper with a summing up of the implication of the study. The
purpose here is to offer an understanding of your results and hold up for all of your conclusions, using facts from your research and
generally  accepted information, if  suitable.  The implication of  result  should be  visibly  described.
Infer your data in the conversation in suitable depth. This means that when you clarify an observable fact you must explain mechanisms
that may account for the observation. If your results vary from your prospect, make clear why that may have happened. If your results
agree, then explain the theory that the proof supported. It is never suitable to just state that the data approved with prospect, and let it
drop at that.

®  Make a decision if each premise is supported, discarded, or if you cannot make a conclusion with assurance. Do not just dismiss
a study or part of a study as "uncertain."

®  Research papers are not acknowledged if the work is imperfect. Draw what conclusions you can based upon the results that
you have, and take care of the study as a finished work

®  You may propose future guidelines, such as how the experiment might be personalized to accomplish a new idea.

®  Give details all of your remarks as much as possible, focus on mechanisms.

®  Make a decision if the tentative design sufficiently addressed the theory, and whether or not it was correctly restricted.
®  Tryto present substitute explanations if sensible alternatives be present.

®  One research will not counter an overall question, so maintain the large picture in mind, where do you go next? The best
studies unlock new avenues of study. What questions remain?

e  Recommendations for detailed papers will offer supplementary suggestions.
Approach:

®  When you refer to information, differentiate data generated by your own studies from available information
®  Submit to work done by specific persons (including you) in past tense.
= Submit to generally acknowledged facts and main beliefs in present tense.
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ADMINISTRATION RULES LISTED BEFORE
SUBMITTING YOUR RESEARCH PAPER TO GLOBAL JOURNALS INC. (US)

Please carefully note down following rules and regulation before submitting your Research Paper to Global Journals Inc. (US):

Segment Draft and Final Research Paper: You have to strictly follow the template of research paper. If it is not done your paper may get

rejected.

. The major constraint is that you must independently make all content, tables, graphs, and facts that are offered in the paper.
You must write each part of the paper wholly on your own. The Peer-reviewers need to identify your own perceptive of the
concepts in your own terms. NEVER extract straight from any foundation, and never rephrase someone else's analysis.

e Do not give permission to anyone else to "PROOFREAD" your manuscript.

®  Methods to avoid Plagiarism is applied by us on every paper, if found guilty, you will be blacklisted by all of our collaborated
research groups, your institution will be informed for this and strict legal actions will be taken immediately.)

®  To guard yourself and others from possible illegal use please do not permit anyone right to use to your paper and files.
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Please note that following table is only a Grading of "Paper Compilation" and not on "Performed/Stated Research" whose grading
solely depends on Individual Assigned Peer Reviewer and Editorial Board Member. These can be available only on request and after

CRITERION FOR GRADING A RESEARCH PAPER (COMPILATION)
BY GLOBAL JOURNALS INC. (US)

decision of Paper. This report will be the property of Global Journals Inc. (US).

Abstract

Introduction

Methods
Procedures

Discussion

References

XIX

Grades

Clear and concise with
appropriate content, Correct

format. 200 words or below

Containing all background
details with clear goal and
appropriate  details, flow
specification, no grammar
and spelling mistake, well
organized sentence and

paragraph, reference cited

Clear and to the point with
well arranged paragraph,
precision and accuracy of
facts and figures, well

organized subheads

Well organized, Clear and
specific, Correct units with
precision, correct data, well
structuring of paragraph, no
grammar and spelling
mistake

Well organized, meaningful
specification, sound
conclusion, logical and
concise explanation, highly

structured paragraph
reference cited
Complete and correct

format, well organized

Unclear summary and no
specific data, Incorrect form

Above 200 words

Unclear and confusing data,
appropriate format, grammar
and spelling errors with
unorganized matter

Difficult to comprehend with
embarrassed text, too much
explanation but completed

Complete and embarrassed
text, difficult to comprehend

Wordy, unclear conclusion,
spurious

Beside the point, Incomplete

E-F

No specific data with ambiguous
information

Above 250 words

Out of place depth and content,
hazy format

Incorrect  and unorganized

structure with hazy meaning

Irregular format with wrong facts
and figures

Conclusion is not  cited,
unorganized, difficult to

comprehend

Wrong format and structuring
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