ISSN: 0975
:0975- 4350

NANNER

AAN

GLOBAL JOURNAL

OF COMPUETER SCIE - AND TECI OGY.

Network, Web & Security

a3 ' \\\\t
' "; m’;m ,,
‘ Usp wl gﬁtﬁ.{
gl N1 A i—w 3 m

: earch Iﬁ\'ncﬂysis of Gyber

Two-k

w!

lechno og;

i llintrog

04 _
) 1 Discovering Thoughts, Inve ure

VOLUME 15 ISSUE 4 VERSION 10

2001-2015 by Global Journal of C er ggle d T

L
( ol
L}



&

GLOBAL JOURNAL OF COMPUTER SCIENCE AND TECHNOLOGY: E
NETWORK, WEB & SECURITY




GLOBAL JOURNAL OF COMPUTER SCIENCE AND TECHNOLOGY: E
NETWORK, WEB & SECURITY

VOLUME 15 ISSUE 4 (VER. 1.0)

OPEN ASSOCIATION OF RESEARCH SOCIETY



© Global Journal of Computer

Science and Technology. 2015.

All rights reserved.

This is a special issue published in version 1.0
of “Global Journal of Computer Science and
Technology "By Global Journals Inc.

All articles are open access articles
distributedunder “Global Journal of Computer
Science and Technology”

Reading License, which permits restricted use.
Entire contents are copyright by of “Global
Journal of Computer Science and Technology”
unless otherwise noted on specific articles.

No part of this publication may be reproduced
or transmitted in any form or by any means,
electronic or mechanical, including photocopy,
recording, or any information storage and
retrieval system, without written permission.

The opinions and statements made in this book
are those of the authors concerned. Ultraculture
has not verified and neither confirms nor
denies any of the foregoing and no warranty or
fitness is implied.

Engage with the contents herein at your own
risk.

The use of this journal, and the terms and
conditions for our providing information, is
governed by our Disclaimer, Terms and
Conditions and Privacy Policy given on our
website http://globaljournals.us/terms-and-condition/

menu-id-1463/

By referring / using / reading / any type of
association / referencing this journal, this
signifies and you acknowledge that you have
read them and that you accept and will be
bound by the terms thereof.

All information, journals, this journal, activities
undertaken, materials, services and our
website, terms and conditions, privacy policy,
and this journal is subject to change anytime
without any prior notice.

Incorporation No.: 0423089
License No.: 42125/022010/1186
Registration No.: 430374
Import-Export Code: 1109007027
Employer Identification Number (EIN):
USA Tax ID: 98-0673427

Global Journals Inc.
(A Delaware USA Incorporation with “Good Standing”’; Reg. Number: 0

Sponsors:Open Association of Research Society
Open Scientific Standards

Publisher’s Headquarters office

Global Journas Headquarters
301st Edgewater Place Suite, 100 Edgewater D
Wakefield MASSACHUSETTS, Pin: 01880,

United States of America
USA Toll Free: +001-888-839-7392
USA Toll Free Fax: +001-888-839-7392

Offset Typesetting

423089)

r-Pl,

Global Journals Incorporated

2nd, Lansdowne, Lansdowne Rd., Croydon-Surrey,

Pin: CR9 2ER, United Kingdom

Packaging & Continental Dispatching

Global Journals
E-3130 Sudama Nagar, Near Gopur Sguare,
Indore, M.P., Pin:452009, India

Find a correspondence nodal officer near you

To find nodal officer of your country, please
email us at local@globaljournals.org

eContacts

Press Inquiries: press@globaljournals.org

Investor Inquiries: investors@globaljournals.org
Technical Support: technology@globaljournals.org

Media & Releases: media@globaljournals.org

Pricing (Including by Air Parcel Charges):

For Authors:
22 USD (B/W) & 50 USD (Color)

Yearly Subscription (Personal & Institutional):
200 USD (B/W) & 250 USD (Color)



INTEGRATED EDITORIAL BOARD
(COMPUTER SCIENCE, ENGINEERING, MEDICAL, MANAGEMENT, NATURAL

SCIENCE, SOCIAL SCIENCE)

John A. Hamilton,"Drew" Jr.,
Ph.D., Professor, Management
Computer Science and Software
Engineering

Director, Information Assurance
Laboratory

Auburn University

Dr. Henry Hexmoor

IEEE senior member since 2004

Ph.D. Computer Science, University at
Buffalo

Department of Computer Science
Southern lllinois University at Carbondale

Dr. Osman Balci, Professor
Department of Computer Science
Virginia Tech, Virginia University
Ph.D.and M.S.Syracuse University,
Syracuse, New York

M.S. and B.S. Bogazici University,
Istanbul, Turkey

Yogita Bajpai

M.Sc. (Computer Science), FICCT
U.S.A.Email:
yogita@computerresearch.org

Dr. T. David A. Forbes

Associate Professor and Range
Nutritionist

Ph.D. Edinburgh University - Animal
Nutrition

M.S. Aberdeen University - Animal
Nutrition

B.A. University of Dublin- Zoology

Dr. Wenying Feng

Professor, Department of Computing &
Information Systems

Department of Mathematics

Trent University, Peterborough,

ON Canada K9J 7B8

Dr. Thomas Wischgoll

Computer Science and Engineering,
Wright State University, Dayton, Ohio
B.S., M.S., Ph.D.

(University of Kaiserslautern)

Dr. Abdurrahman Arslanyilmaz
Computer Science & Information Systems
Department

Youngstown State University

Ph.D., Texas A&M University

University of Missouri, Columbia

Gazi University, Turkey

Dr. Xiaohong He

Professor of International Business
University of Quinnipiac

BS, Jilin Institute of Technology; MA, MS,
PhD,. (University of Texas-Dallas)

Burcin Becerik-Gerber

University of Southern California

Ph.D. in Civil Engineering

DDes from Harvard University

M.S. from University of California, Berkeley
& Istanbul University



Dr. Bart Lambrecht

Director of Research in Accounting and
FinanceProfessor of Finance

Lancaster University Management School
BA (Antwerp); MPhil, MA, PhD
(Cambridge)

Dr. Carlos Garcia Pont

Associate Professor of Marketing

IESE Business School, University of
Navarra

Doctor of Philosophy (Management),
Massachusetts Institute of Technology
(MIT)

Master in Business Administration, IESE,
University of Navarra

Degree in Industrial Engineering,
Universitat Politecnica de Catalunya

Dr. Fotini Labropulu

Mathematics - Luther College
University of ReginaPh.D., M.Sc. in
Mathematics

B.A. (Honors) in Mathematics
University of Windso

Dr. Lynn Lim

Reader in Business and Marketing
Roehampton University, London
BCom, PGDip, MBA (Distinction), PhD,
FHEA

Dr. Mihaly Mezei

ASSOCIATE PROFESSOR

Department of Structural and Chemical
Biology, Mount Sinai School of Medical
Center

Ph.D., Etvs Lornd University
Postdoctoral Training,

New York University

Dr. Sohnke M. Bartram

Department of Accounting and
FinanceLancaster University Management
SchoolPh.D. (WHU Koblenz)

MBA/BBA (University of Saarbriicken)

Dr. Miguel Angel Arino

Professor of Decision Sciences

IESE Business School

Barcelona, Spain (Universidad de Navarra)
CEIBS (China Europe International Business
School).

Beijing, Shanghai and Shenzhen

Ph.D. in Mathematics

University of Barcelona

BA in Mathematics (Licenciatura)
University of Barcelona

Philip G. Moscoso

Technology and Operations Management
IESE Business School, University of Navarra
Ph.D in Industrial Engineering and
Management, ETH Zurich

M.Sc. in Chemical Engineering, ETH Zurich

Dr. Sanjay Dixit, M.D.

Director, EP Laboratories, Philadelphia VA
Medical Center

Cardiovascular Medicine - Cardiac
Arrhythmia

Univ of Penn School of Medicine

Dr. Han-Xiang Deng

MD., Ph.D

Associate Professor and Research
Department Division of Neuromuscular
Medicine

Davee Department of Neurology and Clinical
NeuroscienceNorthwestern University
Feinberg School of Medicine



Dr. Pina C. Sanelli

Associate Professor of Public Health
Weill Cornell Medical College
Associate Attending Radiologist
NewYork-Presbyterian Hospital
MRI, MRA, CT, and CTA
Neuroradiology and Diagnostic
Radiology

M.D., State University of New York at
Buffalo,School of Medicine and
Biomedical Sciences

Dr. Roberto Sanchez

Associate Professor

Department of Structural and Chemical
Biology

Mount Sinai School of Medicine

Ph.D., The Rockefeller University

Dr. Wen-Yih Sun

Professor of Earth and Atmospheric
SciencesPurdue University Director
National Center for Typhoon and
Flooding Research, Taiwan

University Chair Professor

Department of Atmospheric Sciences,
National Central University, Chung-Li,
TaiwanUniversity Chair Professor
Institute of Environmental Engineering,
National Chiao Tung University, Hsin-
chu, Taiwan.Ph.D., MS The University of
Chicago, Geophysical Sciences

BS National Taiwan University,
Atmospheric Sciences

Associate Professor of Radiology

Dr. Michael R. Rudnick

M.D., FACP

Associate Professor of Medicine
Chief, Renal Electrolyte and
Hypertension Division (PMC)

Penn Medicine, University of
Pennsylvania

Presbyterian Medical Center,
Philadelphia

Nephrology and Internal Medicine
Certified by the American Board of
Internal Medicine

Dr. Bassey Benjamin Esu

B.Sc. Marketing; MBA Marketing; Ph.D
Marketing

Lecturer, Department of Marketing,
University of Calabar

Tourism Consultant, Cross River State
Tourism Development Department
Co-ordinator, Sustainable Tourism
Initiative, Calabar, Nigeria

Dr. Aziz M. Barbar, Ph.D.

IEEE Senior Member

Chairperson, Department of Computer
Science

AUST - American University of Science &
Technology

Alfred Naccash Avenue — Ashrafieh



PRESIDENT EDITOR (HON.)

Dr. George Perry, (Neuroscientist)
Dean and Professor, College of Sciences

Denham Harman Research Award (American Aging Association)
ISI Highly Cited Researcher, Iberoamerican Molecular Biology Organization
AAAS Fellow, Correspondent Member of Spanish Royal Academy of Sciences

University of Texas at San Antonio

Postdoctoral Fellow (Department of Cell Biology)

Baylor College of Medicine
Houston, Texas, United States

CHIEF AUTHOR (HON.)

Dr. R.K. Dixit

M.Sc., Ph.D., FICCT

Chief Author, India

Email: authorind@computerresearch.org

DEAN & EDITOR-IN-CHIEF (HON.)

Vivek Dubey(HON.)

MS (Industrial Engineering),

MS (Mechanical Engineering)
University of Wisconsin, FICCT
Editor-in-Chief, USA
editorusa@computerresearch.org
Sangita Dixit

M.Sc., FICCT

Dean & Chancellor (Asia Pacific)
deanind@computerresearch.org
Suyash Dixit

(B.E., Computer Science Engineering), FICCTT
President, Web Administration and
Development , CEO at IOSRD

COO at GAOR & 0SS

Er. Suyog Dixit

(M. Tech), BE (HONS. in CSE), FICCT
SAP Certified Consultant

CEO at IOSRD, GAOR & 0SS

Technical Dean, Global Journals Inc. (US)
Website: www.suyogdixit.com
Email:suyog@suyogdixit.com

Pritesh Rajvaidya

(MS) Computer Science Department
California State University

BE (Computer Science), FICCT
Technical Dean, USA

Email: pritesh@computerresearch.org
Luis Galarraga

JIResearch Project Leader
Saarbriicken, Germany



CONTENTS OF THE ISSUE

Vi.
Vil.
Viii.

Copyright Notice
Editorial Board Members
Chief Author and Dean
Contents of the Issue

Two-Party Threshold Key Agreement Protocol for Manets using Pairings. 7-6

Research Analysis of Cyber Security. /-10

Implementation of AES with Time Complexity Measurement for Various Input.

11-20

A Cross Layer Model to Support Qos for Multimedia Applications on Wireless

Networks. 21-31
The Encryption Algorithm AES-RFWKIDEA32-1
RFWKIDEA32-1. 33-41

Fellows and Auxiliary Memberships
Process of Submission of Research Paper
Preferred Author Guidelines

Index

based on

Network



SN G1OBAL JOURNAL OF COMPUTER SCIENCE AND TECHNOLOGY: E

enpetnte N ETWORK, WEB & SECURITY

ﬁﬁ" Volume 15 Issue 4 Version 1.0 July-1 2015

& " Type: Double Blind Peer Reviewed International Research Journal
: Publisher: Global Journals Inc. (USA)
Online ISSN: 0975-4172 & Print ISSN: 0975-4350

Two-Party Threshold Key Agreement Protocol for Manets using
Pairings
By Ch. Asha Jyothi, G. Narsimha, J. Prathap & Gorti Vnkv Subba Rao

JNTUH College of Engineering Jagtial, India

Abstract- In MANET environment, the nodes are mobile i.e., nodes move in and out dynamically. This
causes difficulty in maintaining a central trusted authority say Certification Authority CA or Key
Generation Centre KCG. In addition most of cryptographic techniques need a key to be shared
between the two communicating entities. So to introduce security in MANET environment, there is a
basic need of sharing a key between the two communicating entities without the use of central
trusted authority. So we present a decentralized two-party key agreement protocol using pairings and
threshold cryptography ideas. Our model is based on Joux's three-party key agreement protocol
which does not authenticate the users and hence is vulnerable to man-in-the-middle attack. This
model protects from man-in-the-middle attack using threshold cryptography.

Keywords: pairing-based cryptography, threshold cryptography, bilinear maps, mobile ad hoc
networks, key agreement protocol.

GJCST-E Classification : C.2.2

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

© 2015. Ch. Asha Jyothi, G. Narsimha, J. Prathap & Gorti Vnkv Subba Rao. This is a research/review paper, distributed under the
terms of the Creative Commons Attribution-Noncommercial 3.0 Unported License http://creativecommons.org/licenses/by-nc/3.0/),
permitting all non-commercial use, distribution, and reproduction inany medium, provided the original work is properly cited.



Two-Party Threshold Key Agreement Protocol
for Manets using Pairings

Ch. Asha Jyothi® G. Narsimha?, J. Prathap® & Gorti Vnkv Subba Rao®

Abstract- In MANET environment, the nodes are mobile i.e.,
nodes move in and out dynamically. This causes difficulty in
maintaining a central trusted authority say Certification
Authority CA or Key Generation Centre KCG. In addition most
of cryptographic techniques need a key to be shared between
the two communicating entities. So to introduce security in
MANET environment, there is a basic need of sharing a key
between the two communicating entities without the use of
central trusted authority. So we present a decentralized two-
party key agreement protocol using pairings and threshold
cryptography ideas. Our model is based on Joux's three-party
key agreement protocol which does not authenticate the users
and hence is vulnerable to man-in-the-middle attack. This
model protects from man-in-the-middle attack using threshold
cryptography.

Keywords:  pairing-based  cryptography, threshold
cryptography, bilinear maps, mobile ad hoc networks,
key agreement protocol.

I. [NTRODUCTION

ireless technology [22] is suitable of
VVoommunicating virtually every location on the

plane of the earth. Most of the people
exchange information every day using pagers, cellular
telephones, laptops, several types of personal digital
assistants (PDAs) and other wireless communication
products. A Mobile Ad hoc NETwork (MANET) is one
that comes into practice as needed, without the support
of existing infrastructure or any other kind of fixed
stations. MANET is an independent system of mobile
hosts (also serving as routers), connected by wireless
links. In a MANET, no infrastructure exists and the
network topology may dynamically change in an
unpredictable manner since nodes are free to move.
The important natural characteristics of MANETs [22]
include frequently changing Topology, Lack of Central
Administration, Battery Power supply or Restricted
Energy, Restricted bandwidth, Physical Security fear.

Ad hoc networks are particularly prone to
malicious behavior. Lack of any centralized network
management or certification authority makes these
dynamically changing wireless structures extremely
vulnerable to penetration, eavesdropping, interference,

Author e o © JNTUH College of Engineering, Jagtial, Nachupally,
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and so on. Security [22] is considered to be the major
“barrier” in the commercial use of this technology.
Security is indeed one of the most difficult problems to
be solved in these networks due to lack of centralized
network management. Most of the security mechanisms
essentially require a secret key or session key or master
key to be shared between the two communicating
entities. So there is a need to share a key between the
sender and receiver without the use of centralized
network management or certification authority.

Key agreement is one of the basic
cryptographic essentials. This is needed in cases where
two or more users want to communicate securely
among themselves. The first two-party key sharing
protocol was introduced by Diffie-Hellman. Since its
detection in 1976, the Diffie-Hellman protocol [1] has
become one of the most well-known and mostly used
cryptographic primitive. In its basic version, it is an
efficient solution to the problem of creating a common
secret between two participants. Since this protocol is
also used as a building block in many complex
cryptographic protocols, finding a generalization of
Diffie-Hellman would give a new tool and might lead to
new and more efficient protocols. But this is an
unauthenticated protocol in the sense that an adversary
who has control over the communication channel can
use the man-in-the-middle attack to share two separate
keys with the two users, without the users being aware
of this. In this paper, we present a secure two-party key
agreement protocol that protects from man-in-the-
middle attack. Our protocol is based on Joux’s protocol
[1] which in turn is the generalization of Diffie-Hellman
protocol.

One round tripartite key agreement Joux’s
protocol [1] uses Weil and Tate Pairings and the idea of
Diffie-Hellman. These pairings were first used in
cryptology as cryptanalysis tools to decrease the
complexity of the discrete logarithm problem on some
“‘weak" elliptic curves, but they are also used today to
build cryptographic systems.

In this paper, we present a secure two-party key
agreement protocol for MANET environment. This model
extends the popular known Joux’'s tripartite key
agreement protocol [1] to two-partite with minor
modifications. Similar to Joux model [1], this model uses
pairings or bilinear maps, unlike Joux this model uses
threshold  cryptography.  Recently  Pairing-based

© 2015 Global Journals Inc. (US)
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cryptography in the form of Identity-based cryptography
has become a highly working research issue.

The paper is organized as: Section Il discusses
on the background fundamentals needed to understand
the proposed model. Section Il discusses on the
previous work done to share a key between two entities
using pairings. Section IV talk about the detailed
description of the proposed model. Section V gives the
software implementation of the proposed model and
Section VI confers the conclusion and future
enhancements that can be done to improve the model.

1. PRELIMINARIES

a) Bilinear Maps

The bilinear map was proposed originally as a
tool for attacking elliptical curve encryption by reducing
the problem of discrete algebra on an elliptical curve to
the problem of discrete algebra in a finite field, thereby
reducing its complexity. However, this method has been
used recently as an encryption tool for information
protection, instead of an attacking tool. Bilinear pairing
is equivalent to a bilinear map.

Consider two additively written abelian groups
A1 and A2; the identity element being 0. Also consider a
multiplicatively written cyclic group C; the identity
element being 1. A pairing [2][17] on A, A, and C is a
non-degenerate, bilinear map

e:A1xA,—>C.

A bilinear pairing e is a function which maps a
pair of points on an elliptic curve E, defined over fields
A1 and A2, to an element of the multiplicative group of a
finite extension field C. This mapping is said to be
pairing as it maps a pair of elliptic curve points. The
pairing € has the following characteristics:
Non-degenerate: Given a point€® = X € Ajthere exists a
pointY e Ajsuch thate Y € A, ; Where@is the point
at infinity on the elliptic curve over the finite field A1.
Bilinear: for all points X, X1, X, € A, and Y, Y1, Y,

e A,andu,v e Zwehave
X1+ Xy, Y1) =e(Xy, Y1) &(Xy, Yq),
(X1, Y1+ Y,) =e(Xy, Y1) e(Xq, Y2).
This can be redefined in the following way:

e([ulX, MY) = &X, V)" = e([vIX, [u]Y:.
where [ulX = X + X +..+ X (u times)

Computable: There exists a computationally efficient
algorithm to find e(X, Y) forall X e A and Y € A,
Laws of Bilinear Pairings: The following equations holds
good for the bilinear pairing e. Consider XeAy, and Y €
A,and u, v € Z and ¢ is the point at Infinity.

eX,0)=¢0,Y)=1

e(-X, Y) = e(X1 Y)_l = e(X1 'Y)

e([u]X, Y) =X, Y)* = &(X, [u]Y)

e([ulX, [V]Y) = &(X, Y)

© 2015 Global Journals Inc. (US)

Some of the examples of cryptographic bilinear
maps are Weil Pairing [11] and Tate Pairing [5]. Pairings
in elliptic curve cryptography are functions which map a
pair of elliptic curve points to an element of the
multiplicative group of a finite field.

There are two types of pairings commonly used
in the cryptography literature. The first type of pairing
called Symmetric Pairings are of the form

e:A; xA; - C, where A; and C are cyclic
groups of prime order p written additively and
multiplicatively respectively.

The second type of pairing called Asymmetric

Pairings are of the form
e:A; xA, > C,where A1, A2 are additively

written cyclic groups of prime order p and C is a
multiplicatively written cyclic group of prime order p.

The first form is just the special case with A2=
A1. Asymmetric Pairings are further divided into two
types and hence leading to totally three types of
Pairings [19]
Type 1: A, = A, Symmetric Pairing;
Type 2 : A1 # Az Asymmetric Pairing but there is an

efficiently computable homomorphism function V:
Ay — Ag;

Type 3 . A;#A, Asymmetric Pairing and there are no
efficiently  computable  homomorphism  functions
between A, and A, .

b) Threshold Cryptography

Let t and n be positive integers, t< n. A (t, n)-
threshold scheme [25] is a method of sharing a secret K
among a set of n participants in such a way that any t
participants can compute the value of the secret, but no
group of t—1 or fewer can do so.

Let the set of participants be denoted by E. The
value of the secret K is chosen by the dealer, denoted
D, who is a special participant not in E. When D wants to
share the secret K among the participants in E, D gives
each participant some partial information, called a
share. The shares are distributed secretly, so no
participant knows any other participant’s share.

At a later time, when some qualified subset of
participants F € E want to compute the secret K, they
will then pool their shares together. The most famous
construction of a (t, n)-threshold scheme, called the
Shamir Threshold Scheme [18][21], is invented in 1979.
Therefore, a (t, n) threshold secret sharing scheme can
protect the secret against an adversary who can
intercept at most t— 1 paths. In t he proposed model D
don't want to share the secret K among several
participants in E, but D wants to share the key with the
other end of communication say G, with whom he wants

a secure communication. So D sends the shares of the
secret key K through n independent paths [24] to G.

When G receives at least t shares, he can recover the
secret and there by a key is shared between D and E.



The opponent is facing the challenge of getting at least t
shares by intercepting t paths at the same time, unless
until he cannot recover the secret key.

I11. RELATED WORK

There are many key agreement protocols based
on bilinear maps, and later most of them have been
broken. One of the first applications of pairing based
cryptography was a tripartite key agreement protocol
given by Joux [1]. This key agreement protocol does not
authenticate the users, and thus is subject to the attack
namely man-in-the-middle. Of course, it was an
important step in the advancement of pairing based
cryptography. This protocol only uses pairings
especially Tate pairing but does not use identity-based
cryptography.

Many key agreements from bilinear maps and
identity based cryptography have been since proposed.
Scott [7], Smart [8], and Chen and Kudla [6] have
proposed two-party key agreement protocols, none of
which have been broken. All of these schemes require
that all parties involved in the key agreement are clients
of the same Key Generation Centre (KGC). Nalla
recommends a tripartite identity-based key agreement in
[9], and Nalla and Reddy recommends a authenticated
tripartite identity-based key agreement scheme in [10],
but both have been broken down [12, 13]. Shim
presents two key agreement protocols [14, 15], but both
of these schemes have been broken by Sun and Hsieh
[16]. Another authenticated tripartite key agreement
protocol recommended by Al-Riyami and Patterson [3]
was broken by Shim [4]. Cullagh and Barreto
recommend a two-party identity based authenticated
key agreement. Most of the above protocols are based
on identity-based cryptography.

Our proposed model is based on Joux's
Protocol [1]. It uses bilinear maps (Pairings) and
Threshold cryptography concepts. It does not uses
Identity based cryptography(IDC) because IDC needs
the use of Key Generation Centre (KCG), a centralized

controller and which is infeasible in MANETs
environment .
a) Joux’s Protocol

Joux Protocol [1] considers the three

communicating parties A, B and C want to share a
secret key KABC among them. Let A, B and C chooses
random integers u, v, and w ¢ Zg respedively. Consider
the Symmetric Pairing e: A; x A; > C and P is the
generator of the cyclic group A1 publicly known. The
Protocol continues as follows and shown in Fig. 1:

1. A 5B,C [ulP
2. B 5A,C [v]P
3. C—>AB [w]P
4. A computes K, = ([V]P, [w]P)"

5. B computes Kg = ([u]P, [wW]P)"
6. C computes Kc = e([u]P, [v]P)"

From the laws of bilinear pairings, Ka, Kg, K¢
result in the same value, say Kasc . So common agreed
key of A, B, C Kagc = Ka =Kg =Kc =P, P)".

e Assumption : Bilinear Diffie-Hellman
[2] [Sec. 3.2.] problem is hard to compute.

e Security: Secure against passive opponent
under the assumption that BDH problem is hard.

e [Efficiency :

e Communication : Number of Rounds required is 1;
number of group elements sent are 3.

(BDH)

Computation 3 scalar multiplications; 3 pairing
computations; 3 exponentiations.
C
bP cP
cP alP
bP

B TTZA
aP

Figure 1. Joux’s Tripartite Key Agreement

b) Diffie-Hellman Assumption

In this subsection we specify the version of the
Diffie-Hellman problem which we will require. Consider
the triple < A, C, e > where A, C are two cyclic
subgroups of a large prime order gand e : A1 x A; > C
is a cryptographic bilinear map. We take A1 as an
additive group and C as a multiplicative group.
Bilinear Diffie-Hellman BDH Problern

The strength of Joux’s protocol is based on the
Bilinear Diffie-Helman (BDH) [2] assumption. Let P be
the generator of A1 and a, b, ¢ are positive integers

The BDH assumption considers the

computation of e(P, Pabcgiven <P, aP , bP, cP> to be
hard.

c) Man-in-the-middle Attack

Let three parties A, B, C respectively have
chosen secrets at random ¢ Zg and let D be the
attacker chooses three random secrets u', v/, w’ and let D be the
Consider the Symmetric Pairing e: Ay x A;— C and P is
the generator of the cyclic group A1 publicly known. The
attack functions as follows:

1. A—>B,C:[uP.
D intercepts [u]P and instead sends [u']P to B, C.
2. B>AC |V]P
D intercepts [v]P and instead sends [V']P to A, C.

© 2015 Global Journals Inc. (US)
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3. C—A,B:[w]P.
D intercepts [w]P and instead sends [w']P to
A, B.

4. A computes K;
P)uv‘w‘
D computes K; =
P)uv’w’

5. B computes K,
F,)u'vw’
D computes K,
F,)u'vw’

6. C computes Kz
I:,)u’v’w
D computes Kz = e([u']P, [W]P)" = e(P,
I:,)u’v’w_

Finally instead of a key shared between three
users A, B and C, three keys are shared among four
users A, B, C and D where one key K1 between A and
D, another K2 between B and D and another K3
between C and D.

V.

One of the applications of Joux’s protocol is to
share a master key between two communicating parties
and one central authority say certification Authority CA
or Public Key Generator PKG. MANET environment
lacks central management and hence there is need for
two-party key agreement protocol. Our proposed two
party key agreement algorithm is based on Joux’s
Protocol. It makes use of Pairings (or Bilinear Maps) and
Threshold cryptography concepts. Let A and B be the
two communicating parties want to share a secret or
session key. Let A, B respectively select integers at

random v € Zq.

1. A->B:[uP
2. Bo>A:[v]P
3. A computese(P, [V]P)" = e(P,P)".
4. B computes e([u]P, P)’ = e(P,P)"".

If R=[u]P and S=[v]P are transmitted as is
without applying threshold cryptography as shown in Fig
2., adversary can easily compute the key as e([u]P,[v]P)
= e(P,P)uv by just intercepting [u]P and [v]P during
steps 1 and 2.

To counter this we apply the concept of
threshold cryptography for steps 1 and 2; steps 3 and 4
remain the same. The secrets 'u’ and ‘v’ are split into n
shares each using Shamir’'s secret sharing mechanism
[21]to get u;andv; V 1 < i <n, where n is the number
of multiple independent paths that exist between sender
and receiver. The shares of the products [u] P and [v]P
are then calculated as R, = [u]P and S, = [v]]P. These
shares are then exchanged through n independent
paths with the other party as shown in Fig 3. The n
independent paths used to transmit [u]P and [v]P are

WP, [VIP)" = &P,

euP, [vIP" = eP,
&[ulP, [W1P)' = &P,

VP, WP = eP,

&[ulP, [vVIP" = eP,

PROPOSED MODEL
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the same, but shown differently in Fig 3 for easy
understanding.

[u]P

W
[v]P

Figure 2 : [u]P and [v]P exchanged between A and B
without Threshold Cryptography (i.e without dividing into
n shares)

[w]P

‘ [V:‘.]P

Figure 3 : The n shares of [u]P and [v]P exchanged
between A and B over n independent paths

When A and B receives at least t shares of Si
and Ri respectively, they can reconstruct S and R as
m

R= EE:lﬂE Hls:-tﬁr_mazi_

[-m

m

S=%L,5 licmermar —

I-m

Hence unless the adversary intercepts at least t
shares of Ri and Si, he cannot reconstruct R and S and
therefore the key. Also the key is the session key that
has small life time i.e., over a single session; hence the
time scope for adversary to reconstruct the key is small,
thereby protecting the protocol from man-in-the-middle
attack.

V. [MPLEMENTATION

The proposed key agreement protocol is
implemented in software using the Pairing-Based
Cryptography Library (PBC) [20]. The results are as
follows:

The Elliptic curve is chosen as: y2 = x3 + x,
with x, y elements of a Field Fq; g is a prime number. A1
is a subgroup of E(Fq). C is a subgroup of Fg2. There

are g+1 points on the ECC curve, i.e. #ECC(Fq) =
g+ 1. We consider symmetric bilinear map A1 x A1 []C.



g = 3 modulus 4.
r = order of A1 = prime factor of g+1.
h = cofactor = #ECC(Fq) /r.
The values for the parameters of the elliptic
curve are chosen as:

0=8780710799663312522437781984 754049815806
8831994142082110286533992664756308802229570
7862517942266222142315585876958231745927771
3367317481324925129998224791

r=
7307508186654516213611192455715049014059765
59617
h=1201601226489114607938882136674053420480
2954401251311822919615131047207289359704531
102844802183906537786776

The below figure shows the output of the
proposed model using the above elliptic curve
parameters and pairing based cryptography library:

fo g ey T i
- Hor .

g = e

[ —= [T Ve T

Figure 4 : Snapshot showing the execution of the
proposed model

From the above execution, the key K shared
between the two communicating parties A and B takes
the value as (for certain integer values of u and v):

K=
[363491729790068469392561995270411097829316104
156594577714042448502171634089271920327615921
920004770048290991588623854829412201391189267
9184970413844060998,
858461927735908169968899784862922131639479632
862313889300069721130367348791328889908613437
669417596253709218854900684187378935137609173
589847246783309559]

VI. CONCLUSION AND FUTURE SCOPE

In this article, we described a generalization of
the Diffie-Hellman protocol and Joux Protocol to two-
parties. Our two-party key agreement protocol uses the
pairings and threshold cryptography concepts. Our
model also does not assume a centralized trusted
authority, which is difficult to establish in MANET
environment. Therefore, this new protocol seems quite

promising as a new building block to construct new and
efficient complex cryptographic protocols. On the other
hand, there is a scope to ensure the integrity of the
secret shares. Additionally, there is scope to use this
shared secret key in pairing based cryptography for
encryption and decryption of messages, there by secret
transmission of messages between the two
communicating parties.
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Absiract- In an ageof cyber technology with it fast pacing and
ever evolving, securing data in cyber space is a major
enigmawhich needs to be resolved.With wvulnerabilities
everywhere, data security and privacy is always at risk. This
specially comes in play when services of third party are used
knowingly or unknowingly. Government and business
organizations are testing and implementing security and
monitoring techniques to stand a better chance in raging war
against cyber-crimes. Moreover, the formulation of new
methods also poses new limitations of the systems as well as
the users like lack of efficiency or complexity which need to be
resolved in order to get better results. In this research paper
some of those limitations and their solutions are discussed.
Keywords: cybercrime, security, complexity, usage,
efficiency.

I. INTRODUCTION

ne of the major issues of today’s ever updating
technology dependent world is the safety of their

private data. Whether it is data of the major
organizations launching a new product or secret military
operation details, the safety and protection of that data
is the most important enigma.

In present time, the ratio of cybercrimes is
increasing by each day. In a recent list presented by
FBI, it is very clear that cybercrimes now are not only
limited to small data theft or simple hacks through
malware, but their scope is expanding way behind that
horizon. Some of the recent cases of FBI (Cyber Crime
branch) areRansom-ware, more than 2000 ATM hits at
once, Phishing attacks and more crimes of same
nature.

Even though research is being done in cyber
security field and practices are also being updated but
the problem of cyber-crimes is far from being solved.
According to recent researches, the main limitation
seems to be the approach used. The methods used are
not evolving fast enough to combat the problem.

While  many approaches have been
implemented, there are limitations that arise with their
use. Major limitations are complexity for local user, if
more than one different security infrastructures used.
Some of other known limitations are decrease in
usage, etc. In order for these limitations to be

Author o : Department of Computer Sciences Fatima Jinnah Women
University Rawalpindi, Pakistan. e-mail: rabeam@outlook.com

Author o . Department of Computer Sciences, Fatima Jinnah Women
University Rawalpindi, Pakistan. e-mail: gariazainab@gmail.com
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efficiency, data collection, need for monitoring of
resolved, more work needs to be done especially in field
of research. Research needs to be done starting at
institution level. For this purpose, usage is also needed
to be monitored to study the user habits and patterns.

Another issue that needs attention is validation
of software used and methods and standards used to
test or validate them. This is the issue that calls out for
attention desperately. As with the ever growing trend of
third-party applications and new launch of software
every day, there is no telling which one is safe and
which is not. So to check their validity and to declare
them safe or non-safe, old methods are not enough.

New methods should be built based on
International Society of Automation (ISA) standards. The
importance of organizational level security is also
discussed.

Through this work the importance of cyber
security in the modern world has been conveyed. It has
also been discussed as to which limitations need to be
resolved for it to be effective.

1. RELATED WORK

Even though research is being done in cyber
security field and practices are also being updated but
the problem of cyber-crimes is far from being solved.
According to recent researches, the main limitation
seems to be the approach used. The methods used are
not evolving fast enough to combat the problem.

While  many approaches have  been
implemented, there are limitations that arise with their
use. Major limitations are complexity for local user, if
more than one different security infrastructures used.
Some of other known limitations are decrease in
efficiency, data collection, need for monitoring of usage,
etc.

In order for these limitations to be resolved,
more work needs to be done especially in field of
research. Research needs to be done starting at
institution level. For this purpose, usage is also needed
to be monitored to study the user habits and patterns.

Another issue that needs attention is validation
of software used and methods and standards used to
test or validate them. This is the issue that calls out for
attention desperately. As with the ever growing trend of
third-party applications and new launch of software
every day, there is no telling which one is safe and
which is not. So to check their validity and to declare
them safe or non-safe, old methods are not enough.
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New methods should be built based on International
Society of Automation (ISA) standards.

[1I.  CONCLUSION

From the above work, the importance of cyber
security is emphasized. It is also concludedthat closely
monitoring systems and users provide and insight on
the attacks and user reaction to them. Also monitored
systems are less vulnerable to threats, data theft,
phishing, frauds and other cyber-crimes.

Since the validation of software is necessary, so
ISA standardized systems should be developed to
validate them.

Also one of the major roles should be played by
Government. It should take hold of every bit of events
that occur in cyber space including formulation of new
algorithms and techniques to prevent unauthorized
access to any intruder.

In future, work would be done on monitoring
techniques, their shortcomings and role play. Also,
further research will include methods of secure
authorizations.

a) Analysis

While analyzing the data, the first keen thing
observed was the possibility of System being
noncomplex as well as vulnerability free very narrow. If a
system is to be secure to the highest level, user-
friendliness or ease of access especially to users with
basic knowledge cannot be provided. Also the fault
tolerance of currently existing systems is very low, even
in the high-end computers. It could only be increased by
closely monitoring the capabilities of existing systems in
their ability to treat vulnerabilities. The systems with
higher level of robustness have more reliability rate.
Some other components related to cyber security are as
follows:

b) Security

The most important and most basic requirement
of any system is security. In order for any system to
qualify as reliable, at least basic level of security need to
be provided. With passing time, the need better cyber
security seems to be the basic one.

c) Efficiency

Efficiency is to use least possible resources to
achieve most functionality. Encryption, antispyware and
secure routes etc. are used to achieve this purpose.

d) Ease of use

The user being able to operate even with basic
skill is important. With increase in level of security comes
the implementation of complex infrastructures, which
makes it difficult to keep the system difficulty free for a
basic skilled user. Open source development and other
such methodologies are being used to achieve this.

© 2015 Global Journals Inc. (US)

e) Robustness

To achieve this at a standard level, iterative
techniques and human brain inspired infrastructures are
being developed.

) Case study

Analyses not only at organization level but at
much larger level are being conducted. To make
comparisons using these studies, surveys and volunteer
research are being conducted.

g) Testability

Testing plays extremely important role to check
functionality of the systems. The security techniques
before massive or global level implementation are tested
several times on smaller networks.

h) System availability

The system availability to perform the necessary
immunization steps before connecting to networks are
to be done.

i) Fault tolerance

User participation in detecting vulnerabilities,
phishing attacks and other such threats play an
important role in increase of fault tolerance.

j) Monitoring

By closely monitoring the habits of users and
keeping a close watch at young user habits can reduce
the number of vulnerabilities at immense level.
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Abstract- Network Security has a major role in the
development of data communication system, where more
randomization in the secret keys increases the security as well
as the complexity of the cryptography algorithms. In the
recent years network security has become an important issue.
Cryptography has come up as a solution which plays a vital
role in the information security system against various attacks.
This security mechanism uses the AES algorithm to scramble
data into unreadable text which can only be decrypted with the
associated key. The AES algorithm is limited only for text as
an input. It also has, the more time complexity. So it suffers
from vulnerabilities associated with another type of input and
time constraints. So its challenge to implement the AES
algorithm for various types of input and require less decryption
time. The propose work demonstrate implementation of a 128-
bit Advanced Encryption Standard (AES), which consists of
both symmetric key encryption and decryption algorithms for
input as a text, image and audio. It also gives less time
complexity as compared to existing one. At the last stage
comparing the time complexity for encryption and decryption
process for all three types of input. This paper also
demonstrates a side channel attack on the standard software
implementation of the AES cryptographic algorithm.de
Keywords: side channel attack, aes, des,rsa, encryption,
decryption, cryptography, network security.

[. [NTRODUCTION

ryptography plays an important role in the

security of data transmission. Data Security is a

challenging concern of data communications
that focuses on many areas including secure
communication channel and strong data encryption
technique. The secure transmission of confidential data
enclosed gets a great deal of attention because of the
rapid development in information technology. The
predictable methods of encryption can only maintain the
data security. The development of computing
technology imposes stronger requirements on the
cryptography schemes. The rapidly growing number of
wireless communication users has led to the increasing
demand for security measures and devices to protect
user data transmitted over wireless channels[1].

Two types of cryptographic systems have been
developed for that purpose symmetric (secret key) and
asymmetric (public key) cryptosystems. Symmetric
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cryptography, such as in the Data Encryption Standard
(DES), 3DES, and Advanced Encryption Standard (AES)
uses an identical key of the sender to encrypt the
message text and receiver to decrypt the encrypted
text. Asymmetric cryptography, such as the Rivest-
Shamir-Adleman (RSA) uses different public keys for
encryption and decryption, eliminating the key exchange
problem.[2] Symmetric cryptography is more suitable for
the encryption of a large amount of data. The Data
Encryption Standard (DES) has been used by the U.S.
government standard since 1977. However, now, it can
be cracked quickly and inexpensively. The AES
algorithm defined by the National Institute of Standards
and Technology (NIST) of the United States has widely
accepted to replace DES as the new symmetric
encryption algorithm [3]. This above cryptographic
algorithms are not more secure. To overcome the
vulnerabilities in network security in 2000, the Advanced
Encryption Standard (AES) replaced the DES to meet
the ever-increasing requirements for security. In
cryptography, the AES, also called as Rijndael, is a
block cipher adopted as an encryption standard by the
US government, which specifies an encryption algorithm
capable of protecting sensitive information{4]. The
Rijndael algorithm is a symmetric block cipher that can
encrypt and decrypt information. Encryption converts
data into an unintelligible form called cipher-text.
Decryption of the cipher-text converts the data back into
its unique form which is called plaintext. The AES
algorithm supports 128, 192 and 256 bit key length to
encrypt and decrypt data in blocks of 128 bits , hence
the name AES-128, AES-192 and AES-256
respectively[5]. The hardware implementation of the
AES algorithm can provide high performance, low cost
for specific applications and trustworthiness compared
to its software counterparts[6].

The organization of the paper is as follows,
Section Il describes the design overview of AES
algorithm for both encryption and decryption. Section I
presents implementation Details, Section IV is discussed
on Experimental Results. Section V projects on future
scope and conclusion.

[I.  DESIGN OVERVIEW OF AES

AES is a symmetric block cipher with block
length of 128 bits. It allows three different key lengths
128,192 and 256 bits. In encryption process processing
of 128 bit keys required for 10 rounds, 192 bit keys
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required for 12 rounds and 256 bit keys required for 14
rounds which is shown in table1. AES is a round based
algorithm. For encryption and decryption each round
has four functions excepting last round. Last round
required three functions. The encryption algorithm has
four round functions SubByte( ), ShiftRows( ),
MixColumn( )and AddRoundKey( ). The decryption,
also has the same number of rounds with reverse
transformation, order of round function is different i.e.
InvShiftRow( ), InvSubByte( ), AddRoundKey( ) and
InvMixColumn() [2]-[3].

Table 1 . AES parameters for the various AES versions

AES AES-128 AES-192 AES-256
PARAMETERS
Key Size (Bits) 128 192 256
Number of 10 12 14
rounds
Plaintext box 128 128 128
size (Bits)

a) AES Encryption Algorithm

The Encryption process consists of a number of
different transformations applied consecutively over the
data block bits in a fixed number of iterations which is
called as rounds. The number of rounds depends on the
length of the key used for the encryption process. 10
iterations are required for key length of 128 bits.

i. High-level description of the algorithm
KeyExpansions -round keys are derived from
the cipher key using Rijndael's key schedule. AES
requires a separate 128-bit round key block for each
round plus one more.

ii. InitialRound

1. AddRoundKey( )- Each byte of the state is
combined with a block of the round key using
bitwise xor.

Rounds

2. SubBytes( )- A non-linear substitution step where
each byte is replaced with another according to a
lookup table.

3. ShiftRows( )-A transposition step where the last
three rows of the state are shifted cyclically a certain
number of steps.

4. MixColumns( )-A mixing operation which operates
on the columns of the state, combining the four
bytes in each column.

ii. Final Round (No MixColumns)
SubBytes()
ShiftRows()
AddRoundKey().

Steps : These steps are used to encrypt128-bit block.

1. The set of round keys from the cipher key.

2. Initialize state array and add the initial round key to
the starting state array.

3. Performround = 1 to 9 : Execute Usual Round.

© 2015 Global Journals Inc. (US)

4. Execute Final Round.
5. Corresponding cipher text chunk output of
Round Step

iv. Encryption process
Each round consists of the following four steps:

SubBytes Transformation: In this transformation, each of
the byte in the state matrix is replaced with another byte
as per the S-box (Substitution Box)[7]. The S-box is
generated by firstly calculating the respective reciprocal
of that byte in GF (27 8) and then affine transform is
applied.

ShiftRows Transformation: In this transformation, the
bytes in the first row of the State do not change. The
second, third, fourth and fifth rows shift cyclically to the
left by one byte, two bytes, three bytes and four bytes
respectively [7].

MixColumns Transformation: It is the operation that
mixes the bytes in each column by the multiplication of
the state with a fixed polynomial matrix [7]. It completely
changes the scenario of the cipher even if all bytes look
very similar. The Inverse Polynomial Matrix does exist in
order to reverse the mix column transformation.

AddRoundKey  Transformation:  In  AddRoundKey
transformation, a roundkey is added to the State by
bitwise Exclusive-OR (XOR) operation. AddRoundKey
proceeds onecolumn at a time. AddRoundKey adds a
roundkey word with each state column matrix.The
operation performed in AddRoundKey is matrix addition.

b) AES Decryption Algorithm

Decryption is the process of extracting the
plaintext from cipher text. For decryption the same
process occurs simply in reverse order by taking the
128-bit block of cipher text and converting it to plaintext
by the application of the inverse of the four operations.
Decryption involves reversing all the steps taken in
encryption using following inverse functions.

InvSubBytes Transformation: InvSubBytes is the inverse
transformation of SubBytes, in which the inverse S-box
is applied to individual bytes in the State. The inverse S-
box is constructed by first applying the inverse of the
affine transformation, then computing the multiplicative
inverse in GF(2 " 8).

Final
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Figure 1: AES Encryption and Decryption

InvShiftRows Transformation: InvShiftRows is the inverse
transformation of ShiftRows. In this transformation, the
bytes in the first row of the State do not change. The
second, third, and fourth and fifth rows are shifted
cyclically by one byte, two bytes, three bytes and four
bytes to the right respectively [2].

InvMixColumns  Transformation: InvMixColumns is the
inverse transformation of MixColumns. This is a complex
procedure as it involves severely the byte multiplication
under GF (27 8)[2].

Key Expansion (Keyexpansion Operation)

Keyexpansion refers to the process in which the

128 bits of the original key are expanded into eleven

128-bit round keys.

To compute round key (n+1) from round key (n)
these steps are performed:

1. Compute the new first column of the next round key.
First all the bytes of the old fourth column have to
be substituted using the Subbytes operation. These
four bytes are shifted vertically by one byte position
and then
XORed to the old first column. The result of these
operations is the new first column.

2. Columns 2 to 4 of the new round key are calculated
as shown:

e [new second column] =
[old second column]

[new first column] XOR

e [new third column] =
[old third column]

e [new fourth column] = [new third column] XOR [old
fourth column]

The key expansion algorithm generates 128 bit
key for each round and one more key for initial
AddRoundKey function. The same expanded key is
used for encryption and decryption except for
decryption it reads in reverse order.

[new second column] XOR

I11. [MPLEMENTATION DETAILS

The system proposing aims to achieve network
security by implementing appropriate countermeasures
based on concept of constant time encryption against
side channel timing attack to protect implementations of
secret key cryptography. The contribution work includes
implementing more suitable countermeasures against
side channel attack.

a) System Overview

The propose system, is intended to provide
secure transmission of data over the network by
implementing the appropriate countermeasures against
side channel attack on AES implementation which is
shown in Fig.2. Here the work implementing AES 128-
bit algorithm using 10 rounds by taking input as text,
image and audio. In AES encryption process, system
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performs round functions like SubByte( ), ShiftRows( ),
MixColumn( ) and AddRoundKey( ). On the other side,
the decryption processperforms round functions like
InvShiftRow( ), InvSubByte( ), AddRoundKey( ) and
InvMixColumn( ). After that the work implementing side
channel attack on the AES implementation in such a
way that the receiver cannot decrypt the encrypted data.
After successful implementation of side channel attack,
research work implementing some appropriate
countermeasures against side channel attack on AES
implementation and finally evaluating their performance
and soundness to prevent possible vulnerabilities and
develop more secure systems.

— .
e —
N —— e
AES/RSA Encryption Siives
- N L~
i K
"\-\_.-"’ ’V
\
i ™~
/ A\
| side channal "/1 Countermeasures
4
\ / channal attack
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Figure 2 : System architecture

fEncrypliun rDecrymiun |

b) AES Implementation
The work implemented AES 128-bit, 10 rounds
algorithm by taking input as text, image and audio.

Encryption Process when input as an Text file

The work implemented 128 bit AES algorithm
(10 round) encryption using text as an input by
measuring performance parameter as time complexity
which is shown in Fig.3.Time required for encryption
process is 1.166557 milliseconds.
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This is just a little test of my AES writer.

Time Taken

charactars
Key 12345878900werty |
Click to encrypt ==> Encrypt |
SubBytes ShiftRows MixColumns AddRoundHiey
b3c17181310515745525459 bafcaz0a0d40083ad6e5h05b| bafcaz0a0d40083ad6e5hf0sh| [c5766c1ae141 66838350340
Round 1
4] | N MY | KN M| ] »
CcH7EECTae1 412692830840 262222100431 6aZecels0de| | aER82221 0451 6aZece050de| PB452220c220d1 2cabefi14a9
Round 2
4] | NI | D MY | KN [T | N L] »
P2452e29c82ed] cakielBl 409 36Mhdiaaal 2423 2de8ra398 7 4| |25thdraaal 2423 3de97a3987 4| f6d1 F00alarSabda3asladcs
Round 3
4] [N | N T | KN (M | N [INID
EEd1 7008l arSabdadasladcs| Br9d4988a20cr367E0hes1 57|67 9d4988a20ci36780be51 57| bal0iS9efe03030ceBE24 8074
Round 4
4] [ | N [ | N M| EX L]
al0r59efe03030cefB248074|[2e004cdh3el 36584277 chBh|[2e004cdh 301 3615824 2T chEh| [289ed7 4T466d193edarredgh
Round 5
4] Ll ][« ] [T | N L w] [« [IMID
289ed747455d1 93edarTeddh|| 34 3c55hESarSe084dE180eh2| |34 3c55b65ar5e084d51 80eb 2| [1 06211 1dbd01 37 Fdee 455670
Round 6
4] L] ][« ] [N | N L w] [« [IMID
1062111dbd01377dcedE68878) [9carocd5hFasadbadBb0b82M [9caTecd ShFasSadbad8bh0ba 2 H3637 Sdeas1 063544313001 3
Round 7
4] I N Ll e« I | EN] L]
36371 5deab1063544 3730013 |05ca2b7a240d30b1d1af65920105ca2b7a240d3b1d1 af65920) 3dbff3fc741b1c8a060058425e
Round g
4] L ][ o] L w]|a] D | EX [IMD
dbff3fc741b1c8a060058425e([3089c2c5dattal d926301 b06T [3083c2c5dafEal d926301 06T |94132daeScadab 787 ed32 051
Round 9
4] | NI | K MY | EN [T | N L[] »
e F227dcdSe44a9524bcf361 b7 73| f227dd2e44a9524bcf361hT 73 112f3252510580138c35210¢e
4] | TR | T MY | KN I | EX L] »

1166557 ms

Figure 3 : AES Encryption: Input as Text

Decryption Process when input as an Text file

The work implemented 128 bit AES algorithm
(10 round) decryption using text as an input by
measuring performance parameter as time complexity
which is shown in Fig.4.Time required for decryption
process is 2.128282 milliseconds.
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Encryption Process when input as an audio file

The work implemented 128 bit AES algorithm
(10 round) encryption using audio as an input by
measuring performance parameter as time complexity
which is shown in Fig.5.Time required for encryption
process is 13.899532 milliseconds.



Decryption Process when input as an audio file

The work implemented 128 bit AES algorithm
(10 round) decryption using audio as an input by
measuring performance parameter as time complexity

measuring performance parameter as time complexity
which is shown in Fig.7. Time required for encryption
process is 61.958627 milliseconds.

Decryption Process when input as an Image file

which is shown in Fig.6.Time required for decryption
process is 20.183485milliseconds.

Encryption Process when input as an Image file

The work implemented 128 bit AES algorithm
(10 round) encryption using image as an input by

The work implemented 128 bit AES algorithm
(10round) decryption us ing image as an input by
measuring performance parameter as time complexity

which is shown in Fig.8.Time required for decryption

process is 31.509569milliseconds.
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Figure 4 : AES Decryption :Input as Text
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Figure 6 : AES Decryption: Input as Audio
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Figure 7 : AES Encryption: Input as Image
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Figure 8 : AES Decryption Process: Input as Image

c) Attack on AES implementation

After successful implementation of AES decrypted file as a plain text file instead of that the user
algorithm. The work implemented attack in such a way  will get the file which is in the human non-readable
that at the time of decryption, receivers cannot get the format  which is shown in  the Fig.9.
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Figure 9 : A on AES implementation
IV.  EXPERIMENTAL RESULTS

In this section The work presented result graph
of our proposed system, implementation of the AES

Encryption
time (in ms)

algorithm by taking text, image and audio as input. The 70

work used 10 rounds technique for implementing AES 60

128- bit algorithm. 50

a) Result graph for encryption time 40  Encryption
In Fig. 10. The graph shows the time needed to 30 time (in ms)

encrypt the input as a text, image and audio data file by 20

the proposed system . 12 _ | . |

Text Image

Audio

Figure 10 : Encryption time taken by AES algorithm
b) Result graph for decryption time

In Fig. 11. The graph shows the time needed to
decrypt the input as a text, image and audio data file by
the proposed system .
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Figure 11: Decryption time taken by AES algorithm

vV CONCLUSION ANDFUTURE SCOPE

Due to the increasing needs for secure
communications a safer and more secured
cryptographic algorithm has to be proposed and
implemented. The Advanced Encryption Standard (AES-
128bit) is widely used nowadays in many applications.
In this paper, the work implemented an efficient AES128
bit encryption and decryption algorithm. The execution
time for AES encryption and decryption is calculated by
performing 10 round functions. The system presented
an attack on AES software implementations. Future work
will focus on investigating and implementing a number
of countermeasures against side channel attack on AES
implementation and have evaluated their performance
and soundness to prevent possible vulnerabilities and
develop more secure systems.
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A Cross Layer Model to Support Qos for
Multimedia Applications on Wireless Networks

Vijayalakshmi M * & Linganagouda Kulkarni °

Abstract- Supporting multimedia application over wireless
networks poses multiple challenges. Currently the use of cross
layer architectures and Scalable Video Coding ( SVC )
techniques are considered to support multimedia applications.
The current architectures fail to address the tradeoff that exists
between the end to end delay and the Quality of Service (QoS)
provisioning of the video data to be delivered. To address this
issue this paper introduces the QoS improvement scheme in
video transmission model based on a cross layer architecture.
A novel MAC encoding of the SVC video is considered in the
proposed model. Based on the physical layer conditions and
the QoS achievable the model adapts to meet the stringent
delay requirements of video delivery. Routing layer
optimization is achieved by accounting for the pending
packets queues in every neighboring node. The experimental
study conducted prove the robustness of the proposed model
by comparing with the existing schemes. Comparisons in
terms of the transmission error rates, system utility and quality
of reconstruction are presented.

Keywords: scalable video coding (SVC), cross layer,
H.264, multimedia, quality of serice (QoS), MAC,
routing, encoding.

[. [NTRODUCTION

he increasing demand by of users to access
infotainment solutions on wireless networks aid

development of novel models to support
applications [1] [2]. To support such multimedia
application delivery on wireless networks high
bandwidth [3], quality of service (QoS) [4], stringent
delay requirements have to be accounted for. Wireless
networks are characterized by limited bandwidth, hop
based routing and error prone nature. This nature tends
to induce transmission loss, delayed delivery and high
jitter in supporting video streaming applications [5] [6].
The ISO/IEC MPEG [7] group and the ITU — T VCEG [8]
groups have standardized the Scalable Video Coding
(SVC) extension to the existing H. 264video compression
standard which can be adopted to support multimedia
applications on  wireless networks [9]. The
SVC compression technique enables video encoding
taking into account the varied quality, spatial and
temporal parameters, thus providing adaptability.
Considering wireless networks based on the network
conditions, network configuration, application demands
and QoS parameters the SVC video encoding can be
adopted 1o support  multimedia transmissions.

Author @ o : Department of Computer Science and Engineering BVB
College of Engineering and Technology, Vidyanagar, Hubli.
e-mail: vijum11@gmail.com, linganagouda@yahoo.co.uk

Adoption of the SVC for multimedia data
delivery on wireless networks cannot be considered as a
holistic solution. Video transmissions are delay bound
and delivery of the data packets within the delay
deadlines is of most importance [1] [5] [11] [14]. The
multimedia data delivery is achieved through hop based
mechanisms in wireless networks. The distortion and the
available channel capacity vary during data delivery
which needs to be accounted for. The end to end delay
varies based on the physical layer condition and the

buffering mechanism at the medium access. The
transmission errors induced cause packet
retransmission overheads. Based on the physical layer
conditions the next hop routing mechanism also
requires constant updation. In short it can be stated
that, delivery of delay sensitive data on wireless
networks put forth variations in the physical layer,
medium access control layer (MAC) and the routing
layer. Apart from these variations observed it is also
critical to establish a balance between the data delivery
and the QoS provided. Providing QoS at the cost of
delayed data delivery is ineffective in the case of
multimedia data [1] [14]. To address these issues
researchers have proposed a cross layer architectures
to account for the dynamics observed at the physical,
MAC and routing layer for multimedia data [3] [12] [13]
[14]. Combining cross layer optimization and
SVC encoding for multimedia data delivery has been
considered in [11], [15] and the results obtained prove
the efficiency and assure QoS provisioning.

The existing models fail to address the tradeoff
relation that exist between the QoS of the SVC encoded
data transmission and end to delay i.e. if the QoS to be
provisioned is high the end to end delays are high
proved in [14]. To address this issue this paper
introduces the QoS improvement scheme in video
transmission (QIVST) model adopting a cross layer
optimization approach. The QIVST model considers
the SVC encoded video streams for transmissions.
Based on the physical layer conditions of the wireless
network, the quality adaptation specifier (Sg;)and the
physical layer knowledge specifier(S,,)are identified. A
novel encoding scheme of the SVC video utilizing the
Ss1andS,, is considered at the MAC layer. The packets
constructed at the MAC layer are routed through the
next hop node based on the S,S,; and pending
packets in that node. A similar approach is adopted at
every intermediate hop node. The QIVST model
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proposed is designed to address the tradeoff
between QoS provisioning and delivery of the delay
bound multimedia data. The cross layer optimization
adopted in the QIVST model provides adaptability to
achieve better QoS in wireless networks and ensures the
essential delay bound multimedia data delivery.

The remaining manuscript is organized as
follows. A brief of the literature review discussing the
state of the art mechanisms that currently exist is
discussed in section 2. The proposed QIVST model is
presented in Section 3 of this paper. The simulation
study with performance comparisons is discussed in the
penultimate section of this paper. The conclusions and
future work is discussed in the Section 5.

1. LITERATURE REVIEW

Numerous work considering multimedia data
delivery on wireless networks has been proposed by
researchers. A brief of the literature studied during the
course of the research presented here is discussed in
this section.

An ant colony optimization algorithm to support
video streaming services on wireless mobile networks is
proposed in [3]. A dual layer architecture constituting of
the mini-community network layer and the community
member layer is considered in [3]. The mini-community
layer enables robust video data delivery and access
methodologies.  The  resource  and member
management is achieved by the community member
layer. The results presented prove the efficiency of the
biologically inspired ant colony optimization.

A cross layer optimization technique to support
video transmissions on wireless networks has been
proposed by Yuanzhang Xiao et al [12]. The importance
of resource allocation to support video transmissions is
discussed. The cross layer architecture proposed by
Yuanzhang Xiao et al enables dynamic scheduling and
resource allocations among the wireless user nodes
based on the physical channel conditions and the
dynamics of video transmissions.

The cross layer fairness driven stream control
transmission protocol based concurrent multipath
transfer solution (CMT — CL/FD) is proposed in [13].
The efficiency of utilizing multipaths for video content
delivery is highlighted. Optimizations were adopted at
the physical, data link and transport layer in the CMT —
CL/FD to support video applications on heterogeneous
wireless networks. In CMT — CL/FD the cross layer
optimization is adopted only at the transmitter.

Hypertext Transfer Protocol (HTTP) based
Dynamic Adaptive Streaming (DASH) of SVC video in
wireless networks is discussed in [11]. A cross layer
optimization based on the Lagrangian method is
adopted in DASH to support streaming of SVC video. A
novel resource allocation and packet scheduling
algorithm is considered in DASH. The tradeoff that

© 2015 Global Journals Inc. (US)

exists between data delivery and QoS of video
transmissions is discussed. The tradeoff issue is
addressed by Mincheng Zhao et al through a proxy
based bitrate stabilization algorithm introduced in DASH.

Transmission of SVC video data in multi input
multi output (MIMO) wireless systems is proposed by
Xiang Chen et al [15]. A cross layer approach adopting
optimizations based on the physical and application
layer is proposed by Xiang Chen et al. To reduce
transmission errors and reduce the number of
retransmissions FEC mechanisms are also employed by
the authors in [15]. An adaptive channel power
allocation scheme is used in [15] to improve the QoS of
video transmissions. The work proposed by Xiang Chen
et al bears the closest similarity to the work proposed
here and is further used for performance comparisons
with our proposed QIVST model. The major drawback of
the cross layer approach proposed in [15] is that the
tradeoff that exists between QoS provisioning and video
data delivery is not addressed.

[II. QoS IMPROVEMENT SCHEME IN VIDEO
TRANSMISSION QISVT

a) Wireless Network Modelling

Let us consider a wireless networkV deployed
over an area of A sg.meters. The network N consists of
a set of I nodes sharing the multimedia
content D with J receiver nodes. The channel matrix of
the b**node is represented asC[b] whereb €I || ] . The
wireless channel Bandwidth considered is R.and the
channel error rate is represented by R,. The channel
noise is represented as N . The SVC video data [1] is
considered as the multimedia content. Video
transmissions are bulky and require efficient
transmission mechanisms to meet the desired QoS. In
the QISVT model introduced in this paper the video
content is initially encoded using the MPEG video coder.
The MPEG video coder considered adopts the Group of
Pictures (GOP) structure described in [2] [14]. The GOP
structure is shown in Fig.1. of this paper.



Sh2

Shi

Figure 1 : Packet loss compensation by error correction in video transmission using QISVT scheme

The encoded frames are indexed by g =
1,2,3...... . In the QISVT model introduced the initial
frame/reference frame 7 is transmitted first. The base
layer B frame is donated as Fh and the
enhancement/quality layer P frame is represented asSh.
In the existing mechanisms discussed earlier a loss of
the FH and SH frame results in a retransmission
enhancing end to end delays and reducing the wireless
transmission QoS. To improve the QoS in multimedia
content delivery over the network N the QISVT model
introduces a novel cross layer adaption technique[3]. By
acquiring the prevailing physical layer properties of the
node, the MAC layer packetization techniques and the
routing to the neighboring nodes are accordingly
adapted to achieve a cross layer design discussed in
the proceeding sub-section of the paper.

b) Cross-Layer Design Of The QISVTmodel

A discrete time based model to describe the
cross layer architecture of the QISVT model is
considered. Let us consider a node i € I transmitting
content D to its neighbor j € J . At time t — 2 the I frame
is transmitted. The X,_; frame consisting of Xfﬁl and

X;h is transmitted at the (t — 1)™*time instance. In the
QISVTmodel the Sh frame is assumed to consist of two
sub-frames namely Sh1l and Sh2 i.e. Sh = Sh1l + Sh2.
The sub frame construction is considered to encode the
previous Fh frame into the Sh1 and transmit it wirelessly
to the node j at time t . The adoption of the sub-framing
technique enables reconstruction of the Fh in case of
transmission errors. The encoded frame Xlih'eis defined
as

S
Xp$e = (1= 8.0%," ) + (S x X1 (1)

Where S, is the Quality layer adaptation specifier
introduced in the QISVT model. Based on the physical
layer parameters, the node bandwidth supported, the
pending packets in the MAC queue and channel noise
thevalue of Sy is established on runtime. The quality
adaptation specifier is constrained by the setS,; €
{0,0.1,0.2....1}. The S, specifier enables in controlling
the quality of the video transmission between the nodes
i and j. Considering S;; =1 the best QoS can be
achieved. When S, =0 only the Fh is transmitted
resulting in lower quality.

To account for the physical layer conditions in
the MAC encoder the Physical Layer Knowledge
Specifier S, parameter is intfroduced and is defined as

S, =Val:Val = {0,..1} 2)

By introducing the S5, parameter the
composition of the Sh1 and Sh2 sub frames is achieved
accounting for the physical layer parameters. If S;; = 0
then Shl = Fh and Sh2 = @ i.e. the physical layer
exhibits high distortion and the transmission of the
Fh layer is only considered. If S;, =1 then Shl =
Sh and Sh2 = @ is considered as an ideal condition
when the physical channel exhibits no signal distortion
hence the entire Sh layer is considered for transmission.
TheS,, andS,;parameters are derived based on the
physical layer measurements carried out at At intervals.
The channel noise, packet delay and the error rate
observed in transmitting the frame J enables in
initialization. The proposed MAC layer encoding can be
now defined as

Xp$resiz = (1= S0 ) + (S x X,152) | @)
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Where X;$v*%2 represents the MAC encoded data

derived from the previous X, and X;":>*2frame to be
transmitted.

The MAC encoding is presented in Fig.2. of this paper.

SVC VIDEO DATA

FrameJ

Fh Shi Sh2

Sh

Fh Shl Sh2

Sh

Shi Sh2
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[]
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Figure 2 . Adaptive MAC encoding based on the QISVT model

Based on the MAC queues pending, Sg;and the
S, parameter the routing layer is optimized to select the
next hop neighbor node to achieve QoS.
The QISVTmodel can be summarized as follows:
Step 1: Initialize Encoded Multimedia Data D

Step 2: Initialize Transmitting Node i and Receiving
Node j
Step 2: Extract the frame J and transmit from Node i —
J
Step 3: Measure Error Rate, Delay.
Step 4: Based on the measurements initialize S, and
Ssl
Step 5: Based on D the Fh and Sh frame Data is
derived.
Step 6. Based on S,, and S, derive Sh1 and Sh2 and
perform MAC encoding using Equation 3.
Step 7: Based on the MAC packet Queues Pending, S,
and Sg; perform routing optimization to select hop
node.
i. Video Distortion in the QIVST model

Transmission over wireless channels induces
errors in transmission. The transmission errors result in a
huge number of video packet errors and losses. On
packet error or loss occurrences, packet retransmission
request and response messages are propagated. This
phenomena induces huge amounts of overheads and
the video packet delivery time increases effecting QoS.

© 2015 Global Journals Inc. (US)

To improve QoS the cross layer QIVST model to reduce
packet delivery delays is introduced in this paper. The
distortion observed at the receiver is proportional to the
channel noise. When the channel noise observed is
large, the QIVST adapts to enable successful
transmissions compromising QoS as video data delivery
is delay bound. Packets delivered beyond the delay
bound possess no significance and are generally
dropped. The QIVST model proposed provides a
delicate tradeoff between timely delivery of data packets
and QoS .The encoding at the MAC layer X;3ne5s?
enables recovery of the Fh from the encoded
enhancement layer packet in case the base layer packet
is lost. The encoding enables to achieve optimal QoS in
noisy environments. In this section the modelling of the
packet error probabilities, video frame transmissions,
frame reconstruction, frame decoding, frame errors and
the distortions observed is discussed.

Let the data D to be transmitted using
the QISVT model form Mt encoded packets. Each
packet consists of b symbols. The symbolsh need to be
transmitted on the wireless Radio Layer Switching mode
of Ty through a channel which has an allocated
bandwidth based channel rate ofR. . The additive white
gaussian noise present in the wireless channels induces
transmission errors. The error rate experienced by the
Symb0| b is given by Re(b)(Rc(b)'T(b))'

Let us assume that there are M number of
video packets formed from the video to be



transmitted.In error free enviromets the complete M totet
packets when transmitted will be received, decoding
which would form the data D.In practical enviromets or
actual conditions transmission errors occour due to the
noise present in the wireless transmission medium. If
out of Mtetal Packets only M packets are transmitted

successfully and remaining (Mt — M) packets are
lost during transmission such that error occurs at the

(M + 1)th packet, the probability of such an
occurrence if M = 0'is
Occ(M M ) = R,y (Reery Tewy) (4)

The probability of occurrence during the
transmission being active i.e. 0 <M < Mt is given
by

M

Occ(M|prtere ) = l_[ (1 = Re@)(Rea, T(d))) X (Re(p+1)(Rc(p+1)'T(p+1)))

d=1

()

Considering M = M™% the error probablity occurance
is defined as

Mtotal (6)

Occ(M|ptotal ) = 1_[ (1 - Re(d)(Rc(d)'T(d)))
d=1

Let us consider at the t!*time the receiver node receives
M video packets successfully out of the Mot
packets. If Agrepresents the number of symbols in the
d" packet, then the cumulative video data available at
the receiver i.e. R™ can be computed using

(7)
RT‘X

M
Z(Rcm) x Aq)
d=1

The QIVST mode!l priorities the delivery of the
Fh ensuring the delay constraints are attained. If
the Fh encoded packet at thett*time instance i.e. X," is

lost then its recovery is possible from the
Xyhess2 encoded packet. Let the
function Dt(R™,S,,S,;) represent the distortion

observed per frame at the receiver post decoding
considering all the symbols of the Fh layer, the quality
layer adaptation specifier S;; , the physical layer
knowledge specifier S;, and R™is the total symbols of
the Shlayer. Based on the error probabilities and the
distortions of the individual frames the average

distortion Dt,,4 [(Ss1, Ssz)]can be computed using

Mtotal

Dt(0,5,,S,,)0cc(0 | Mtotal ) + Z (DE(R™, S, , S.)0cc(M | Mtotal )}
M=1

Dtavg [(Ssl ’ SSZ)]

where Dt(0, Sy1, Ss») represents the distortion observed
with respect to the reference frameX.

The parameter S, controls the composition of
the Sh data. In the case when channel noise is present
and the channel bandwidth cannot support the
transmission of the entire Sh layerie. 0< S <
1and0 < S, < 1, a part of theSh, is not considered for
encoding and transmission and is defined as

_ 75h2
th =V

+ (Xt = Xh) + XS (10)

Sh
Vi

_ _ Fp _ yFn y _ Sp.e.Ss2
=X (Xt t—l) Xlt

©)

where X, represents the data at the receiver on
performing the MAC layer decoding on the encoded
dataX; $h 52,

The decoded version of X;3h52at the receiver
on the basis of the partially decoded data of the Sh data
L.e. X,3ms2is defined as

Sh.d.Ss2
1

Where X,is the original frame considered at the t*time
instance.

To achieve optimum QoS the Fh layer is
transmitted and the Sh1 is encoded at the MAC layer
and transmitted. Let V,f’l1 represent the MAC encoded

data of Sh1 and Vtshzdenote the decoded Sh1 data at
the receiver. In the QIVST model the packet loss
probability of the Fhis assumed to be 0. The frame
reconstructed at the decoder at the tt*time instance is

defined as

Xp$5z = (1= S.)X[ ) + (S X Xp5h2)

(1)

Utilizing the above definition in Equation 10 we obtain

+ (S x (XSt = x 1)) + x| (12)

where Xzf’gffz is the partially decoded data of the
Sh layer at the (t — 1)**time instance and is defined as

Sh,S 2 — ShZ,SSZ Fp _ Fp Sh,d,S 2
th—l.s - V;:—1 + (Xt—l Xt—Z) +X2t—1 °

(13)
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The partially encoded data of the Sh layer i.e. Sh1 at the
(t — Dtime instance is defined as

Sh.Ss2
Xt—l.

S O X gy |00

To compute the transmission error the
difference between the encoded video frame at the
transmitter X, and the decoded video frame at the
receiver X, is considered and is defined as

2 Sh.eSs2
+ X1,

_ Xzih'd'ssz (1 5)

Using Equation 8 and Equation 12 the error can be
simplified as

(16)

s Sh2 Sh.Ss ;
T, = V= VIt (S x (X152 = X))

Using Equations 13 and equation 14 (X" —
X iﬁfsz)cab be represented as

Sh ,Ss2 — Vsh,SSZ _ VShZ,SsZ

Sh 552 _
(X t 1 t—1 t—1

+ (SS1 x (Xhs —

X, SnSs2 ) (17)

2¢-2

The distortion of the mt" frame at the receiver
post decoding at the at the t** time instance is
computed using

Dtm(TM'SsleSZ) = Avg[(Te)z] (1 8)

whereT'M is the throughputs observed as the receiver
post decoding considering all the frames from the
reference frame 7 to the mt" frame

From equation 18 it can be observed that the
transmission errors effect the throughput observed and
also induce distortion in video reconstruction at the
receiver. The QIVST model adapts based on the
physical layer conditions to minimize the transmission
errors by adopting adaptive MAC encoding and route
optimization.

V. EXPERIMENTAL STUDY

In this section the experimental study
conducted to evaluate the performance of the proposed
QIVST model is discussed. The experimental study was
conducted using Matlab. The performance of the
QIVST model is compared with the state of art
Bisection Algorithm - A1 proposed by Xiang Chen et
al [15]. Video clips ‘City’ and ‘Stefan’ of Common
Interchange Format are considered for the experimental
study. The video clips ‘City’ and ‘Stefan’ are encoded by
the reference SVC codec JSVM (Joint Scalable Video
Model). The ‘City’ video consists of 300 frames and the
‘Stefan’ video of 90 frames. The frame rate considered
for both the videos is 30 frames per second. The SVC
codec considers the GOP structure.

A wireless network consisting of 15 nodes is
considered. The simulation study considers 4 transmitter
nodes and 4 receiver nodes. Experiments considering
the ‘City’ and ‘Stefan’ video were independently

conducted. The M-QAM modulation and demodulation
schemes were considered in the experimental study. An

© 2015 Global Journals Inc. (US)

additive white Gaussian wireless noise channel is
considered and the signal to noise ratio 0, 10, 20 and 30
dB is considered. The video transmissions carried out
are monitored and the video is reconstructed at the
receiver. An average of the monitored values
considering 4 transmitters and 4 receivers is presented.

In the prevision section it has been stated that
the distortion observed Dt is directly proportional to the
transmission errors T, i.e. Dt < T, . The transmission
errors observed per frame is represented in terms of the
bit error rates (BER) observed for the duration of the
simulation. The BER observed considering the 90
frames of the “Stefan” video transmitted is shown in
Figure 3, 4 and 5. From the figures it is clear that as the
channel noise i.e. SNR increased the distortion
increases considering the QIVST model and
the Bisection Algorithm - A1 . At a SNR =30dB (in
Figure 3) it is observed that the average BER
considering the Bisection Algorithm - Al is 0.21 and
for the QIVST model is 0.17. When the channel noise
induced in the simulation environment is 20 dB (in
Figure 4) and 10 dB (in Figure 5) the proposed QIVST
model  based video transmissions  achieves
a BER reduction of 45.7% and 36.99% when compared
to the Bisection Algorithm - A1 . Based on the BER
results it is evident that the proposed QIVST model is
adaptive and performs better than the existing
the Bisection Algorithm - A1 under varying channel
noise conditions. Lower BER’s observed tend to
enhance the QoS provided to multimedia data delivery
over wireless networks.
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From equation 18 it can be observed that the
transmission errors effect the throughput observed and
also induce distortion in video reconstruction at the
receiver. The QIVST model adapts based on the
physical layer conditions to minimize the transmission
errors by adopting adaptive MAC encoding and route
optimization.

In [15] the authors have introduced the “System
utility”  parameter  for  performance  evaluation.
Considering the GOP of video “Stefan” the system utility

the Bisection Algorithm - A1. The results obtained are
graphically shown in Figure 6 of this paper. The system
utility increases as the channel noise increases due to
transmission errors. The increase in transmission errors
induce an additional network overhead by introducing
retransmission messages. From the figure it is evident
that the proposed QIVST model exhibits a higher system
utility when compared to the
the Bisection Algorithm - A1. The adaptive encoding
and the cross layer architecture of the QIVST model also

computed using the  QIVST  model and  contribute to the increased system utility observations.
SYSTEM UTILITY
1 -
0.95
>
'_
7 09
=
o]
=085
1]
%
% 08
0.75 - —*—BISECTION ALGORITHM A1l
QIVST MODEL
0.7
0 10 20 30
SNR (dB)

Figure 6 : System Utility

To evaluate the performance of the video
delivery on the wireless network the ‘City’ video and the
‘Stefan’ video are transmitted. The reconstruction quality
is observed in terms of the SNR per frame. For the City
video a sample frame reconstructed at the receiver is
shown in Figure 7 a considering the QIVST model and
Figure 7 b considering the Bisection Algorithm - Al.
The reconstruction quality observed at the receiver
considering the 300 frames of the city video based on

the proposed QIVST model is shown in Figure 8. The
reconstruction quality considering the
Bisection Algorithm - A1 is shown in Figure 9. The
reconstruction quality is computed per frame
reconstructed at the receiver and is expressed in terms
of the PSNR observed. From Figure 8 and 9 it is evident
that the QIVST model outperforms
theBisection Algorithm - A1 in terms of the quality of
video transmitted.

Figure 7 : A sample reconstructed frame at the receiver for the “City” video considering the a. QIVST model
proposed and b. Bisection Algorithm - Al
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Figure 9 : Reconstruction quality per frame in terms of PSNR for the City video based on the

Bisection Algorithm - Al

Considering the “Stefan” video a sample frame

reconstructed
theBisectionAlgorithm - Alis shown in figure 10 of this
paper. The per frame PSNR computed depicting the
quality of reconstruction is shown in Figure 11 and 12,
From the reconstruction results considering the “Stefan”

shown

using

in  this

the  QIVST model and

paper it is clear that

the QIVST model provides better quality in video delivery
wireless networks when compared
theBisection Algorithm - Al.

to the
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b b

Figure 10 : A sample reconstructed frame at the receiver for the “Stefan” video considering the a. QIVST model
proposed and b.Bisection Algorithm - Al
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Figure 11 : Reconstruction quality per frame in terms of PSNR for the Stefan video based on the QIVST model
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Figure 12 : Reconstruction quality per frame in terms of PSNR for the Stefan video based on the
Bisection Algorithm - Al
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The experimental study presented in this paper
prove that the cross layer design based QIVST model
proposed is robust and adaptable proved in terms of
lower BER’s observed. The QIVST model induces an
additional overhead due to the novel encoding scheme
(proved by higher system utility observations) and
improves the quality of video transmissions in wireless
networks. The results also prove the proposed model
superiority when compared to the state of art video
delivery algorithm the Bisection Algorithm - Al.

V. CONCLUSION

High bandwidth requirements, delay sensitive
nature and QoS measures of multimedia data delivery on
wireless networks put forth numerous challenges. The
use of SVC encoded streams on cross layer
architectures have been proposed by researchers. The
existing mechanisms fail to address the tradeoff
between QoS and data delivery delays that exists. In this
paper the QIVST model is introduced that adopts a
cross layer design. The SVC video data considered in
the QIVST model is further encoded at the MAC layer
based on the physical layer conditions and
the QoS achievable, to address the tradeoff issue
highlighted. The distortion observed based on the
QIVST model is presented. Based on the pending
packet queues observed optimization of the routing
layer is considered in the QIVST to minimize the end to
end delay. The extensive results presented in the
experimental study considering SVC video traces prove
the robustness and efficiency of the proposed QIVST
model when compared to the state of art existing
system.
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The Encryption Algorithm AES-RFWKIDEA32-1
based on Network RFWKIDEA32-1
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Abstract- In this article we developed a new block
encryption algorithm based on network RFWKIDEA32-1
using of the transformations of the encryption algorithm
AES, which is called AES-RFWKIDEA32-1. The block's
length of this encryption algorithm is 256 bits, the
number of rounds are 10, 12 and 14. The advantages of
the encryption algorithms are that, when encryption and
decryption process used the same algorithm. In
addition, the encryption algorithm AES-RFWKIDEA32-1
encrypts faster than AES.

Keywords: advanced encryption standard, feystel
network, lai-massey scheme, round function, round keys,
output  transformation,  multiplica-  tion,  addition,
multiplicative inverse, additive inverse.

[. [NTRODUCTION

n September 1997 the National Institute of Standards

and Technology issued a public call for proposals for

a new block cipher to succeed the Data Encryption
Standard [41]. Out of 15 submitted algorithms the
Rijndael cipher by Daemen and Rijmen [13] was chosen
to become the new Advanced Encryption Standard in
November 2001 [28]. The Advanced Encryption
Standard is a block cipher with a fixed block length of
128 bits. It supports three diferent key lengths: 128 bits,
192 bits, and 256 bits. Encrypting a 128-bit block means
transforming it in n rounds into a 128-bit output block.
The number of rounds n depends on the key length: n
=10 for 128-bit keys, n =12 for 192-bit keys, and n=14
for 256-bit keys. The 16-byte input block (ty, t;, . . ., ti5)
which is transformed during encryption is usually written
as a 4x4 byte matrix, the called AES State.

IS 12

I

f IID rl#

7 Ill I15

The structure of each round of AES can be
reduced to four basic transfor-mations occurring to the
elements of the State. Each round consists in applying

a) Lecture Notes in Computer Science: Authors'

Instructions
successively to the State

ShiftRows(),  MixColumns()  and

the SubBytes(),
AddRoundKey()

Author: National University of Uzbekistan, Republic of Uzbekistan,
Tashkent. e-mail: blasterjon@gmail.com

transformations. The first round does the same with an
extra AddRoundKey() at the beginning whereas the last
round excludes the Mix-Columns() transformation.

The SubBytes() transformation is a nonlinear
byte substitution that operates independently on each
byte of the State using a substitution table (S-box).
Figure 1 illustrates the SubBytes() transformation on the
State.

L|h | & | S| fs | S 12

Lot |8 | I S S | %o | S
S-box

L[ b | By | Ty > — = 2 | fs | S| fu

t.

[

-~
—+

[

15 S3 S‘.? IS‘11 S15

i

11

Figure 1: SubBytes() transformation

In the ShiftRows() transformation operates on
the rows of the State; it cyclically shifts the bytes in each
row by a certain o _set. For AES, the first row is left
unchanged. Each byte of the second row is shifted one
to the left. Similarly, the third and fourth rows are shifted
by o sets of two and three respectively. Figure 2
illustrates the ShiftRows() transformation.

5y

55

% :cyclically shifts | sy | &5 | &% | &y

S

o | S |[——cyclically shifts | &) | & | 5 | &

& | 81 | & |——~Cyclically shifts | &5 | &% | & | &

7

Figure 2 : ShiftRows() transformation

The MixColumns() transformation operates on
the State column-by-column, treating each column as a
four-term polynomial. The columns are considered as
polynomials over GF(2% and multiplied modulo x* +1
with a fixed polynomial a(x), given by a(x) = 3x% + x* + x
+ 2 Letp=alx) @ s’

Dai 02 03 01 01 S

Dait1 01020301 | | s}y i—03
Dai+2 01010203 | syqa |’
D4i+3 03 01 01 02 Shits

As a result of this multiplication, the four bytes in
a column are replaced by the following:
Figure 3 . illustrates the MixColumns() transformation

yai = ({02} @ s7,) © ({03} @ 87 11) @ 8h;40 @ Shyi45
Yair1 = 53 © ({02} @ s, 1) ® ({03} @ sY;15) © slyyg
Yairo = S4; D sy D ({02} @ 5y, 0) ® ({03} @ 5, 3)
Yaita = ({03} @ 54;) @ sl yq @ shiq0 @ ({02} @ 54;,5).
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'
11

Figure 3 : MixColumns() transformation
II.  ANALYSIS OF AES, PES AND [DEA

The first attack is a SQUARE attack suggested
in [15] which uses 2'?® — 2"° chosen plaintexts and 2120
encryptions. The second attack is a meet-in-the- middle
attack proposed in [16] that requires 2% chosen
plaintexts and has a time complexity equivalent to
almost 2'® encryptions. Recently, another at- tack on 7-
round AES-128 was presented in [1]. The new attack is
an impossible diferential attack that requires 2''7°
chosen plaintexts and has a running time of 2%
encryptions. Similar results, but with better attack
algorithms and lower complexities were reported in [42].
The resulting impossible diferential attack on 7-round
AES-192 has a data complexity of 292 chosen plaintexts
and time complexity of 2'® encryptions, while the attack
on AES-256 uses 2'"®® chosen plaintexts and running
time of 227 encryptions.

There are several attacks on AES-192 [1, 14, 15,
24, 29, 42]. The two most no-table ones are the
SQUARE attack on 8-round AES-192 presented in [15]
that requires almost the entire code book and has a
running time of 2'® encryptions and the meet in the
middle attack on 7-round AES-192 in [14] that requires
2%+" chosen plaintexts and has a running time of 22%8-"
+ 282" encryptions. Legitimate values for n in the meet
in the middle attack on AES-192 are 94 i n i 17, thus,
the minimal data complexity is 2%' chosen plaintexts
(with time complexity equivalent to exhaustive search),
and the minimal time complexity is 2'% (with data
complexity of 2% chosen plaintexts). AES-256 is
analyzed in [1,14, 15, 24, 42]. The best attack is the
meet in the middle attack in [14] which uses 2% chosen
plaintexts and has a total running time of 22
encryptions. Finally, we would like to note the existence
of many related-key attacks on AES-192 and AES-256.
As the main issue of this paper is not related-key
attacks, and as we deal with the single key model, we
do not elaborate on the matter here, but the reader is
referred to [43] for the latest results on related-key
impossible di_er-ential attacks on AES and to [20] for
the latest results on related-key rectangle attacks on
AES.

The strength of AES with respect to impossible
di_erentials was challenged several times. The first
attack of this kind is a 5-round attack presented in [4].
This attack is improved in [11] to a 6-round attack. In
[29], an impossible diferential attack on 7-round AES-

192 and AES-256 is presented. The latter attack uses 2%
chosen plaintexts (or 2% chosen plaintexts for AES-
256) and has a running time of 2186 encryptions (or

© 2015 Global Journals Inc. (US)

2295 gncryptions for AES-256). The tim 4 Lecture Notes
in Computer Science: Authors' Instructions for AES-192.
In [1] a new 7-round impossible diferential attack was
presented. The new attack uses a diferent impossible
diferential, which is of the same general type as the one
used in previous attacks (but has a slightly diferent
structure). Using the new impossible diferential leads to
an attack that requires 2'"7° chosen plaintexts and has a
running time of 2" encryptions. This attack was later
improved in [2, 42] to use 2'"%% chosen plaintexts with
time complexity of 2'"® encryptions.

The last application of impossible diferential
cryptanalysis to AES was the extension of the 7-round
attack from [1] to 8-round AES-256 in [42]. The ex-
tended attack has a data complexity of 2116:5 chosen
plaintexts and time com-plexity of 22 encryption. We
note that there were three more claimed impossible
diferential attacks on AES in [8{10]. However, as all
these attacks are awed [7]. In paper [25] present a new
attack on 7-round AES-128, a new attack on 7-round
AES-192, and two attacks on 8-round AES-256. The
attacks are based on the attacks proposed in [1, 29] but
use additional techniques, including the early abort
technique and key schedule considerations.

The best attack we present on 8-round AES-256
requires 287 chosen plain-texts and has a time
complexity of 2'*7 memory accesses. These results are
significantly better than any previously published
impossible diferential attack on AES. We summarize
results along with previously known results in Table 1.



The Proposed

Table 1: A Summary of the Attacks on AES

Number |complexity Attack type
of rounds

Data (CP) [Time
AES-128
7 9I28 oI 9120 Square [15]
7 QU175 2121 Impossible Differential [15]
7 2175 2119 Impossible Differential [2,42]
7 232 2128 Meet in the middle [16]
7 21122 2172 MA Impossible Differential [25]
AES-192
7 232 2181 Square [24]
7 19%232 2155 Square [15]
7 292 21862 Impossible Differential [29]
7 2115:5 2119 Impossible Differential [42
7 292 2162 Impossible Differential [42
7 3T 9208=7 19827 Neet in the middle [14]
8 2128 — 2119  [21%¢ Square [15]
7 PARER T8 8 NA Impossible Differential [25
7 2912 2139:2 Impossible Differential [25
AES-256
7 232 2200 Square [24]
7 21%232 2172 Square [15]
7 292:5 22505 Impossible Differential [29]
7 232 2208 Meet in the middle [14]
7 234+n 2208—n 4 9282+ 1 \eet in the middle [14]
7 21155 2119 Impossible Differential [42]
8 2116:5 22475 Impossible Differential [42]
8 2128 2119  [2204 Square [15]
8 232 2209 Meet in the middle [14]
7 21138 2188 MA Impossible Differential [25]
7 292 2163 MA Impossible Differential [25
8 2UILT 22278 MA Impossible Differential [25
8 2891 22297 MA Impossible Differential [25]

Encryption Standard (PES) is a
64-bit block cipher, using a 128-bit key, designed by Lai
and Massey in 1990 (see [22]) and was a predecessor
to IDEA (International Data Encryption Algorithm) [21].

Table 2: A Summary of the Attacks on IDEA

IDEA was originally called IPES (Improved PES). PES
iterates eight rounds plus an output trans- formation.
The cryptanalysis of PES and IDEA presented on Table
2 and Table 3.

Attack Type Year AttackedKey Bits|Chosen |Time
Rounds |round Plaintext

Differential [26] 1993 2 32 210 242

Differential [12] 1993 2.5 32 210 232

Differential [26] 1993 2.5 96 210 2106

Related-Key Differential|1996 3 32 6 6 * 232

18]

Differential-Linear [6] 1996 3 32 230 244

Differential [5] 1996 (3 32 230 0.75 * 244

Truncated Differential [19,/1997  |3.5 48 256 267

6]

Miss-in-the-middle [3] 1998 3.5 64 238.5 253

Miss-in-the-middle [3] 1998 4 69 237 270
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Related-Key  Differential-|1998 4 15 38.3 -
Linear [17]
Miss-in-the-Middle [3] 1998 4.5 80 264 2112
Square attack [27] 2000 |2.5 7 3*216 [262 4 247
Square attack [27] 2000  |2.5 31 232 262
Square [27] 2000 |2.5 31 248 279
Related-Key Square [27] 2001 2.5 32 2 241
Table 3 : A Summary of the Attacks on PES
Attack Type Year AttackedKey Bits|Chosen |Time
Rounds |round Plaintext
Differential [23] 1991 7 96 264 2160
Square [27] 2000 2.5 31 217 247
Square [27] 2001 |2.5 31 232 263
Related-Key Square [27] 2001 2.5 32 2 241

On the basis of encryption algorithm IDEANd
scheme Lai-Massey developed the networks IDEA32-1
and RFWKIDEAS32-1, consisting from one round function
[30, 31]. In the networks IDEA32-1 and RFWKIDEA32-1,
similarly as in the Feistel network, when it encryption and
decryption using the same algorithm. In the networks
used one round function having 16 input and output
blocks and as the round function can use any
transformation.

Using transformation SubBytes(), ShiftRows(),
MixColumns(), AddRound-Key() AES  encryption
algorithm as a round function networks IDEA8-1 [32],
RFWKIDEA8-1 [32], PES8-1 [33], RFWKPES8-1 [34],
IDEA16-1 [35], created encryption algorithms AES-
IDEA8-1 [36], AES-RFWKIDEA8-1 [37], AES-PES8-1
[38], AES-RFWKPESS8-1 [39], AES-IDEA16-1 [40].

In this paper developed block encryption
algorithm  AES-RFWKIDEA32-1 based network
RFWKIDEA32-1 using transformation of the encryption
algorithm AES. The length of block of the encryption
algorithms is 256 bits, the number of rounds n equal to
10, 12, 14 and the length of key is variable from 256 bits
to 1024 bits in steps 128 bits, i.e., key length is equal to
256, 384, 512,640, 768, 896 and 1024 bits.

THE ENCRYPTION ALGORITHM AES-
RFWKIDEA32-1

[11.

a) The structure of the encryption algorithm AES-
RFWKIDEA32- 1

In the encryption algorithm AES-RFWKIDEA32-1
as the round function used SubBytes(), ShiftRows(),
MixColumns() transformation encryption algorithm AES.
The scheme n-rounded encryption algorithm AES-
RFWKIDEA32-1 shown in Figure 4, and the length of
subblocks X°, X', ..., X ¥, length of round keys Kgy.,

Kazgnystr - Kapgenyaarn 1= 1.0+ 1 and Ky, Kaoniaas

..., Kgonigs @re equal to 8-bits.

© 2015 Global Journals Inc. (US)

Consider the round function of the encryption
algorithm AES-RFWKIDEA32-1. Initially 32-bit subblocks
to, i, . . ., L5 are written into the State array and are
executed the above transformations SubBytes(),
ShiftRows(), MixColumns(). After the AddRoundKey()
transformation we obtain 8-bits subblocks vy, v, ..., Y15



Figure 4: The scheme n-rounded encryption algorithm AES-RFWKIDEA32-1

The S-box SubBytes() transformation shown in
Table 1 and is the only non-linear transformation. The
length of the input and output blocks S-box is eight bits.

For example, if the input value the S-box is equal to
OxE7, then the output value is equal 0x79, i.e. selected
elements of intersection row OxE and column 0x7.

Table 1 : The S-box of encryption algorithm AES-RFWKIDEA32-1

B
=
53
=
(>
N
<P
<
]
o
N

<
@
3
=
<

@
@
=

9
<

=
=
>
=
<
s
)
<
=
o
=
=
|
T

=
<
Uy
9
c
=
>
les|

tl
—
L
=
=
o
N
c
<
U
les|

3
xE8 [0x49 [0

=
=
>
>
<
@
c
=
|
|
=
<
I\
<
B
<
'

x7C[0xBI [0

xE7 [0x11

0xBE[0x40

x4A
xAB[OXEA x20 [0x91 [0xD7

x22 [0x75

Consider the encryption process of encryption
algorithm AES-RFWKIDEAS32-1. Initially the 256-bit
plaintext X partitioned into subblocks of 8-bits X, X¢,

, X3! and performs the following steps:
1. subblocks X0, X}, ..., X3! summed by XOR
respectively with round key Kaoniao, Kaonesss -

X] = X} @ Kazani3244, j = 0...31.

2. subblocks X9, x¢, ..., X3t multiplied and
summed respectively with the round keys Kap1), Kapgry+1,

, Kagg-1y+31 @nd calculated 8-bit sub- blocks 1y, ty, . . .,
t,5. This step can be represented as follows:

’ K32n+63:

(X? ) + Kaai—-1)) @ (X} - K326-1)416);
X!, Ksa(i—1)+1) @ (X L + K39(i—1)417);
X? 1 4 Kaagi—1)+2) © (X3 - K3p(i-1)418),
X} - Kapi—1)43) @ (X191 + K32(i—1)+19);
X'+ Kso(i—1)44) @ (X - K3a(i-1)420);
X2 - Kaoo1)+s) @ (X2, + K3 z—l)+21)
X?q + Ks3o(i—1)+6) © (Xzf K32(z—1)+22)>
X7 | Kso—1)47) ® (X2 L + K32(i-1)+23),
X7+ Kaoi—1y4s) © (X7 - Ksp(i—1)424),
Xg— - Ksp(i—1)+9) © (X7°) + Kaa(i—1 )+25)7
Xzf + Kaa(i-1)410) © (X%, - Ksp(i-1)426);
1 Kaogi—1y+11) @ (XF ) 4 Ksoi—1)427),
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tiz = (X z 1 + Kso(i-1)+12) © (X781 - Kap(i—1)128),
tis = (X z 1 - Ksaa(i-1)413) © (X7, + Ksp(i-1)429),
tia = (X} + Ksai—1)414) @ (X722 - Ksai—1)430),

t15 = (X'L—l Kso(i—1)115) ® (X2 4 Kao(i—1)+31), ,i = 1.
3. performed SubBytes(), ShiftRows(), MixColumns()
transformation. Output subblocks of the round function
of the encryption algorithm are vy, vi, . . . ,Ys1.

4. subblocks v, Vi, . . ., Y3 are summed to XOR with
subblocks X0 ,, X1 ... X3 il X) | X7 @5

B XTI = x5 =0..15,i=1.

5. at the end of the round subblocks X7 | and X>'[7,
j=1... 15swapped,i.,

0 _ 0 1 _ 30 2 _ 29 3 _ 28
e T A e e A e At el
s s e st T ks
Xiu_ )é_lé’ )élB_ 3}%5’5 3(14__ 3}%; 3(15__ ;%é
Xi16 )(11517 X17 Xiljlh Xi18 : Xil?il’ Xllg : Xiﬁl’

7 i—1 i—1» i “ri—1» R A
e = § §ag - § T = 1 = Ky
i T 1—1 [ i—1> i i—1> [ 1—1>
1 =
6. repeating steps 2-5 n times, i.e., i = 2..n obtain

subblocks X9, X}, ..., X3!,
7. in output transformation round keys are multiplied and
summed into sub-blocks, i.e.

X2+1 = Xg + K3on, Xﬁ+1 = Xgo - K3on41,

X2, =X2 4 Ksopgo, Xo 1 = X2 Ksopas,

X1 =X2T+ Kaonga, X2 = X20 - Ksonys,

X8, = X2 + Ksonye, XZH = X72l4 - K3opn47,

n+1 —
X5 = X2+ Kaonys, Xn+1 X22. K3onyo,
X200 = X2+ Kaopgi0, X4 = X2 - K3zon411,
X2 =X+ Ksongio, X’nil X18 Ksont1s,
X! =X+ Kaonga, Xn+1 Xl - K32n415,

15 17 14
=X, K32n+16;Xn+1 X"+ Ksont17,

n+l —
X8, = Xl - Ksont1s, Xphq = Xl + K32p419,
X2, = Xl - K300,4-20, th Xl + K3on421,
X2, = X2 - Ksonyo0, X238 X8 + K32p423,
X2, = X7 Ksopioa, X X6 + K32n425,
X20, = X? - Ksonyo6, XnH X4 + K3an427,
X2 = X3 - Kaapnyos, Xn+1 X7 + K3an 42,
X3, =X} - Ksongso, X324, = X3 + K32n431,
8. subblocks  Xpi1s Xai1s -0 Xphi  are summed
K K

to XOR with the roundkey key  s2ni64,  32n+65, -5
K325, 495 Xn+1 = X} ® Kssnyeatj, j =0..31.As
ciphertext plaintext X receives the combined 16-bit
subblocks X9 || X} ]| || X34,

b) Key generation of the encryption algorithm AES-
RFWKIDEA32-1

In n-round encryption algorithm  AES-
RFWKIDEA32-1 in each round we applied sixteen (32)
round keys of the 8-bit and output transformation sixteen
(82) round keys of the 8-bit. In addition, before the first
round and after the output transformation we used
sixteen (32) round keys of 8-bits. Total number of 8-bit
round keys is equal to 32n+96. In Figure 4 encryption
used encryption round keys K¢ instead of K, while
decryption used decryption round keys K¢ . If n=10
then need 416 to generate round keys, if n=12, you
need to generate 480 round keys and if n=14 need 544
to generate round keys.

When generating round keys like the AES
encryption algorithm uses an array Rcon: Rcon=[0x01,
0x02, 0x04, 0x08, 0x10, 0x20, 0x40, 0x80].

The key encryption algorithm K of length | (256
<1<1024) bits is divided into 8-bit round keysK§, K¢
;s K¢ Lenght—1> Lenght = 1/ 8, here K = {ko, k1, ... k
1 -1}, K§ = {ko, k1, ..., kr}, K¢ = {ks, ko, ..., k15},..., K
zenght—l = {k/)l787 kl*’f; ---7kl71}and K = KSH K:ﬂl ||K
fenghi—1. Then we calculate K, =K6OKTD - © KL opgns
1. If K;, = 0 then K7, is chosen as 0xC5, i.e. K, = 0xC5.

When generating a round keys K7, i =
Lenght...32n + 95, we used transforma- tion SubBytes()
and RotWord8(), here SubBytes()-is transformation 8-bit
sub-block into S-box and RotWord8()-cyclic shift to the
left of 1 bit of the 8-bit subblock. When the condition
imod3 = 1 is true, then the round keys are com- puted
as K¢ =  SubBytes (K r.ngni+1) © SubBytes(
RotWord8 K7 Lenght)) @ Rcon[imod8] ® K1, otherwise
KZC = SUbByteS( szenght)EBSUbBytes(KichenghtJrl)@
K. After each round key generation the value Kp
is cyclic shift to the left by 1 bit.

Decryption round keys are computed on the
basis of encryption round keys and decryption round
keys of the output transformation associate with of en-
cryption round keys as follows:

d d d d d d d d
(‘KC;BZn? K32(’§l+1’ K3251+27 K32n+37 K32n+4’ K32n+57 K32n+67 K32n+77d
Ki?i2n+87 KB?inJrQ? K322+107 K322+117 K32§+127 K32§+137 K32701l+147 K32n+157

K32n+167 K32n+177

Kd d
%271—&-23’ %271—&-247

K32n+30’ K32n+31 )

K%2n+187
32n+25»

K?(>12n+197
32n+26>

= (_Kga (K{)_l _Ksa (Kg)_

K?&Qn—&-QO?
32n+427>

K3d2n+21 ) Kilii2n+227

?)12n+287 32n+2?7
) —KZ‘, (Kg) B

_ng (K’?)7

1v _KSCv (K9C)7

L —Kfy, (Kfp)~

L =Ky, (Kf3) !

(Kts5)~ 1, (K@* )
— K53, (KS,) ™, —Kg5, (KS) 7,

17 7ch77 (ch8)7

© 2015 Global Journals Inc. (US)

1; 7K169’ (KSOB
_KQC’?v (K268)7

71,*K§11,(K§2371
,—KSy, (K50)~

)

c
7_K147

—K3,).



(Kél20’K§1217Kg227Kf(ii23’K?C>l24’Kg25aKg%vK?{?277Kg287Kg29’Kg307Kg31a
Kg327KgBBvKg347Kg35’KgBGVKg377KgBS?KgSQ?K§l40vK§1417K:§l423Kg437
KBC‘I443K3457K3467K347aKg487K§l493Kg50’Kg51) - (7K83 (ch)ilv 7K§a
(K3) ) K47(K5) —Kg,(K?)_l _K8C7(K90)_1 _K1607(K161)_17_K1627
(chS) la_K147<K ) 1’(KfG)_lv_KICW(KfS)_la_chm(KQCO)_lv

K5, (K55) ™1, Kg?ﬂ(K§4)_17_K§57(K§6)_1a_K§77(K§8)_1a_K§95
(KSO) ! _K?fl)

For example, if the number of rounds is 10 the formula is as follows:

Decryption round keys of the first round associates with the encryption round keys as follows:

d d d d d d d d d d d d d d d d
(IilO’Kcliszd? K3 7dK475(57[d(67]277K(817K9(£ K10d7 K11d7 K12d7 K13dv K14d’ K15d’
K167 K17’ KIS’ K197 K207K217K22)K235 K247 K25’ KQG’ K277 K287K297K30)

K§)) = (=Ko, (K§11) "
—KSppt60 (KSon 7)™
— K510 (KSany13)~
(K§2n+18)713
(K§2n+24)713

(K§2n+30)_1ﬂ —K55,431)-

s K519, (K§2n+3)_15
b = KSonts: (KSanto)

=Ko 145 (KSony15)”
—K3o,410 (K§2n+20)71a
— K55, 405, (KSapn406)~

—K$on 14, (KSapys)™"

1 c c -1
) _5(32n+107 (K32n+11) )

c - c
) (K32n+16) 1) _K32n+177
c c - c
7K32n+21’ (K32n+22) ; 7K32n+237
c c — c
) _K32n+277 (K32n+28) ’ _K32n+297

Likewise, the decryption round keys of the second, third and n{round associates with the encryption round

keys as follows:

(123?2(1‘71)» K§l2(§i—1)+1v Ky

d
32[51'71)+27 Kwézel)Jr?)7 325171)+47 32(i—1)+57
d

K2 Ka

Kd

K32&i—1)+8’ 32(id—1)+9’K32(i—dl)+10’K32(i—dl)+117

K?le(i—1)+14’ Kz2(¢-1)+157 K?;lz(i—l)“ﬁv K?iQ(i—l)-&-l?’

::,12(2 1)418° K?:j2(z’—1)+19’ K:(siz(z'—1)+20v Kz2(¢-1)+217 K?;l2(i—1)+22’ Kf(iiZ(i—l)-&-QB’

32(i—1)+67 K3%(i—1)+7>
32(1 1)+127K32(i—1)+137

32(1'—1)+24vK?iz(i—l)+25vK32(z 1)+26’K32(1 1)+277K32(z 1)+28’K32(z 1)429°
1

Kioi—1)+300 Kaagi—1y431) = (=Ko, i+1)) s (K5 1+1)+30) =K (it 1) 4200
K§2(n—i+l)+28)_17_K an—it1)+270 ESam_it1y426) J Ky (n—it1)1250
(K§2(n72’+1)+24)7 7_K 32(n— 1+1)+237(K 2(n— 7.+1)+22) ’ K32(n i+1)+21°
K¢ ) —1 _K¢ ) 1

82(n—i41)+20) " Ra(n—i41)410° i+1)+18)

(K§2(n7i+1)+16)
_K§2(n—i+l)+12’
_K§2(n—i+1)+8’ (
_K§2(n—i+l)+47

7K§2(n—i+1)+31)’

(K32(n 7.+1)+15)

=2..n

Decryption round keys applied to the _rst round
and after the output transformation associated with the
encryption round keys as follows: K§2n+32+ j:K§2n+64+j,

Kg2n+64+j = K§2n+32+ja Jj= 0...31.
IV.  RESULTS

Using the transformations  SubBytes(),
ShiftRows(), MixColumns() of the encryption algorithm
AES as the round function network RFWKIDEA32-1 we
developed encryption algorithm AES-RFWKIDEA32-1. In
the algorithm, the number of rounds of encryption and
key's length is variable and the user can select the
number of rounds and the key's length in dependence of
the degree of secrecy of information and speed
encryption.

As in the encryption algorithms based on the
Feistel network, the advantages of the encryption

! }<
K32(n z+1)+11)1 T
K32(n z+1)+7) 1’_K§2(n—i+1)+67(

32(n z+1)+3) s T3 (n—it1) 42

32(n i+1)+17°
(K32(n 1+1)+13) b

32(n z+1)+9) ’

32(n—i+1)+14°
(n z+1)+107(
K32(n z+l)+5) ’

1

32(n— z+1)+1) ’

algorithm  AES-RFWKIDEA32-1 are that, when
encryption and decryption process used the same
algorithm. In the encryption algorithm  AES-
RFWKIDEA32-1 in decryption process encryption round
keys are used in reverse order, thus on the basis of
operations necessary to compute the inverse. For
example, if the round key is multiplied by the subblock,
while decryption is is necessary to calculate the
multiplicative inverse, if summarized, it is necessary to
calculate the additive inverse.

It is known that the resistance of AES encryption
algorithm is closely associated with resistance S-box,
applied in the algorithm. In the S-box's encryption
algorithm AES algebraic degree of nonlinearity deg = 7,
nonlinearity NL = 112, resistance to linear cryptanalysis
A= 32= 256, resistance to diferential cryptanal ysis § =

= 4/256, strict avalanche criterion SAC = 8, bit
independence criterion BIC = 8.
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In the encryption algorithm AES-RFWKIDEA32-1
resistance S-box is equal to resistance S-box's
encryption algorithm AES, i.e., deg =7, NL =112, =
32=256, = 4=256, SAC= BIC=8.

V. CONCLUSIONS

It is known that as a network-based algorithms
Feystel the resistance algorithm based on network
RFWKIDEA32-1 closely associated with resistance
round function. Therefore, selecting the transformations
SubBytes(), ShiftRows(), Mix-Columns() of the
encryption algorithm AES, based on round function
network RFWKIDEA32-1 we developed relatively
resistant encryption algorithm.
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you will be prompted for login and manuscript details as Field of Paper and then to upload your manuscript file(s) according to the
instructions.
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To avoid postal delays, all transaction is preferred by e-mail. A finished manuscript submission is confirmed by e-mail immediately and
your paper enters the editorial process with no postal delays. When a conclusion is made about the publication of your paper by our
Editorial Board, revisions can be submitted online with the same procedure, with an occasion to view and respond to all comments.

Complete support for both authors and co-author is provided.

4. MANUSCRIPT’S CATEGORY

Based on potential and nature, the manuscript can be categorized under the following heads:
Original research paper: Such papers are reports of high-level significant original research work.
Review papers: These are concise, significant but helpful and decisive topics for young researchers.
Research articles: These are handled with small investigation and applications.

Research letters: The letters are small and concise comments on previously published matters.

5. STRUCTURE AND FORMAT OF MANUSCRIPT

The recommended size of original research paper is less than seven thousand words, review papers fewer than seven thousands words
also.Preparation of research paper or how to write research paper, are major hurdle, while writing manuscript. The research articles and
research letters should be fewer than three thousand words, the structure original research paper; sometime review paper should be as
follows:

Papers: These are reports of significant research (typically less than 7000 words equivalent, including tables, figures, references), and
comprise:

(a)Title should be relevant and commensurate with the theme of the paper.

(b) A brief Summary, “Abstract” (less than 150 words) containing the major results and conclusions.

(c) Up to ten keywords, that precisely identifies the paper's subject, purpose, and focus.

(d) An Introduction, giving necessary background excluding subheadings; objectives must be clearly declared.

(e) Resources and techniques with sufficient complete experimental details (wherever possible by reference) to permit repetition;
sources of information must be given and numerical methods must be specified by reference, unless non-standard.

(f) Results should be presented concisely, by well-designed tables and/or figures; the same data may not be used in both; suitable
statistical data should be given. All data must be obtained with attention to numerical detail in the planning stage. As reproduced design
has been recognized to be important to experiments for a considerable time, the Editor has decided that any paper that appears not to
have adequate numerical treatments of the data will be returned un-refereed;

(g) Discussion should cover the implications and consequences, not just recapitulating the results; conclusions should be summarizing.
(h) Brief Acknowledgements.
(i) References in the proper form.

Authors should very cautiously consider the preparation of papers to ensure that they communicate efficiently. Papers are much more
likely to be accepted, if they are cautiously designed and laid out, contain few or no errors, are summarizing, and be conventional to the
approach and instructions. They will in addition, be published with much less delays than those that require much technical and editorial
correction.
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The Editorial Board reserves the right to make literary corrections and to make suggestions to improve briefness.
It is vital, that authors take care in submitting a manuscript that is written in simple language and adheres to published guidelines.
Format

Language: The language of publication is UK English. Authors, for whom English is a second language, must have their manuscript
efficiently edited by an English-speaking person before submission to make sure that, the English is of high excellence. It is preferable,
that manuscripts should be professionally edited.

Standard Usage, Abbreviations, and Units: Spelling and hyphenation should be conventional to The Concise Oxford English Dictionary.
Statistics and measurements should at all times be given in figures, e.g. 16 min, except for when the number begins a sentence. When
the number does not refer to a unit of measurement it should be spelt in full unless, it is 160 or greater.

Abbreviations supposed to be used carefully. The abbreviated name or expression is supposed to be cited in full at first usage, followed
by the conventional abbreviation in parentheses.

Metric Sl units are supposed to generally be used excluding where they conflict with current practice or are confusing. For illustration,
1.4 | rather than 1.4 x 10-3 m3, or 4 mm somewhat than 4 x 10-3 m. Chemical formula and solutions must identify the form used, e.g.
anhydrous or hydrated, and the concentration must be in clearly defined units. Common species names should be followed by
underlines at the first mention. For following use the generic name should be constricted to a single letter, if it is clear.

Structure
All manuscripts submitted to Global Journals Inc. (US), ought to include:

Title: The title page must carry an instructive title that reflects the content, a running title (less than 45 characters together with spaces),
names of the authors and co-authors, and the place(s) wherever the work was carried out. The full postal address in addition with the e-
mail address of related author must be given. Up to eleven keywords or very brief phrases have to be given to help data retrieval, mining
and indexing.

Abstract, used in Original Papers and Reviews:
Optimizing Abstract for Search Engines

Many researchers searching for information online will use search engines such as Google, Yahoo or similar. By optimizing your paper for
search engines, you will amplify the chance of someone finding it. This in turn will make it more likely to be viewed and/or cited in a
further work. Global Journals Inc. (US) have compiled these guidelines to facilitate you to maximize the web-friendliness of the most
public part of your paper.

Key Words

A major linchpin in research work for the writing research paper is the keyword search, which one will employ to find both library and
Internet resources.

One must be persistent and creative in using keywords. An effective keyword search requires a strategy and planning a list of possible
keywords and phrases to try.

Search engines for most searches, use Boolean searching, which is somewhat different from Internet searches. The Boolean search uses
"operators," words (and, or, not, and near) that enable you to expand or narrow your affords. Tips for research paper while preparing

research paper are very helpful guideline of research paper.

Choice of key words is first tool of tips to write research paper. Research paper writing is an art.A few tips for deciding as strategically as
possible about keyword search:
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e One should start brainstorming lists of possible keywords before even begin searching. Think about the most
important concepts related to research work. Ask, "What words would a source have to include to be truly
valuable in research paper?" Then consider synonyms for the important words.

e It may take the discovery of only one relevant paper to let steer in the right keyword direction because in most
databases, the keywords under which a research paper is abstracted are listed with the paper.

e  One should avoid outdated words.

Keywords are the key that opens a door to research work sources. Keyword searching is an art in which researcher's skills are
bound to improve with experience and time.

Numerical Methods: Numerical methods used should be clear and, where appropriate, supported by references.

Acknowledgements: Please make these as concise as possible.

References

References follow the Harvard scheme of referencing. References in the text should cite the authors' names followed by the time of their
publication, unless there are three or more authors when simply the first author's name is quoted followed by et al. unpublished work
has to only be cited where necessary, and only in the text. Copies of references in press in other journals have to be supplied with
submitted typescripts. It is necessary that all citations and references be carefully checked before submission, as mistakes or omissions
will cause delays.

References to information on the World Wide Web can be given, but only if the information is available without charge to readers on an
official site. Wikipedia and Similar websites are not allowed where anyone can change the information. Authors will be asked to make
available electronic copies of the cited information for inclusion on the Global Journals Inc. (US) homepage at the judgment of the
Editorial Board.

The Editorial Board and Global Journals Inc. (US) recommend that, citation of online-published papers and other material should be done
via a DOI (digital object identifier). If an author cites anything, which does not have a DOI, they run the risk of the cited material not
being noticeable.

The Editorial Board and Global Journals Inc. (US) recommend the use of a tool such as Reference Manager for reference management
and formatting.

Tables, Figures and Figure Legends

Tables: Tables should be few in number, cautiously designed, uncrowned, and include only essential data. Each must have an Arabic
number, e.g. Table 4, a self-explanatory caption and be on a separate sheet. Vertical lines should not be used.

Figures: Figures are supposed to be submitted as separate files. Always take in a citation in the text for each figure using Arabic numbers,
e.g. Fig. 4. Artwork must be submitted online in electronic form by e-mailing them.

Preparation of Electronic Figures for Publication

Even though low quality images are sufficient for review purposes, print publication requires high quality images to prevent the final
product being blurred or fuzzy. Submit (or e-mail) EPS (line art) or TIFF (halftone/photographs) files only. MS PowerPoint and Word
Graphics are unsuitable for printed pictures. Do not use pixel-oriented software. Scans (TIFF only) should have a resolution of at least 350
dpi (halftone) or 700 to 1100 dpi (line drawings) in relation to the imitation size. Please give the data for figures in black and white or
submit a Color Work Agreement Form. EPS files must be saved with fonts embedded (and with a TIFF preview, if possible).

For scanned images, the scanning resolution (at final image size) ought to be as follows to ensure good reproduction: line art: >650 dpi;
halftones (including gel photographs) : >350 dpi; figures containing both halftone and line images: >650 dpi.

Color Charges: It is the rule of the Global Journals Inc. (US) for authors to pay the full cost for the reproduction of their color artwork.
Hence, please note that, if there is color artwork in your manuscript when it is accepted for publication, we would require you to
complete and return a color work agreement form before your paper can be published.
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Figure Legends: Self-explanatory legends of all figures should be incorporated separately under the heading 'Legends to Figures'. In the
full-text online edition of the journal, figure legends may possibly be truncated in abbreviated links to the full screen version. Therefore,
the first 100 characters of any legend should notify the reader, about the key aspects of the figure.

6. AFTER ACCEPTANCE

Upon approval of a paper for publication, the manuscript will be forwarded to the dean, who is responsible for the publication of the
Global Journals Inc. (US).

6.1 Proof Corrections

The corresponding author will receive an e-mail alert containing a link to a website or will be attached. A working e-mail address must
therefore be provided for the related author.

Acrobat Reader will be required in order to read this file. This software can be downloaded
(Free of charge) from the following website:

www.adobe.com/products/acrobat/readstep2.html. This will facilitate the file to be opened, read on screen, and printed out in order for
any corrections to be added. Further instructions will be sent with the proof.

Proofs must be returned to the dean at dean@globaljournals.org within three days of receipt.

As changes to proofs are costly, we inquire that you only correct typesetting errors. All illustrations are retained by the publisher. Please
note that the authors are responsible for all statements made in their work, including changes made by the copy editor.

6.2 Early View of Global Journals Inc. (US) (Publication Prior to Print)

The Global Journals Inc. (US) are enclosed by our publishing's Early View service. Early View articles are complete full-text articles sent in
advance of their publication. Early View articles are absolute and final. They have been completely reviewed, revised and edited for
publication, and the authors' final corrections have been incorporated. Because they are in final form, no changes can be made after
sending them. The nature of Early View articles means that they do not yet have volume, issue or page numbers, so Early View articles
cannot be cited in the conventional way.

6.3 Author Services

Online production tracking is available for your article through Author Services. Author Services enables authors to track their article -
once it has been accepted - through the production process to publication online and in print. Authors can check the status of their
articles online and choose to receive automated e-mails at key stages of production. The authors will receive an e-mail with a unique link
that enables them to register and have their article automatically added to the system. Please ensure that a complete e-mail address is
provided when submitting the manuscript.

6.4 Author Material Archive Policy

Please note that if not specifically requested, publisher will dispose off hardcopy & electronic information submitted, after the two
months of publication. If you require the return of any information submitted, please inform the Editorial Board or dean as soon as
possible.

6.5 Offprint and Extra Copies

A PDF offprint of the online-published article will be provided free of charge to the related author, and may be distributed according to
the Publisher's terms and conditions. Additional paper offprint may be ordered by emailing us at: editor@globaljournals.org .

You must strictly follow above Author Guidelines before submitting your paper or else we will not at all be responsible for any
corrections in future in any of the way.

. © Copyright by Global Journals Inc.(US)| Guidelines Handbook

XV



Before start writing a good quality Computer Science Research Paper, let us first understand what is Computer Science Research Paper?
So, Computer Science Research Paper is the paper which is written by professionals or scientists who are associated to Computer Science
and Information Technology, or doing research study in these areas. If you are novel to this field then you can consult about this field
from your supervisor or guide.

TECHNIQUES FOR WRITING A GOOD QUALITY RESEARCH PAPER:

1. Choosing the topic: In most cases, the topic is searched by the interest of author but it can be also suggested by the guides. You can
have several topics and then you can judge that in which topic or subject you are finding yourself most comfortable. This can be done by
asking several questions to yourself, like Will | be able to carry our search in this area? Will | find all necessary recourses to accomplish
the search? Will | be able to find all information in this field area? If the answer of these types of questions will be "Yes" then you can
choose that topic. In most of the cases, you may have to conduct the surveys and have to visit several places because this field is related
to Computer Science and Information Technology. Also, you may have to do a lot of work to find all rise and falls regarding the various
data of that subject. Sometimes, detailed information plays a vital role, instead of short information.

2. Evaluators are human: First thing to remember that evaluators are also human being. They are not only meant for rejecting a paper.
They are here to evaluate your paper. So, present your Best.

3. Think Like Evaluators: If you are in a confusion or getting demotivated that your paper will be accepted by evaluators or not, then
think and try to evaluate your paper like an Evaluator. Try to understand that what an evaluator wants in your research paper and
automatically you will have your answer.

4. Make blueprints of paper: The outline is the plan or framework that will help you to arrange your thoughts. It will make your paper
logical. But remember that all points of your outline must be related to the topic you have chosen.

5. Ask your Guides: If you are having any difficulty in your research, then do not hesitate to share your difficulty to your guide (if you
have any). They will surely help you out and resolve your doubts. If you can't clarify what exactly you require for your work then ask the
supervisor to help you with the alternative. He might also provide you the list of essential readings.

6. Use of computer is recommended: As you are doing research in the field of Computer Science, then this point is quite obvious.
7. Use right software: Always use good quality software packages. If you are not capable to judge good software then you can lose

quality of your paper unknowingly. There are various software programs available to help you, which you can get through Internet.

8. Use the Internet for help: An excellent start for your paper can be by using the Google. It is an excellent search engine, where you can
have your doubts resolved. You may also read some answers for the frequent question how to write my research paper or find model
research paper. From the internet library you can download books. If you have all required books make important reading selecting and
analyzing the specified information. Then put together research paper sketch out.

9. Use and get big pictures: Always use encyclopedias, Wikipedia to get pictures so that you can go into the depth.

10. Bookmarks are useful: When you read any book or magazine, you generally use bookmarks, right! It is a good habit, which helps to
not to lose your continuity. You should always use bookmarks while searching on Internet also, which will make your search easier.

11. Revise what you wrote: When you write anything, always read it, summarize it and then finalize it.
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12. Make all efforts: Make all efforts to mention what you are going to write in your paper. That means always have a good start. Try to
mention everything in introduction, that what is the need of a particular research paper. Polish your work by good skill of writing and
always give an evaluator, what he wants.

13. Have backups: When you are going to do any important thing like making research paper, you should always have backup copies of it
either in your computer or in paper. This will help you to not to lose any of your important.

14. Produce good diagrams of your own: Always try to include good charts or diagrams in your paper to improve quality. Using several
and unnecessary diagrams will degrade the quality of your paper by creating "hotchpotch." So always, try to make and include those
diagrams, which are made by your own to improve readability and understandability of your paper.

15. Use of direct quotes: When you do research relevant to literature, history or current affairs then use of quotes become essential but
if study is relevant to science then use of quotes is not preferable.

16. Use proper verb tense: Use proper verb tenses in your paper. Use past tense, to present those events that happened. Use present
tense to indicate events that are going on. Use future tense to indicate future happening events. Use of improper and wrong tenses will
confuse the evaluator. Avoid the sentences that are incomplete.

17. Never use online paper: If you are getting any paper on Internet, then never use it as your research paper because it might be
possible that evaluator has already seen it or maybe it is outdated version.

18. Pick a good study spot: To do your research studies always try to pick a spot, which is quiet. Every spot is not for studies. Spot that
suits you choose it and proceed further.

19. Know what you know: Always try to know, what you know by making objectives. Else, you will be confused and cannot achieve your
target.

20. Use good quality grammar: Always use a good quality grammar and use words that will throw positive impact on evaluator. Use of
good quality grammar does not mean to use tough words, that for each word the evaluator has to go through dictionary. Do not start
sentence with a conjunction. Do not fragment sentences. Eliminate one-word sentences. Ignore passive voice. Do not ever use a big
word when a diminutive one would suffice. Verbs have to be in agreement with their subjects. Prepositions are not expressions to finish
sentences with. It is incorrect to ever divide an infinitive. Avoid clichés like the disease. Also, always shun irritating alliteration. Use
language that is simple and straight forward. put together a neat summary.

21. Arrangement of information: Each section of the main body should start with an opening sentence and there should be a
changeover at the end of the section. Give only valid and powerful arguments to your topic. You may also maintain your arguments with

records.

22. Never start in last minute: Always start at right time and give enough time to research work. Leaving everything to the last minute
will degrade your paper and spoil your work.

23. Multitasking in research is not good: Doing several things at the same time proves bad habit in case of research activity. Research is
an area, where everything has a particular time slot. Divide your research work in parts and do particular part in particular time slot.

24. Never copy others' work: Never copy others' work and give it your name because if evaluator has seen it anywhere you will be in
trouble.

25. Take proper rest and food: No matter how many hours you spend for your research activity, if you are not taking care of your health
then all your efforts will be in vain. For a quality research, study is must, and this can be done by taking proper rest and food.

26. Go for seminars: Attend seminars if the topic is relevant to your research area. Utilize all your resources.
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27. Refresh your mind after intervals: Try to give rest to your mind by listening to soft music or by sleeping in intervals. This will also
improve your memory.

28. Make colleagues: Always try to make colleagues. No matter how sharper or intelligent you are, if you make colleagues you can have
several ideas, which will be helpful for your research.

29. Think technically: Always think technically. If anything happens, then search its reasons, its benefits, and demerits.

30. Think and then print: When you will go to print your paper, notice that tables are not be split, headings are not detached from their
descriptions, and page sequence is maintained.

31. Adding unnecessary information: Do not add unnecessary information, like, | have used MS Excel to draw graph. Do not add
irrelevant and inappropriate material. These all will create superfluous. Foreign terminology and phrases are not apropos. One should
NEVER take a broad view. Analogy in script is like feathers on a snake. Not at all use a large word when a very small one would be
sufficient. Use words properly, regardless of how others use them. Remove quotations. Puns are for kids, not grunt readers.
Amplification is a billion times of inferior quality than sarcasm.

32. Never oversimplify everything: To add material in your research paper, never go for oversimplification. This will definitely irritate the
evaluator. Be more or less specific. Also too, by no means, ever use rhythmic redundancies. Contractions aren't essential and shouldn't
be there used. Comparisons are as terrible as clichés. Give up ampersands and abbreviations, and so on. Remove commas, that are, not
necessary. Parenthetical words however should be together with this in commas. Understatement is all the time the complete best way
to put onward earth-shaking thoughts. Give a detailed literary review.

33. Report concluded results: Use concluded results. From raw data, filter the results and then conclude your studies based on
measurements and observations taken. Significant figures and appropriate number of decimal places should be used. Parenthetical
remarks are prohibitive. Proofread carefully at final stage. In the end give outline to your arguments. Spot out perspectives of further
study of this subject. Justify your conclusion by at the bottom of them with sufficient justifications and examples.

34. After conclusion: Once you have concluded your research, the next most important step is to present your findings. Presentation is
extremely important as it is the definite medium though which your research is going to be in print to the rest of the crowd. Care should
be taken to categorize your thoughts well and present them in a logical and neat manner. A good quality research paper format is
essential because it serves to highlight your research paper and bring to light all necessary aspects in your research.

INFORMAL GUIDELINES OF RESEARCH PAPER WRITING

Key points to remember:

®  Submit all work in its final form.
e Write your paper in the form, which is presented in the guidelines using the template.
®  Please note the criterion for grading the final paper by peer-reviewers.

Final Points:

A purpose of organizing a research paper is to let people to interpret your effort selectively. The journal requires the following sections,
submitted in the order listed, each section to start on a new page.

The introduction will be compiled from reference matter and will reflect the design processes or outline of basis that direct you to make
study. As you will carry out the process of study, the method and process section will be constructed as like that. The result segment will
show related statistics in nearly sequential order and will direct the reviewers next to the similar intellectual paths throughout the data
that you took to carry out your study. The discussion section will provide understanding of the data and projections as to the implication
of the results. The use of good quality references all through the paper will give the effort trustworthiness by representing an alertness
of prior workings.
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Writing a research paper is not an easy job no matter how trouble-free the actual research or concept. Practice, excellent preparation,
and controlled record keeping are the only means to make straightforward the progression.

General style:

Specific editorial column necessities for compliance of a manuscript will always take over from directions in these general guidelines.

To make a paper clear

- Adhere to recommended page limits
Mistakes to evade

e |[nsertion a title at the foot of a page with the subsequent text on the next page
e  Separating a table/chart or figure - impound each figure/table to a single page
e  Submitting a manuscript with pages out of sequence

In every sections of your document
- Use standard writing style including articles ("a", "the," etc.)

- Keep on paying attention on the research topic of the paper

- Use paragraphs to split each significant point (excluding for the abstract)

- Align the primary line of each section

- Present your points in sound order

- Use present tense to report well accepted

- Use past tense to describe specific results

- Shun familiar wording, don't address the reviewer directly, and don't use slang, slang language, or superlatives
- Shun use of extra pictures - include only those figures essential to presenting results

Title Page:

Choose a revealing title. It should be short. It should not have non-standard acronyms or abbreviations. It should not exceed two printed
lines. It should include the name(s) and address (es) of all authors.
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Abstract:

The summary should be two hundred words or less. It should briefly and clearly explain the key findings reported in the manuscript--
must have precise statistics. It should not have abnormal acronyms or abbreviations. It should be logical in itself. Shun citing references
at this point.

An abstract is a brief distinct paragraph summary of finished work or work in development. In a minute or less a reviewer can be taught
the foundation behind the study, common approach to the problem, relevant results, and significant conclusions or new questions.

Write your summary when your paper is completed because how can you write the summary of anything which is not yet written?
Wealth of terminology is very essential in abstract. Yet, use comprehensive sentences and do not let go readability for briefness. You can
maintain it succinct by phrasing sentences so that they provide more than lone rationale. The author can at this moment go straight to
shortening the outcome. Sum up the study, with the subsequent elements in any summary. Try to maintain the initial two items to no
more than one ruling each.

Reason of the study - theory, overall issue, purpose
®  Fundamental goal
®  To the point depiction of the research

e  Consequences, including definite statistics - if the consequences are quantitative in nature, account quantitative data; results
of any numerical analysis should be reported

e Significant conclusions or questions that track from the research(es)

Approach:
. Single section, and succinct
®  Asaoutline of job done, it is always written in past tense
e A conceptual should situate on its own, and not submit to any other part of the paper such as a form or table
e  Center on shortening results - bound background information to a verdict or two, if completely necessary
®  What you account in an conceptual must be regular with what you reported in the manuscript

®  Exact spelling, clearness of sentences and phrases, and appropriate reporting of quantities (proper units, important statistics)
are just as significant in an abstract as they are anywhere else

Introduction:

The Introduction should "introduce" the manuscript. The reviewer should be presented with sufficient background information to be
capable to comprehend and calculate the purpose of your study without having to submit to other works. The basis for the study should
be offered. Give most important references but shun difficult to make a comprehensive appraisal of the topic. In the introduction,
describe the problem visibly. If the problem is not acknowledged in a logical, reasonable way, the reviewer will have no attention in your
result. Speak in common terms about techniques used to explain the problem, if needed, but do not present any particulars about the
protocols here. Following approach can create a valuable beginning:

®  Explain the value (significance) of the study

Shield the model - why did you employ this particular system or method? What is its compensation? You strength remark on its
appropriateness from a abstract point of vision as well as point out sensible reasons for using it.

®  Present a justification. Status your particular theory (es) or aim(s), and describe the logic that led you to choose them.
e Very for a short time explain the tentative propose and how it skilled the declared objectives.

Approach:

®  Use past tense except for when referring to recognized facts. After all, the manuscript will be submitted after the entire job is
done.

®  Sort out your thoughts; manufacture one key point with every section. If you make the four points listed above, you will need a
least of four paragraphs.
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®  Present surroundings information only as desirable in order hold up a situation. The reviewer does not desire to read the
whole thing you know about a topic.

e  Shape the theory/purpose specifically - do not take a broad view.

®  Asalways, give awareness to spelling, simplicity and correctness of sentences and phrases.

Procedures (Methods and Materials):

This part is supposed to be the easiest to carve if you have good skills. A sound written Procedures segment allows a capable scientist to
replacement your results. Present precise information about your supplies. The suppliers and clarity of reagents can be helpful bits of
information. Present methods in sequential order but linked methodologies can be grouped as a segment. Be concise when relating the
protocols. Attempt for the least amount of information that would permit another capable scientist to spare your outcome but be
cautious that vital information is integrated. The use of subheadings is suggested and ought to be synchronized with the results section.
When a technique is used that has been well described in another object, mention the specific item describing a way but draw the basic
principle while stating the situation. The purpose is to text all particular resources and broad procedures, so that another person may
use some or all of the methods in one more study or referee the scientific value of your work. It is not to be a step by step report of the
whole thing you did, nor is a methods section a set of orders.

Materials:

®  Explain materials individually only if the study is so complex that it saves liberty this way.
e  Embrace particular materials, and any tools or provisions that are not frequently found in laboratories.
® Do not take in frequently found.

e |[f use of a definite type of tools.
®  Materials may be reported in a part section or else they may be recognized along with your measures.
Methods:

®  Report the method (not particulars of each process that engaged the same methodology)

Describe the method entirely

To be succinct, present methods under headings dedicated to specific dealings or groups of measures

e Simplify - details how procedures were completed not how they were exclusively performed on a particular day.
If well known procedures were used, account the procedure by name, possibly with reference, and that's all.

Approach:

® |t is embarrassed or not possible to use vigorous voice when documenting methods with no using first person, which would
focus the reviewer's interest on the researcher rather than the job. As a result when script up the methods most authors use
third person passive voice.

®  Use standard style in this and in every other part of the paper - avoid familiar lists, and use full sentences.

What to keep away from

®  Resources and methods are not a set of information.
®  Skip all descriptive information and surroundings - save it for the argument.
®  |leave out information that is immaterial to a third party.

Results:

The principle of a results segment is to present and demonstrate your conclusion. Create this part a entirely objective details of the
outcome, and save all understanding for the discussion.

The page length of this segment is set by the sum and types of data to be reported. Carry on to be to the point, by means of statistics and
tables, if suitable, to present consequences most efficiently.You must obviously differentiate material that would usually be incorporated

in a study editorial from any unprocessed data or additional appendix matter that would not be available. In fact, such matter should not
be submitted at all except requested by the instructor.
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Content

Sum up your conclusion in text and demonstrate them, if suitable, with figures and tables.
In manuscript, explain each of your consequences, point the reader to remarks that are most appropriate.
Present a background, such as by describing the question that was addressed by creation an exacting study.
Explain results of control experiments and comprise remarks that are not accessible in a prescribed figure or table, if
appropriate.

e  Examine your data, then prepare the analyzed (transformed) data in the form of a figure (graph), table, or in manuscript form.
What to stay away from

® Do not discuss or infer your outcome, report surroundings information, or try to explain anything.
L] Not at all, take in raw data or intermediate calculations in a research manuscript.

® Do not present the similar data more than once.
®  Manuscript should complement any figures or tables, not duplicate the identical information.

®  Never confuse figures with tables - there is a difference.
Approach

e Asforever, use past tense when you submit to your results, and put the whole thing in a reasonable order.
e  Put figures and tables, appropriately numbered, in order at the end of the report

e |f you desire, you may place your figures and tables properly within the text of your results part.
Figures and tables

e |f you put figures and tables at the end of the details, make certain that they are visibly distinguished from any attach appendix
materials, such as raw facts

®  Despite of position, each figure must be numbered one after the other and complete with subtitle
®  |n spite of position, each table must be titled, numbered one after the other and complete with heading

e Allfigure and table must be adequately complete that it could situate on its own, divide from text
Discussion:

The Discussion is expected the trickiest segment to write and describe. A lot of papers submitted for journal are discarded based on
problems with the Discussion. There is no head of state for how long a argument should be. Position your understanding of the outcome
visibly to lead the reviewer through your conclusions, and then finish the paper with a summing up of the implication of the study. The
purpose here is to offer an understanding of your results and hold up for all of your conclusions, using facts from your research and
generally  accepted information, if  suitable.  The implication of  result  should be  visibly  described.
Infer your data in the conversation in suitable depth. This means that when you clarify an observable fact you must explain mechanisms
that may account for the observation. If your results vary from your prospect, make clear why that may have happened. If your results
agree, then explain the theory that the proof supported. It is never suitable to just state that the data approved with prospect, and let it
drop at that.

®  Make a decision if each premise is supported, discarded, or if you cannot make a conclusion with assurance. Do not just dismiss
a study or part of a study as "uncertain."

®  Research papers are not acknowledged if the work is imperfect. Draw what conclusions you can based upon the results that
you have, and take care of the study as a finished work

®  You may propose future guidelines, such as how the experiment might be personalized to accomplish a new idea.

®  Give details all of your remarks as much as possible, focus on mechanisms.

®  Make a decision if the tentative design sufficiently addressed the theory, and whether or not it was correctly restricted.
®  Tryto present substitute explanations if sensible alternatives be present.

®  One research will not counter an overall question, so maintain the large picture in mind, where do you go next? The best
studies unlock new avenues of study. What questions remain?

e  Recommendations for detailed papers will offer supplementary suggestions.
Approach:

®  When you refer to information, differentiate data generated by your own studies from available information
®  Submit to work done by specific persons (including you) in past tense.
= Submit to generally acknowledged facts and main beliefs in present tense.
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THE ADMINISTRATION RULES

Please carefully note down following rules and regulation before submitting your Research Paper to Global Journals Inc. (US):

Segment Draft and Final Research Paper: You have to strictly follow the template of research paper. If it is not done your paper may get

rejected.
. The major constraint is that you must independently make all content, tables, graphs, and facts that are offered in the paper.

You must write each part of the paper wholly on your own. The Peer-reviewers need to identify your own perceptive of the
concepts in your own terms. NEVER extract straight from any foundation, and never rephrase someone else's analysis.

e Do not give permission to anyone else to "PROOFREAD" your manuscript.

®  Methods to avoid Plagiarism is applied by us on every paper, if found guilty, you will be blacklisted by all of our collaborated
research groups, your institution will be informed for this and strict legal actions will be taken immediately.)
®  To guard yourself and others from possible illegal use please do not permit anyone right to use to your paper and files.
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Please note that following table is only a Grading of "Paper Compilation" and not on "Performed/Stated Research" whose grading
solely depends on Individual Assigned Peer Reviewer and Editorial Board Member. These can be available only on request and after

CRITERION FOR GRADING A RESEARCH PAPER (COMPILATION)
BY GLOBAL JOURNALS INC. (US)

decision of Paper. This report will be the property of Global Journals Inc. (US).

Abstract

Introduction

Methods
Procedures

Discussion

References

XXIII

Grades

Clear and concise with
appropriate content, Correct

format. 200 words or below

Containing all background
details with clear goal and
appropriate  details, flow
specification, no grammar
and spelling mistake, well
organized sentence and

paragraph, reference cited

Clear and to the point with
well arranged paragraph,
precision and accuracy of
facts and figures, well

organized subheads

Well organized, Clear and
specific, Correct units with
precision, correct data, well
structuring of paragraph, no
grammar and spelling
mistake

Well organized, meaningful
specification, sound
conclusion, logical and
concise explanation, highly

structured paragraph
reference cited
Complete and correct

format, well organized

Unclear summary and no
specific data, Incorrect form

Above 200 words

Unclear and confusing data,
appropriate format, grammar
and spelling errors with
unorganized matter

Difficult to comprehend with
embarrassed text, too much
explanation but completed

Complete and embarrassed
text, difficult to comprehend

Wordy, unclear conclusion,
spurious

Beside the point, Incomplete

E-F

No specific data with ambiguous
information

Above 250 words

Out of place depth and content,
hazy format

Incorrect and unorganized

structure with hazy meaning

Irregular format with wrong facts
and figures

Conclusion is not  cited,
unorganized, difficult to

comprehend

Wrong format and structuring
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