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The Encryption Algorithms GOST28147-89-
IDEA8-4 and GOST28147-89-RFWKIDEA8-4

Gulom Tuychiev

Abstract- In the paper created a new encryption algorithms
GOST28147-89-IDEA8-4 and GOST28147-89-RFWKIDEAS-
4 based on networks IDEA8—4 and RFWKIDEA8-4, with the
use the round function of the encryption algorithm GOST
28147-89. The block length of created block encryption
algorithm is 256 bits, the number of rounds is 8, 12 and 16.
Keywords: feystel network, lai-massey scheme, round
function, round keys, output transformation, multipli-
cation, addition, s—box.

[. INTRODUCTION

he encryption algorithm GOST 28147-89 [4] is a
Tstandard encryption algorithm of the Russian

Federation. It is based on a Feistel network. This
encryption algorithm is suitable for hardware and soft-
ware implementation, meets the necessary cryptogra-
phic requirements for resistance and, therefore, does
not impose restrictions on the degree of secrecy of the
information being protected. The algorithm implements
the encryption of 64-bit blocks of data using the 256 bit
key. In round functions used eight S—box of size 4x4 and
operation of the cyclic shift by 11 bits. To date GOST
28147-89 is resistant to cryptographic attacks.

On the basis of encryption algorithm IDEA and
Lai-Massey scheme developed the networks IDEA8—4
[6] and RFWKIDEA8-4 [7], consisting from four round
function. In the networks IDEA8-4 and RFWKIDEA8S-4,
similarly as in the Feistel network, in encryption and
decryption using the same algorithm. In the networks
used four round function having one input and output
blocks and as the round function can use any
transformation.

As the round function networks IDEA4-2 [1],
RFWKIDEA4-2 [5], PES4-2 [8], RFWKPES4-2 [8],
PES8-4 [2], RFWKPES8-4 [10], IDEA16-2 [11],
RFWKIDEA16-2 [12] encryption algorithm  GOST
28147-89  created the  encryption  algorithm
GOST28147-89-IDEA4—2  [13], GOST28147-89—
RFWKIDEA4-2 [14], GOST28147-89-PES4-2 [15],
GOST28147-89-RFWKPES4-2 [16], GOST28147-89-
PES8-4, GOST28147-89-RFWKPES8-4 [17],
GOST28147-89-IDEA16-2, GOST28147-89—
RFWKIDEA16-2 [18].
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In this paper, applying the round function of the
encryption algorithm GOST 28147-89 as round
functions of the networks IDEA8—4 and RFWKIDEA8-4,
developed new encryption algorithms GOST28147-89—
IDEA8-4 and GOST28147-89-RFWKI DEA8-4. In the
encryption algorithms GOST28147-89-IDEA8-4 and
GOST28147-89-RFWKIDEA8-4 block length is 256 bits,
the key length is changed from 256 bits to 1024 bits in
increments of 128 bits and a number of rounds equal to
8, 12, 16, allowing the user depending on the degree of
secrecy of information and speed of encryption to
choose the number of rounds and key length. Below is
the structure of the proposed encryption algorithm.

[I. THE ENCRYPTION ALGORITHM
GOST28147-89-1DEA8—4
The structure of the encryption algorithm

GOST28147-89-IDEA8—4. In the encryption algorithm
GOST28147-89-IDEA8-4 length of the subblocks X°,

X', ..., X7, length of the round keys K ., K.,
e KlZ(i—1)+7 ’ | = l'"n+1’ K12(i—1)+8’ Klz(i—l)+9’ KlZ(i—1)+10’
KlZ(ifl)ﬂl' I :ln and K12n+8’ K12n+9’ Ty K12n+23 are equal
to 32-bits. In this encryption algorithm the round

function GOST 28147-89 is applied four time and in
each round function used eight S—boxes, i.e. the total
number of S—-boxes is 32. The structure of the encryption
algorithm GOST28147-89-IDEA8-4 is shown in Figure 1
and the S-boxes shown in Table 1.
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Figure 1. The scheme n-rounded encryption algorithm GOST28147-89-IDEA8-4

Consider the round function of a encryption
algorithm  GOST28147-89-IDEA8-4. The  32-bit
subblocks T°, T*, T? T® are summed round keys

K12(i—1)+8 J K12(i—1)+9 , K12(i-1)+1o J K12(i—1)+11 , i=l.n, e
S'=T"+ Klz(i—1)+8 , S =T+ Klz(i—1)+9’ S =T+ Klz(i—1)+10’
S*=T°+Ky, ym. 32-bit subblocks S°, S', §°, S°
divided  info eight  four-bit  subblocks, i.e.

S=slslsls s lIsls s, S =slss|

© 2016 Global Journals Inc. (US)

slislislislls, S =s I IS s IS s 1
C S=slSIs SIS s s s, The four-bit

subblocks §’, i =0...7 transformed into the
S-boxes: R =S()IISED NS S)
S, NSNS NS (NS, (), R =S(s)ll
S,(8) 1S () 11 (85 Il S (8) 1 S(8) 1S () 1Ss(s7)
R = Sa(8) 1187 () I Ss($) 1S (85) I S (S 1 Su()

s, s, s,



S,(s0) 1Sx4(s7) .

R* =S, () 1 S,(s) 1 S5() |l

by 11 bits and obtain subblocks Y°, Y!, Y? Y*:

S, (S) 1S, (S 1 S () I So(s2) 1S, (s)) - The resulting y° = R® <<11, Y =R <<11, Y? =R <<11,
32-bit subblocks R°, R, R*, R® cyclically shifted left Y =R®<<11.
Table 1: The S—box of encryption algorithms

OxO | Ox1 | Ox2 | Ox3 | Ox4 | Ox5 | Ox6 | Ox7 | Ox8 | Ox9 | OxA | OxB | OxC | OxD | OxE | OxF
SO | Ox4 | Ox5 | OXA | Ox8 | OxD | Ox9 | OXxE | Ox2 | Ox6 | OxF | OxC | Ox7 | OxO | Ox3 | Ox1 | OxB
ST | Ox5 | Ox4 | OxB | Ox9 | OxC | Ox8 | OxF | Ox3 | Ox7 | OxE | OxD | Ox6 | Ox1 | Ox2 | OxO | OxA
S2 | Ox6 | Ox7 | Ox8 | OxA | OxF | OxB | OXC | OxO | Ox4 | OxD | OxE | Ox5 | Ox2 | Ox1 | Ox3 | Ox9
S3 | Ox7 | Ox6 | Ox9 | OxB | OxE | OXA | OxD | Ox1 | Ox5 | OXC | OxF | Ox4 | Ox3 | OxO | Ox2 | Ox8
S4 | Ox8 | Ox9 | Ox6 | Ox4 | Ox1 | Ox5 | Ox2 | OXE | OxA | Ox3 | OxO | OxB | OxC | OxF | OxD | Ox7
S5 | Ox9 | Ox8 | Ox7 | Ox5 | OxO | Ox4 | Ox3 | OxF | OxB | Ox2 | Ox1 | OxA | OxD | OxE | OxC | Ox6
S6 | OXA | OxB | Ox4 | Ox6 | Ox3 | Ox7 | OxO | OXC | Ox8 | Ox1 | Ox2 | Ox9 | OxE | OxD | OxF | Ox5
S7 | OxB | OxA | Ox5 | Ox7 | Ox2 | Ox6 | Ox1 | OxD | Ox9 | OxO | Ox3 | Ox8 | OxF | OxC | OxE | Ox4
S8 | OxC | OxD | Ox2 | OxO | Ox5 | Ox1 | Ox6 | OXA | OXE | Ox7 | Ox4 | OxF | Ox8 | OxB | 0x9 | Ox3
SO | OXE | OxF | OxO | Ox2 | Ox7 | Ox3 | Ox4 | Ox8 | OxC | Ox5 | Ox6 | OxD | OxA | Ox9 | OxB | Ox1
S10 | OxF | OXE | Ox1 | Ox3 | Ox6 | Ox2 | Ox5 | Ox9 | OxD | Ox4 | Ox7 | OxC | OxB | Ox8 | OxA | OxO
S11 | Ox1 | Ox8 | Ox7 | OxD | OxO | Ox4 | Ox3 | OxF | OxB | OxA | Ox9 | Ox2 | Ox5 | Ox6 | OxC | OxE
S12 | Ox2 | OxB | Ox4 | OXE | Ox3 | Ox7 | OxO | OXC | Ox8 | Ox9 | OXA | Ox1 | Ox6 | Ox5 | OxF | OxD
S13 | Ox3 | OXA | Ox5 | OxF | Ox2 | Ox6 | Ox1 | OxD | Ox9 | Ox8 | OxB | OxO | Ox7 | Ox4 | OxE | OxC
S14 | 0x4 | Ox5 | OxA | OxO | OxD | Ox1 | Ox6 | Ox2 | OXE | Ox7 | OxC | OxF | Ox8 | Ox3 | Ox9 | OxB
S15| Ox5 | Ox4 | OxB | Ox1 | OxC | OxO | Ox7 | Ox3 | OxF | Ox6 | OxD | OxE | Ox9 | Ox2 | Ox8 | OxA
S16 | Ox6 | Ox7 | Ox8 | Ox2 | OxF | Ox3 | Ox4 | OxO | OxC | Ox5 | OxE | OxD | OxA | Ox1 | OxB | Ox9
S17 | Ox7 | Ox6 | Ox9 | Ox3 | OxE | Ox2 | Ox5 | Ox1 | OxD | Ox4 | OxF | OxC | OxB | OxO | OxA | Ox8
S18 | Ox8 | Ox9 | Ox6 | OXC | Ox1 | OxD | OxA | OxE | Ox2 | OxB | OxO | Ox3 | Ox4 | OxF | Ox5 | Ox7
S19 | 0x9 | Ox8 | Ox7 | OXD | OxO | OxC | OxB | OxF | Ox3 | OXA | Ox1 | Ox2 | Ox5 | OXE | Ox4 | Ox6
S20 | OxA | OxB | Ox4 | OXE | Ox3 | OxF | Ox8 | OxC | OxO | Ox9 | Ox2 | Ox1 | Ox6 | OxD | Ox7 | Ox5
S21 | OxB | OXA | Ox5 | OxF | Ox2 | OXE | Ox9 | OxD | Ox1 | Ox8 | Ox3 | OxO | Ox7 | OxC | Ox6 | Ox4
S22 | OxC | OxD | Ox2 | Ox8 | Ox5 | Ox9 | OxE | OxA | Ox6 | OxF | Ox4 | Ox7 | OxO | OxB | Ox1 | Ox3
S23 | OxD | OxC | Ox3 | OxQ | Ox4 | Ox8 | OxF | OxB | Ox7 | OxE | Ox5 | Ox6 | Ox1 | OxA | OxO | Ox2
S24 | Ox1 | Ox8 | Ox7 | Ox5 | OxO | OXC | OxB | OxF | Ox3 | Ox2 | Ox9 | OxA | OxD | Ox6 | Ox4 | OxE
S25 | Ox2 | OxB | Ox4 | Ox6 | Ox3 | OxF | Ox8 | OxC | OxO | Ox1 | OxA | Ox9 | OxE | Ox5 | Ox7 | OxD
S26 | Ox3 | OXA | Ox5 | Ox7 | Ox2 | OXE | Ox9 | OxD | Ox1 | OxO | OxB | Ox8 | OxF | Ox4 | Ox6 | OxC
S27 | OxF | OXE | Ox1 | OxB | Ox6 | OXA | OxD | Ox9 | Ox5 | OxC | Ox7 | Ox4 | Ox3 | Ox8 | Ox2 | OxO
S28 | OXE | OxF | OxO | OxA | Ox7 | OxB | OXC | Ox8 | Ox4 | OxD | Ox6 | Ox5 | Ox2 | Ox9 | Ox3 | Ox1
S29 | OxA | OxB | OxC | OxE | Ox3 | OxF | OxO | Ox4 | Ox8 | Ox1 | Ox2 | Ox9 | Ox6 | Ox5 | Ox7 | OxD
S30 | OxB | OxA | OxD | OxF | Ox2 | OXE | Ox1 | Ox5 | Ox9 | OxO | Ox3 | Ox8 | Ox7 | Ox4 | Ox6 | OxC
S31 | OxC | OxD | OXA | Ox8 | Ox5 | Ox9 | Ox6 | Ox2 | OxE | Ox7 | Ox4 | OxF | OxO | Ox3 | Ox1 | OxB

Consider the encryption process of encryption

algorithm GOST28147-89-IDEA8-4. Initially the 256-bit
plaintext X partitioned into subblocks of 32-bits X, , X;

1.

., X, and runs the following steps:

subblocks X;, X;, ..., X, summed by XOR with
the keys K12n+8 ’ K12n+9 o K12n+15: >(0J = >(0J @ K12n+8+1
, j=0.7.

subblocks X7, X;, ..., X; multiplied and summed

with the round keys K, ,, K K and
calculated 32-bit subblocks T°, T!, T?, T® as
follows: T’ = (xi: : Kiz(i—l)) ® (xi4—1 + Klz(i—1)+4) )
T = (Xil—l : K1z(i4)+1) ® (xiz + K1z(i71)+5) )

T = (X|271 : K12(|71)+2) @ (X|i1 +K

123i-1)41 1 " 12(i-1)+7

12(|71)+6) '

T = (Xi3-1 : Klz(i—1)+3) ® (xi7—1 + K1z(i-1)+7) ci=1

to sublocks T°, T*, T?, T® applying the round
function and get the 32-bit subblocks Y°, Y*, Y?,
Y3,

subblocks Y°, Y*, Y?, Y* are summed to XOR with

subblocks X°,, X!,, ..., X/, , ie. X', =X’ @Y,
Xllfl = Xllfl @Yz ’ Xlz—l = Xlz—l (_DYl’ Xil = X|3—1 C_BYO !
XHL=XLeY: X, =X @Y’ X' =X, oY,

Xi7,1 = Xi7,1 (—BYOY I :1'
At the end of the round subblocks swapped, i.e,
Xio = Xi:’ Xil = Xie—l’ Xi2 = Xi:’ Xi3 = Xiﬁl’

xi4 = Xil, Xi5 = Xiz,w x.e = xi{v xi7 = Xiil’ =1

© 2016 Global Journals Inc. (US)
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6. repeating the steps 2-5 n time, ie.i=2..n,
obtained the subblocks X?°, X:, ..., X[.
7. in output transformation round keys K, ., K, .., .-

Ko, are multiplied and summed into subblocks
XO, X X!, des XU =X'-K,.,
Xia = X7+ Ko, Xia= X7 K,
Xoa = X7+ K, Xoa = X0+ K,
Xia = X0 K, Xpa =X+ Kpnis,
Xia= XKy,

8. subblocks X?¢,, X}, , .., X!, are summed by XOR

with the round keys Ki..oo Konrr o Konos:
er+1 = er+1 D Kpnao o j=0..7.
As ciphertext receives the combined 32-bit
subblocks X, I Xo, [ Xo Il X -

In the encryption algorithm GOST28147-89-
IDEA8-4 when encryption and decryption using the
same algorithm, only when decryption calculates the
inverse of round keys depending on operations and are
applied in reverse order. One important goal of
encryption is key generation.

Key generation of the encryption algorithm
GOST28147-89-IDEA8—4. In the n-round encryption
algorithm GOST28147-89-IDEA8-4 used in each round
12 round keys of 32 bits and the output transformation
of 8 round keys of 32 bits. In addition, prior to the first
round and after the output transformation is applied 8
round keys on 32 bits. The total number of 32—-bit round
keys is equal to 12n+24. Hence, if n=8 then necessary
120, if n=12 then 168 and if n=16 then 216 to generate
round keys.

The key of the encryption algorithm length of | (
256 <1 £1024) bits is divided into 32-bit round keys K;

CKS, o KC ., Lenght=1/32, here K ={k,,k ...k},

Lenght-1 ?
Ke ={ko Kprr K} Ky ={ky Kegro Ko}
Then calculated

Kfengl”rl—l = {k|732 1 I(|73J.""’ k|,1} :
K, =0 then as K

K =K @K ®.. 0K, ,. If

selected 0xC5C31537, i.e. K, =0xC5C31537. Round
keys K°, i=Lenght..12n+23 calculated as follows:
K? = SBoXO(K{ o) © SBoXU(RotWord32(K? . ..1))
@K, . After each generation of round keys value K,

cyclically shifted left by 1 bit. Here RotWord32()—cyclic
shift 32 bit subblock to the left by 1 bit, SBox()—convert
32-bit subblock in S-box and

SBox0(A) = S, (&) [ S.(@) | S, (&,) [ S;(a) | S, (@) |l
S (@) 1I1S(a)1S (&), SBoxI(A) = S,(a,) | S, (a) ||
So(@) 1 Su(@) 1S (@) I Ss (as) Il S (a) 11 S (&)

A=a llallallall allallalla, and a - the four-bit
sub-block.

L

© 2016 Global Journals Inc. (US)

Decryption round keys are computed on the
basis of encryption round keys and decryption round
keys output transformation associate with of encryption
round keys as follows:

(Kldzn‘ K1dZn+1' Klen+2' K1dZn+3’ KIerHG’ K1dQn+7) =

() ™=K (K =K =K (KS) =K (KD) ).

d d
K K12n+5 !

12n+4"

Decryption round keys of the second, third and
n—-round associates with the encryption round keys as
follows:

Kldz(i—l)+5’

Kd

12(i-1)+4 !

Kd d

12(i-1)+10 0 TN12gi-)411) =

—1,_KC

12(n-i+1)+4 "

d
Klz(i—1)+3’
K d

12(i-1)+9

(KS . KS K

12(i-1) 1 ' N2(i-1)+1 1 TN12(i-1)+2 1
d d d
K12(i71)+e' Klz(i—1)+7 ) K1z(i71)+s’

c -1 c c
((K12(n7|+1) 7_K6(n7|+1)+6 ' (K12(n7|+1)+5
—KS (K¢

-1 c c -1
12(n-i+1)+31? 6(n—i+1)+2 ’_Klz(nfi+1)+1 ! (Klz(n7i+1)+7 ) '
K [

c c c HE
12(n-i)+8 K K Klz(nfi)érll)’ i=2.n

12(n-i)+9? 12(n-i)+10"?
Decryption keys of the first round associated
with the encryption keys as follows:
(K¢ KK K K K K K K K K KS) =

c -1 c c -1 c c c -1
((Klzn) ’_K12n+1l (K12n+2 ’_K12n+3 '_K12n+4 ! (K12n+5) !

c c -1 c c c c
- K12n+6 ' (K12n+7) ’ KlZ(n—1)+8’ Klz(n—1)+9’ KlZ(n—1)+10’ K12(n71)+11)'

Decryption round keys applied to the first round
and after the conversion of the output associated with
encryption  keys as follows: K =K

12n+8+j 12n+16+j !
KS o =K j=0..7.

12n+16+j 12n+8+j !

THE ENCRYPTION ALGORITHM
GOST28147-89-RFWKIDEAS—4.

[11.

The structure of the encryption algorithm
GOST28147-89-RFWKIDEA8-4. In the encryption
algorithm GOST28147-89-RFWKIDEA8—-4 length of the
subblocks X°, X*, ..., X', length of the round keys

Keg s Kegaas - K i=1.n+1, K,.,, K

Kenps @re equal to 32-bits. In this encryption algorithm

the round function GOST 28147-89 is applied four time
and in each round function used eight S-boxes, i.e. the
total number of S-boxes is 32. The structure of the
encryption algorithm GOST28147-89-IDEA8-4 is shown
in Figure 2 and the S—-boxes shown in Table 1.

8(i-1) * 8(i-1)+7 8n+8 1 8ni5 1t



X% 0 Xz x5
Ko s Ko
ye-8028 (2049 o om0 Cane 1t
K, K K. K.
oA A 2 s
Van)
=]
<
3
:
&
d Vi
fany
D
)I(D1 )‘(17 %1 )?1 )‘(‘i )‘(51 )I(Gv )‘(71
BREE — mEn
i i | i i i i |
X X X2 X X X X X"\
<
8
@
E
)
7]
<
£
3
=3
6? 8n 3
K,
4

Figure 2: The scheme n—rounded encryption algorithm GOST28147-89-RFWKIDEA8—4

Consider the round function of encryption
algorithm GOST28147-89-RFWKIDEA8-4. First 32-bit
subblocks T°, T*, T?, T® divided into eight four—bit
sub-blocks,  ie. TP =tofIt) Ity It Ity Ittty
T =ttt it ittt To =t It It |l
It It g e, T2 =t It2 e 11 Ieg 11 It It The
fourbit subblocks t°, t*, t?, t*, i=0..7 converted to
S-box: R =S, 1S IS,
SIS ISE)ISEISE),  R=sw)]
S,(t) 1l S (t) 1S, (1) 1| S, () 1S, () 11 S () 11 S (t2) .
R® = S, (t2) I S, (t2) I S, (t2) 1 S, (t2) 1 S, (t2) I
Sut) 1S, () 1S5 (1)), R® =S, (t5) | S (1) 1 S (E) |l
S, (1) 1S, (1) 11 Sy (1) 1 Sy (1) 11 S, (1) . Received 32—
bit subblocks R°, R', R*, R® cyclically shifted to the

left by 11 bits and get the subblocks Y°, Y*, Y?, Y*:
Y° =R’ <<11, Y'=R'<<11, Y?=R*<<11,
Y =R®<<11.

Consider the encryption process of encryption
algorithm GOST28147-89-RFWKIDEA8-4. Initially the
256-bit plaintext X partitioned into subblocks of 32-bits

Xs, Xo, ..., X, and performs the following steps:

1. sublocks X;, X, ..., X/ summed by XOR with
the round keys K,., Kior - Keus:
X)=X{®Kq,,, ]=0..7.

2. sublocks X;, Xi, ..., X] are multiplied and
summed to the round keys Kg. ,, Kgi ., -
K and calculates a 32-bit subblocks T°, T*,

8(i-1)+7
T?, T? as
T = (Xi(il . K8(i—1)) @ (Xiﬁl + K8(i71)+4) )

follows:

© 2016 Global Journals Inc. (US)
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T =(X},- Keina) @ (X2, + Kainis) s
T = (X7 Kyayo) @ (X7 + Ky i)
T =(X},- Keins) @ X/, + Kaiy.r) » i=1.

3. to sublocks T°, T*, T?, T® applying the round
function and get the 32-bit subblocks Y°, Y*, Y?
Ye.

4. subblocks Y°, Y*, Y%, Y* are summed to XOR with

subblocks X?’,, X! , ..., X/,,ie. X, =X’ ®Y®
X, =XL@eY? XL=Xiey!, X =X oY
Xi: = XiA—l ®Y’ ) Xi: = Xi5—1 @Yz’ Xi6—1 = Xiﬁ—l ey

X/, =X/, ®Y°, i=1
5. At the end of the round subblocks swapped, i.e,
XP=X0, X=X, XP=XE, o XP=XY
XE=X3, XE=X2, X=X, X=X, i=1.

i-17 i-17

6. repeating the steps 2-5 n time, ie.i=2..n,
obtained the subblocks X?, X}, ..., X

7. in output transformation round keys K, , K., .-
K,.., are multiplied and summed into subblocks X/
CXE, o XD he X, = XKy, X=X 4K,
X:A = X: ’ K8n+2’ xn3+1 = X: + K8n+3‘ X:+1 = Xn3 + K8n+4
) X:+1 = Xf ’ K8n+5 ) X:+1 = Xrl\ + K8n+6 )
Xy:+1 = sz Konr

8. subblocks X?,, X},, .., X!, are summed by XOR
with the round keys K, ... Kimr o Kess:
an+1 = Xni+1 ® K8n+l6+j ) ] =0..7.

As ciphertext receives the combined 32-bit

subblocks X°

n+l

Il X5 X

n+l

[/

In the encryption algorithm GOST28147-89-
RFWKIDEA8-4 when encryption and decryption using
the same algorithm, only when decryption calculates the
inverse of round keys depending on operations and are
applied in reverse order. One important goal of
encryption is key generation.

Key generation of the encryption algorithm
GOST28147-89-RFWKIDEA8—4. In  the n-round
encryption algorithm GOST28147-89-RFWKIDEA8-4
used in each round 8 round keys of 32 bits and the
output transformation of 8 round keys of 32 bits. In
addition, prior to the first round and after the output
transformation is applied 8 round keys on 32 bits. The
total number of 32-bit round keys is equal to 8n+24.

The key length of the encryption algorithm | (

256 <1 <1024 ) bits is divided into 32-bit round keys K;
, K, K Lenght =1/32, here K ={k,.k,,...k .},

Lenght-1
K; :{ko’kl""'kiﬂ}’ K1C:{k32'k33""'k53}a s
KEenght—l :{kl-szvk|-31v'--'k|-1}- Then

K, =0

K =K:@K ®..OK® If

Lenght-1 *

calculated
then as K,
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selected 0xC5C31537, i.e. K =0xC5C31537. Round

keys K, i=Lenght..8n+23 calculated as follows:
KS = SBox0(K?

Creng ) © SBOXI(RotWord32(K ., ,))
@K, . After each generation of round keys value K,

cyclically shifted left by 1 bit.

Decryption round keys are computed on the
basis of encryption round keys and decryption round
keys of the first round associate with of encryption round
keys as follows:

(K3, KKK KK K KD = (Ke) =K,
(KC fl,_KC _K80n+4,(KC 71’_KC _KC

8n+2 8n+3? 8n+5 8n+67 8n+7 /"

Decryption round keys of the second, third and
n-round associates with the encryption round keys as
follows:

(KS KS K¢

8(i-1) ! " N8(i-1)+1? ' V8(i-1)+2!

d _ c -1 c
K8(i71)+7) = ((Ks(nfnl) ’_KB(n7i+l)+6’
- K c (K c

-1 _K c
8(n-i+1)+3? 8(n-i+1)+2 ! 8(n-i+1)+1?

d d

KB(i—1)+5’ K8(i71)+6’

-1 c
—K

8(n-i+1)+4"

Y i=2.n

Kd

8(i-1)+4

(Ks

8(n-i+1)+5

(Ke

8(n—i+1)+7

Kd

8(i-1)+31

Decryption  keys  output  transformation
associated with the encryption keys as follows:
(Ko K Kz Ko Ko Kons K Koo ) =

8n+l? 8n+27 8n+3? 8n+4"? 8n+57

((K) =K (KD 7Kg =KEL (K =KL (KD ).

Decryption round keys applied to the first round
and after the conversion of the output associated with

encryption  keys as  follows: K;mw =Ko
K:n+16+j = K;n+8+j y J :07
IV. RESULTS

As a result of this study built a new block
encryption algorithms called GOST28147-89-IDEA8-4
and GOST28147-89-RFWKIDEA8-4. This algorithm is
based on a networks IDEA16-2 and RFWKIDEA16-2
using the round function of GOST 28147-89. Length of
block encryption algorithm is 256 bits, the number of
rounds and key lengths is variable. Wherein the user
depending on the degree of secrecy of the information
and speed of encryption can select the number of
rounds and key length.

It is known that S—box of the block encryption
algorithm GOST 28147-89 are confidential and are used
as long-term keys. In Table 2 below describes the
options openly declared S—box such as: deg-degree of
the algebraic nonlinearity; NL —nonlinearity; A -relative
resistance to the linear cryptanalysis; & —relative
resistance to differential cryptanalysis; SAC — criterion
strict avalanche effect; the BIC criterion of
independence of output bits. For S—box was resistant to
crypt attack it is necessary that the values deg and NL

were large, and the values 4, ¢, SAC and BIC small.



Table 2: Parameters of the S—boxes of the GOST 28147-89

Ne | Parameters S S2 | S3 | S4 | S5 S6 S7 S8

1 deg 2 3 3 |2 3 3 |2 2

2 NL 4 2 2 |2 2 2 |2 2

3 A 05 |3/4 |34 |3/4 |34 | 34 |34 | 34

4 0 3/8 | 3/8 |38 |38|1/4 | 38 |05 | 05

5 SAC 2 2 | 2 4 | 2 4 2

6 BIC 4 2 4 4 4 4
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