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|dentity-Based Cryptosystem based on Tate
Pairing

Ramesh Ch %, K Venugopal Rao ° & D Vasumathi °

Abstract- Tate Pairings on Elliptic curve Cryptography are
important because they can be used to build efficient Identity-
Based Cryptosystems, as well as their implementation
essentially determines the efficiency of cryptosystems. In this
work, we propose an identity-based encryption based on Tate
Pairing on an elliptic curve. The scheme was chosen cipher
text security in the random oracle model assuming a variant of
computational problem Diff Hellman. This paper provides
precise definitions to encryption schemes based on identity, it
studies the construction of the underlying ground field, their
extension to enhance the finite field arithmetic and presents a
technique to accelerate the time feeding in Tate pairing
algorithm.

Keywords: identity-based crytosystems, tate pair, elliptic
curves and digital certificates.

[. INTRODUCTION

he advent of asymmetric encryption represented a
Tgreat advances in safety of computers, especially

because it solved the problem of key exchange
algorithms for symmetric encryption. But attacks have
been taking the advantage of the fact that it does not
have a guarantee on who and the true owner of a public
key, so that a user can impersonate another easily by
making use of a necessary mechanism of association
between a public key and its owner.

To resolve this problem was created the
mechanism of certified digital, that uses a hierarchical
structure of certifying authorities, able to ensure properly
the possession of a given public key. This mechanism
works very well in open organizations such as the
internet.

In 1984 a model-based cryptographic identities
was proposed by Shamir [1]. This model was intended
to prevent the use of Digital Certificates, using the
identity of the user as its public key. This identity could
be an address of e-mail, Social Security number, full
name, or a combination is of these elements. The
private key would be obtained through a trusted third
party(TA - trust authoraty). With this, digital certificates
would be necessary only in identification of this central
authority, drastically reducing their use. A problem that
exists in this idea is the knowledge of the private key by

Author a: Dept. of Computer Science, G.Narayanamma Institute of
Technology and Science Hyderabad, India.

e-mail: chramesh@gmail.com

Author o: Dept. of Computer Science, G.Narayanamma Institute of
Technology and Science, Hyderabad, India.

Author p: Dept. of Computer Science, Jawaharlal Nehru Technological
University, Hyderabad, India.

the central authority, needed a total expectations by the
user, which requires a lot of care from practical and
legal point of view.

On the other hand, does not need the entire

infrastructure  of hierarchical authorities for the
management of the keys by making the model more
simple and suitable for organizations where hierarchy
and its limitations are well controlled.
Shamir developed a signature scheme based on
identities, whose operation is similar to the RSA. He also
speculated on the existence of a scheme that has a
problem that has been solved in practice by the
cryptosystem of Boneh and Franklim [2], whose safety
has been rigorously demonstrated.

a) Signature Scheme Based on Identities of Shamir

The signature scheme of Shamir based on
Identities and all other forms of encryption based on
identities, being divided into four steps:

1. Setup: this step and held by authority of
expectations to generate the global parameters of
the system and the master key, which will underpin
that only the TA can generate private keys.

2. Generation of private key: this algorithm receives as
input the master key and the identity of a user,
returning the associated private key.

3. Signature: given a private key and a message, the
algorithm returns the signature.

4. Checking: given an identity, a message and a
signature, the algorithm returns true if the signature
of that message matches the identity supplied, and
returns false if contradicts.

1. INTRODUCTORY CONCEPTS

a) Security
We will now define some important issues to
determine the security of an algorithm based on an
additive group, as is the case of elliptic curves
encryption [4]:
* Problem of discrete logarithm: Given Q =
determine n.

nP,

* Problem Computational Diffie-Hellman: Three Data
points P, aP, bP, determine abP.

» Problem of decision Diffie-Hellman: Four Data
elements P, aP, bP and cP belonging to a group G,
answer true if and only if C= ab(Mod #G).

© 2016 Global Journals Inc. (US)
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One of the first uses of pairings was made by
Joux [5]. In this article he showed how the decision has
to be taken to issue the Diffie-Hellman can be easy
through the bilinear maps, thus managed to produce an
application for key sharing among three parties in a
single round.

b) Elliptic Curves

An elliptic curve E defined over a finite field F.™
and a set of points P = (x, y) with x,y € F," such that y
+ a, xy+ayy +a, = x* + a®® + a'x + a° (standard
medium Weiers trass) for g, € F," there, beyond the
point at infinity, denoted by .

Setting up an operation in an appropriate sum,
the elliptic curve form an additive Abelian group with
neutral element given by the point at infinity.

An operation widely used in elliptic curve
cryptography and scalar multiplication, where a point P
and coupled with it own times k to k € Z. A point of order
n such that an extent NP = o« and n the smallest
positive integer this property.

I11. [DENTITY-BASED ENCRYPTION

The central idea of the public key cryptographic
system based on Identity is very simple, because of the
fact that the public key is a numeric value without explicit
direction and which can be calculated from string of any
significance?. In [ 1], it was proposed that the public key
can be the user's identity, such as name , email
address, social security number, cell phone number, 1P
address, serial number of electronic devices, etc.

Is the public key is predetermined (equal to the
identity), and then calculate the secret key ? The answer
to this question comes with the first model of security
assumptions: there is a CA, with the following main
responsibilities:

» Create and maintain safe custody of a secret master
key Sac

* Identify and record all users of the system

» Calculate the secret keys of the users

» Deliver the secret keys securely (with confidentiality
and authenticity)

In 1984, Shamir described the model and
algorithms for digital signature. It took almost two
decades until efficient encryption algorithms were
discovered and demonstrated for the identity -based
model to create interest among researchers and
industry.

For comparison, in Table 1, we see that the
secret key is calculated according to the secret system
of authority and the user's identity. For a convenient f, it
is not feasible to recover the master key from the ID
values. And just the authority is able to generate secret
keys, so that secret itself is a guarantee that the use of
ID will work in cryptographic operations involving the
owners identity.

© 2016 Global Journals Inc. (US)

To encrypt a message to the owner ID or verify
a signature ID, user ID using the identity over the public
parameters of the system, They include the public key of
the authority (see Figure 1).

Transmisson Channel

Alice Bob

IIT

Bob Iden

o (C%::ﬂ‘

Clear Text

V2B

Cipher Text Bob Prirate Key

Public Key

Figure 1: Encrypting the model based on the identity

Table 1: Attributes of cryptographic identity -based
public key style

Secret key Public Warranty
key
=f (D, Syc) ID S
E + 5 %% l:l — ?
Trusted Authority s
Calculated by the authority | Chosen
and chosen by the user or | by the
shared with the user user  or
shared
with  the
user
formatted
for
authority

To decrypt a message to ID or to create a
signature, the secret key ID is required.

a) Advantages

The identity -based model is attractive because
it has many interesting advantages. The first is that the
public key can in most cases be easily remembered by
humans. Very different from the conventional public key,
which is usually a binary string with hundreds or
thousands of bits? The identity can be informed by the
user to their partners and there is no requirement to
maintain key directories.

To be able to view the saving processing time,
storage costs and data transmissions, we will recall, for
example, as It is generally a cryptographic operation
with PCI. If Bob wants to encrypt a message to Alice,
first of all, he must obtain the certificate that was issued
to Alice (consulting a public directory or Alice itself). Bob
needs check the validity period and the signature
contained in the certificate. The signature verification is a
process that sometimes runs the certification path of the
certifying authorities involved in the hierarchy until they

reach the root certification authority. If nothing goes
wrong, Bob can save the Alice certificate for future use.



However, before each use, Bob need to consult a
validation authority to verify that the certificate has not
been revoked (often, a referral to a server that is online).
Once the certificate is valid and not revoked, Bob
extracts the public key of Alice, encrypts the message
and transmits.

In identity-based model, just if the system para-
meters are authentic Bob can encrypt a message based
on the identity of Alice and send (considering that identi-
ty withdrawal is treated as explained below).

A peculiarity of identity -based model is that the
public key can be used before the secret key calcula-
tion. Thus, it is possible to encrypt a message for those
who have not registered with the system authority or has
secret key for decryption. In contrast to the model based
on certificates, the user must first register and get the
certificate, and then to receive an encrypted message
under your public key.

b) Disadvantages

The first disadvantage, which is characteristic of
identity-based systems is the custody of keys. As
explained above, the system authority has the ability to
generate secret keys of all users under their
responsibility. This implies that the authority reaches to
the level of confidence that defined in [10].
Consequently, you can decrypt any encrypted texts that
have access (if you can identify the recipient's identity).
You can also sign on behalf of any user and there is no
irreversibility guarantee. Therefore, it is essential that the
system of authority is reliable enough for eavesdropping
of shares or counterfeiting as these are controllable.

Custody of property keys, referenced by key
escrow in English texts is not always undesirable. Within
a company , for example, if all sensitive documents and
data are encrypted by the employee who created it , the
board may have access to decryption in case of death
or termination of the employee . When there is need for
monitoring the content of encrypted e-mail, it can also
be justifiable custody of keys. However, for most
applications, custodial key is a disadvantage.

Another point unfavourable to identity -based
model is the need for a secure channel for distribution of
secret keys. If delivery occurs in networked and remote
environment, it is necessary to ensure mutual
authentication and delivery with secrecy.

Another concern that one must have in identity -
based model is the possibility of identity revocation. If
the secret key of a user is compromised, its identity
should be repealed. Therefore, it is not recommended to
simply use the number of CPF or mobile phone, for
example, as a user identifier.

c) Additional features

As noted by [1], the identity -based model is
ideal for groups of users, such as executives of a
multinational company or branch of a bank, once the
headquarters of these corporations can serve as system

authority in all trust. Applications small scale, where the
cost of deploying and maintaining an ICP are
prohibitive, are candidates for the use of identity -based
model. When the disadvantages cited above are not
critical, the characteristics model allow interesting
implementations.

Some examples of services with time availability
confidential document that can be revealed to the press
or to a particular group , only from certain date and time
; bids an auction that should be kept secret until the end
of negotiations ; or view a film that should be enabled
only within the rental period contracted.

The identity -based model has also been the
subject of studies in search for alternatives to SSL / TLS,
to Web applications, as shown in [ 7 ]. With the
elimination of certificates the process of distributing
public keys and access control will be simplified.
Similarly, the model has been explored to provide
security in a number of other application areas , such as
grid computing and sensor networks (see for example
[5]and [8]) and other applications.

IV. PAIRINGS

A pairing and a pair of mapping linearly
independent points of an elliptic curve elements of a
finite field is not cyclic. We denote the pairing of two
points P and Q e(P, Q). The properties listed below are
very interesting for cryptographic applications, are
present both in pairing as Weil pairing Tate:

e Identity: Pairing a pair of matched points and
mapped to the neutral element of the underlying
finite field

» Bilinearidade: Data three points P, Q, R, pairing P +
Q and R and the multiplication of the P and R
pairing by pairing Q and R. This property is the most
important of all, because through it we get the
following:

« elPnQ) =eP,Q"=¢e(nP,Q)

« Do not degeneration: If P and Q are linearly
independent, so their pairing and distinct from the
neutral element of the underlying finite field.

e Efficiency: data any two points, its pairing can be
calculated efficiently by a computer.

a) Tate Pairing

K is an integer such that F contains the n nth
roots of unity. Pairing Tate and defined through the
following mapping:

e E[n] X E/NE — FJ/(F)"

where E [n] are the points P of the curve such that nP =
. The Tate pairing can be calculated as e(P, Q) = g (D)
where D and a divider point Q associated with a function
whose rational divider n[P] - n [«]. The Miller algorithm
[Mil04] can be used to calculate the function g.

Menezes, Okamoto, and Vanstone [6] pairings
used to perform a transformation of an elliptic curve
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points super singular to elements of a finite field
generated by the wunitary roots of unity. This
transformation has allowed a large reduction in the
difficulty of the discrete logarithm problem for these
curves.

Sakai, Ohgishi and Kasahara [8] made possible
the construction of a ciframento protocol based on
identities using pairings, this solved the problem
proposed by Shamir in his article.

V. PrROPOSED SCHEME

Now we can describe in detail the proposed
scheme.

Configuration: Given k, the PKG singles groups of
bilinear maps, G;, G, and G, of prime order p> 2*
generators Q € G, ,P=0(Q) € G, ,g=e(P,Q) € G, Select
s random belonging to Z*, a public key of Q,,, = SQ €
G, system summary cryptographic functions H,, H, and
H,.

Generation of key pair: For an identity ID, the private key
and S S QeG..

H1(ID)+S
Encryption: Given a message M , the identity of the
sender ID, and the identity of the recipient IDg, random x
is used belonging to Z,, to calculate

r=g*,C=M @ H;(r)and h=H, (M,r).
It is estimated S=(x + h) ¢ (Sp) and T = x(H; (ID, )P +
(p(qub)'
The cipher text and the triple (c, S, T).

Deciphering and verification: Given the triple (c, S, T)
and the identity of the IDg sender is calculated as

r=e(, Sp),M=c@®H;nandh=H, (M,r).

Accept message if r = e(S, H-1 (ID,)Q+Q,,,)g", in which
case the message M and signature (h, S) are returned.

VI. Review

This proposed scheme is interesting because
their safety was demonstrated by Barreto semantically,
in order to not be subject to attacks that occur when
they are used some optimizations of Weil and Tate
pairings. Also, please note that the simple junction of
the features of this scheme and signature represents a
gain of security.

But there is a problem that has not been
discussed, which is the abrogation of the private key.
This question this open and represents a major problem
for the security of any key establishment protocol,
because the User can and should change your private
key regularly. The problem is in the fact that the private
key calculation is deterministic, that is, given the master
key sea identity ID, the algorithm always returns the
same private key. As the public key and the very identity,
the User can not change your identity to obtain a new
private key, and needed some other solution. Other

© 2016 Global Journals Inc. (US)

asymmetric encryption schemes do not have this
problem because the public key is published and
revoked with its corresponding private key.

VII. CONCLUSION

In this work it was possible to see that
cryptosystems based on Identities are very interesting
and represent an area of research that is growing.
However the joint utilization of digital certificates and
Identity-Based Protocols can be even more interesting
as these two possible solutions to the problem of
ensuring association between public key and its owner
seem to be complementary.
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Anti-Fraud Schema System for |dentification and
Prevention of Fraud Behaviors in E-Commerce
Services

Qinghong Yang * Wei Xing ° , Xiangquan Hu,”, & Yan Quan Liu ®

Abstract- This study aims to determine the best practices and
provide a model of the technical solutions that can effectively
and systematically limit fraudulent transactions of online orders
in e-commerce services, using the methods of analytical
mining and case studies. Based on a process of fraud
prevention and detection performed in the e-business
Dangdang, Inc., a leading online retailer in China, twelve
identifying features of fraudulent order data were extracted and
compiled into a feature matrix. Logistic regression with this
matrix was then used to build a model to judge if an order was
fraudulent. The model was tested using various order data
with machine learning techniques to meet the requirements of
being effective, correct, adaptive, and persistent. Then an
online detection and prevention schema was established and
the hypothesis of so-called Behavior Pattern Change
Assumption (BPCA) was proven. The results show the model
can detect 94% of fraudulent orders. The Anti-fraud Schema
System established for Dangdang is shown to be the best
model for the determination and prevention of fraudulent
behaviors in the e-commerce services.

Keywords: e-commerce services, fraud behavior,
determination, fraud prevention, case studies, logistic
regression, machine learning.

[. INTRODUCTION

= lectronic commerce has enjoyed rapid growth in
=== recent years [1], as more and more people have
e ACCePted online shopping. However, along with
the growing number of transactions, there are a growing
number of fraud activities. The temptation of economic
gain and the difficulty of internet supervision have led to
a great number of online fraud activities. Hackers can
steal online accounts and use these accounts in criminal
activities [2]. Prevention of fraud activities in order to
provide a safe online shopping experience is a
challenge for electronic commerce [3]. EBay is the
leading e-commerce company around the globe, and
every day thousands of customers trade through eBay.
Therefore, eBay has hired experts from the National
Aeronautics and Space Administration (NASA) of the
U.S. to develop an anti-fraud model to detect and
prevent fraud activities.

Author e o p. School of Software, Beihang University, Beijing 100029,
China.

Author €2: Southern Connecticut State University, New Haven, CT
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E-commerce started late in China, and few
resources have been devoted to the anti-fraud field, so
systematic anti-fraud solutions are especially scarce. As
a leading business-to-consumer e-business in China
founded in 1999, China Dangdang, Inc. offers products
mainly in the categories of books, audios, digital
devices, and household merchandise. Dangdang made
an initial public offering (IPO) on the New York Stock
Exchange in November 2010and had over 9,000,000
active customers. Because of its main business is
online, Dangdang shows great interest in solving
Internet-related fraud problems, especially those
involving online orders directly affecting its customers,
as its key strategy is to grow its e-business,

Beginning with are iew of past studies relevant
to the present research, this paper provides detailed
process descriptions of an anti-fraud model’s
development (Section 3), and discussions of its
implementation with a real data mining process (Section
4). The results were concluded significantly that proven
the best practice of fraud determination and detection in
real situation of e-commerce order transactions.

II. LITERATURE REVIEW

A review by Hogan [4] summarized research on
fraud behavior over the past decade. Prior to that
researchers mainly focused on fraud in the areas of
accounting, auditing and finance activities [5].The
growth of online transactions led to a growth of fraud
activities, and the lack of supervision online made it
easy to commit fraud [3]. The online market has some
unique features that attract fraud activities, namely
information asymmetry, online transactions and the
uncertainty of traders’ identities and commodities [6].

Lou & Wang’s research reveals that though
many methods can be used to prevent fraud activities,
e-commerce should use a systematic method to solve
the problems uniformly [7]. Account information is
collected and the information used to summarize the
patterns of fraud to adapt to different situations [8].
Latch (1999) pointed out that using classification
algorithms such as ID3 and C4.5 to detect fraud
patterns and identify accounts with suspicious activity
and then allowing humans to make the final judgment
could work well in detecting fraud [9].
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Detecting fraud behavior and managing fraud

risk require the design and application of a fraud-
detection model. Eining et al. find that auditors can
manage different levels of fraud risk better and make
unanimous auditing decisions by using an expert
system [10]. Green and Choi use a neural network to
detect fraud behavior and achieve satisfactory results
11].
i Ohlson found that the identifying features of
fraud activity could be used to alert sellers to fraud
activities during financial transactions [12]. Lenard and
Alam used logistic regression in detecting fraud
activities [13]. This method has also been employed in
several researcheslater on [14][15].

Maranzato [1] researches how to detect fraud
activities in an e-commerce system. He then uses
logistic regression to detect and identify features of
credit fraud, and he also points out that logistic
regression depends greatly on the data quality [16].

This work focuses on how to detect and prevent
fraud activities in online transactions, especially before
fraudulent orders are completed in the environment of e-
commerce.

[1I. RESEARCH DESIGN

This work combines analytical mining and case
study using the real data of Dangdang’s sale
transactions to identify the common patterns of
detecting and preventing fraud activities from occurring
within online orders.

a) Collecting and Processing Data

Real customer order records collected from
Dangdan’s transaction logs, including initially identified
fraudulent orders by the company’s customer services
officers, were processed in the following five phases:

Phase one: collect order data from Dangdang
(01/01/2014-07/09/2014) and statistically analyze it to
identify the features that can distinguish fraudulent
orders from legitimate ones. Purposely, we used this
method to find key features of fraud activities to and
build a feature matrix system from machine learning.

Phase two: use the order data collected from the same
period of time (01/01/2014-07/09/2014) to develop and
train a logistic regression model to predict orders that
are unusual.

Phase three: test the order data collected from
Dangdang (07/01/2014-08/31/2014) with this logistic
regression model to reveal how well the model works on
the condition that the fraud ratio of orders is high.

Phase four: test the order data collected from Dangdang
(10/07/2014-10/28/2014) with this logistic regression
model again to reveal how well the model works on the
condition that the fraud ratio of orders is low.

Phase five: employ this model in a non line environment
with real customer records to assess the usefulness of
the model.

b) Making Behavior Pattern Change Assumption

Unusual orders are associated with customer
behaviors differing from normal ones. As empirical
evidence in daily sales has accumulated, the
researchers are convinced with such a set of
hypothetical rules that may direct the fraud discovering
process, as we so call Behavior Pattern Change
Assumption (BPCA).

Rule 1, for most of the e-commerce user
accounts, customer behaviors are consistent with
shipping address, receiver name, receiver phone,
payment habits, and so on, remaining steady. This is
called ‘steady behavior.” Sudden changes of some or all
of these attributes may indicate fraudulent behavior.

Rule 2, when an order is confirmed as a
fraudulent order, all the orders whose receiver address,
receiver IP and so on are same as this order are
considered suspicious. This is because one hacker may
steal multiple accounts and make multiple orders;
however, the IP and address may stay the same. It's like
one fraudulent order infects the IP or address. This is
known as the ‘suspicion infection’.

Rule 3, hackers won’t add their own money to
an account but will just deplete the balance in the
account or do other things that won't benefit the
account but will deplete all possible resources from the
account. They want to maximize their profit. This is
called “maximum rob”.

c) Underling Research Procedure

An outline of the research procedure for this
study consists of defining the case, analyzing the data,
until extracting, evaluating and implementing the
outcomes shown in Figure 3.

Extract the
characteristics
of fraud
behaviors

Define the
objective of
case

Analyze historic

=
data

Evaluate and
optimize model

Construct fraud
model

Applying model
and forecast

Figure 3: Research process of detecting fraudulent orders
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Analyzing order data: The data from orders that have
been marked as fraudulent by customer service are
analyzed.

Feature extraction: Custom service and technology
experts brainstorm to extract some features that may
distinguish fraudulent orders from legitimate ones and
statistically test them.

Model construction: Use the statistical analysis and
apply an algorithm to the data and establish the norm of
the algorithm. Use order data to create a logistic
regression model.

Test and optimize the model: Use test order data to test
and assess the performance of the model, then
continue optimizing the model.

Model application: Use the fraudulent order detection

model to judge online transaction orders then assess
the performance and economy value of the model.

[V. CONSTRUCTION OF A FRAUDULENT
ORDERS' DETECTION MODEL

In an attempt to create effective technical
solutions that could systematically limit fraudulent
transactions of Internet orders, a fraudulent order
detection model based on the Behavior Pattern Change
Assumption (BPCA) was developed, consisting of the
following process.

a) Determination of Fraudulent orders

Fraudulent orders occur when a hacker steals a
customer’s account and uses the balance in the
account to purchase goods for him/her self. Fraudulent
orders are confirmed when customers call customer
service to complain. Customer service staff will also call
the customer to check if the customer or hacker places
an unusual order, which usually is the primary method to

determine whether the order is a “regular” or “fraud”
order.

b) Process of Analysis

The core idea of fraudulent order detection is to
compare normal orders with fraudulent orders to find
identifying features that distinguish them. These features
can then be used to judge if an order is fraud or not with
BPCA.

There are three steps to extract the features of
fraudulent orders:

Step 1: Customer service staffs locate fraudulent orders
because of customer complaints.

Step 2: Statistical analysis of commonly used
information such as the IP address of the order, receiver
name, receiver address and receiver phone number.

Step 3: Compare normal orders with fraudulent orders to
identify features that distinguish fraudulent orders from
normal ones.

c) Analysis of Source Data

Labelled order data are provided by Dangdang
customer service, and analyzing these data can verify
BPCA at some level. When a hacker places a fraudulent
order, the receiver name, receiver number and receiver
address are different from the normally used
information. Because hackers don’t want to use real
addresses, they may use some generic rough ones
ending with ‘county’, ‘block’, ‘corner’ or ‘street’. Six
features that can distinguish fraudulent orders from
normal ones therefore were identified.

We analyzed the six features using real data
from Dangdang to determine their effectiveness in
identifying fraudulent orders. The source data were from
Dangdang’s order data between January 1 to July 9 of
2014, in a total of 2075 fraudulent orders and 1513
stolen accounts.

Table 4.7: Items that can distinguish fraudulent orders

item ID Definition Frequency
rough_addr Is the address rough? 71.1%
usually city Is the receiver city usually used? 42.5%
usually tel Is the receiver phone usually used? 35.5%
usually name Is the receiver name usually used? 34%
usually_email Is the receiver email usually used? 32.6%
payment_ratio,0.05 Pay for the order using extra money 7.3%

instead of the money stored in the
account, the ratio of extra money is

more than 0.05

Taking the feature rough addr as example,
frequency in the table means that 71.1% of all orders
that have rough_ addr are fraudulent orders. According
to the results of these statistical tests, a basic idea of
fraudulent orders emerges and this result will help in
building a machine-learning model. These results also
reveal some interesting facts. First is that rough_addr is
a very identifiable feature from which to detect

fraudulent order. Usually city, usually tel, usually
name, usually email all show some potential to detect

fraudulent orders. Payment ratio verifies that hackers
just want to maximize their profit, which is the rule 3 of
BPCA. These simple statistical results are useful at
some level, to solve the fraudulent order detection
problem and to further verify that BPCA, the machine
learning algorithm is needed.
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d) Fraudulent order Detection Model using Logistic
Regression

Firstly, Choosing an appropriate algorithm.
Logistic regression is a suitable algorithm for fraudulent
order detection because it is not hard to apply, and the
company’s customer service staff can easily interpret
the result.

Assuming some identification features as
previously described. The identifying features and order
data are input into the regression, and then the
algorithm builds a model where each feature has a
coefficient showing how much this feature can affect the
result. The features with low coefficients (i.e. that don’t
significantly affect the results) are removed and the
model is run again.

Formula 4-1 shows the result of the model. If
the model returns a result of 1, then the order is fraud,
less than that indicating otherwise.

:{ 1 fraud order
0 normal order

(4-1)

Using identification features as x =
(x_1x 2,....x _p), logistic regression can be represented
as Formula 4-2.
Pt =PY=1|x) =n(x) = 1/(1+e ™ (-g(x))) (4-2)

Where g(x) =B 0+B 1 x 14+B 2x 2+--+B P
x p (1=p=<n)

Using maximum likelihood estimation, the

coefficients B0, B1, PBp can be obtained. According to

Formula 4-2, an interested party can calculate the
possibility of one order being a fraudulent order. When

using a binary classifier, it becomes necessary to pick a
threshold; if the possibility is greater than the threshold,
the order is a fraudulent order, otherwise it may be
innocent. The value of the threshold can be anywhere
between 0 and 1.However, if the threshold is too low, the
model would be unstable and if the threshold is too
high, the recall rate would not be ideal. This paper
chooses 0.75 as the threshold.

Second, conducting characteristic statistics and
extraction. The most critical process to build the fraud
detection model is to select identification features. The
statistical information in Table 4.1 shows fraudulent
orders always having features such as different receiver
name, receiver address, receiver city, and receiver
telephone number, which can ascertain fraudulent
orders made by hackers going directly to their own
addresses.

Features 1-14 in Table 4.2 are deduced by the
concept “steady behavior” of BPCA. Receivers related
information changes mean that this order might be a
fraudulent order. Features 15-19 deduced by the
concept “suspicion infection” of BPCA mean that if
some receiver's phone numbers or receiver addresses
have been complained about before, new orders that
have the same receiver address and receiver phone
number have the possibility of being fraudulent orders.
Feature 20 is based on the statistical results shown in
Table 4.1, if the receiver address is rough, there is a
high possibility that the order is fraudulent order.
Features 21-23 are based on “maximum rob” of BPCA,
meaning that the hackers want to make the most profit
possible out of the stolen account.

Table 4.2 : |dentification features of the logistic regression model

Feﬁ;[)ure Feature name (x) Explanation

1 name_dubious_count Complaint number of this receiver name.

2 name_cust_dubious_count How many customer IDs are related to this
receiver name?

3 tel_home_dubious_count Complaint number of this receiver telephone
number.

4 tel_ home_cust dubious_coun How many customer |Ds are related to this

t receiver telephone number?

5 tel_mobile_dubious_count Complaint number of this receiver mobile phone
number.

6 tel_mobile_cust_dubious_cou How many customer IDs are related to this

nt receiver mobile phone number?

7 orderip_dubious_count Complaint number of this receiver IP address

8 orderip_cust_dubious_count How many customer IDs are related to this
receiver |IP address?

9 addr_dubious_count Complaint number of this receiver address.

10 addr_cust_dubious_count How many customer IDs are related to this
receiver address?

11 permid_dubious_count Complaint number of this receiver permid*

12 permid_cust_dubious_count How many customer IDs are related to this
receiver permid*

13 email_dubious_count Complaint number of this receiver email.

14 email_cust_dubious_count How many customer IDs are related to this

receiver email?
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15 name_frequency count

16 tel_ home_frequency count
17 tel_mobile_frequency_count
18 city_frequency count

19 addr_frequency_count

20 rough_address

21 whole_price

22 Payment

23 payment_ratio

24 Intercept

How many orders does the customer make
using this receiver name in history?

How many orders does the customer make
using this receiver telephone number in history?
How many orders does the customer make
using this receiver mobile number in history?
How many orders does the customer make
using this receiver city in history?

How many orders does the customer make
using this receiver address in history?

Is this address rough?

The total price of the order.

How much money should the receiver pay when
they receive this package?

How much should be paid apart from using the
account balance?

The constant in logistic regression model.

*permid is used to identify customers. Whether or not
the customer is logged in, Dangdang will save a permid
on the device being used to browse Dangdang.

These identification features are used to
compose an identification features matrix, and then
training data is used to train the matrix. Some of the
identification features may not be effective in detecting
fraudulent orders, and some ineffective features are
eliminated during the training process.

V. APPLICATION AND RESULTS

The implementation of the logistic regression
discussed above helps develop a fraudulent order
detection model and test its effectiveness using the real
order data of Dangdang as the experimental subject.

a) Preparation and Preprocessing of Data

Preprocessing of data is a key problem in
machine learning, because in most cases data is
incomplete, noisy and incompatible. The result of a
machine-learning algorithm depends greatly on the
quality of data. Data preprocessing includes: data

cleaning, data integration, data conversion and data
reduction [17].

Because of the volume of data, a sample of the
total order data has been used with a ratio of fraudulent
orders versus normal orders of from 1:5to 1:9.

Continuous numbers were assigned to discrete
sections. For example, the total money was divided into
sections [0,10), [10,50), [50,100), and >100.
Discretization can be used when the focus is only on
relative value instead of absolute value. The
discretization formula used in this paper is In (x+1)/In2.
Discretization is useful to describe nonlinear
relationships and solve the hidden flaws in data [11].

b) Process and Application of Model
Based on Formulae 4-1 and 42, R
programming language was used to create a logistic
regression model and then train the model to obtain
coefficients.
gx) = BO+B 1 x 14+B 2 X 2+--4+B p x p(I=p=23)
(5-1)
After  training, the coefficients, namely
BO, B1, ...Bp can be figured out as shown in Table 5.1.

Table 5.1: Coefficients of first training

Index X (Feature name) B (coefficient)
1 email_dubious_count 6.990
2 name_cust_dubious_count 0.619
3 rough_address 0.5632
4 orderip_cust_dubious_count 0.168
5 permid_cust_dubious_count 0.166
6 addr_dubious_count 0.075
7 tel_mobile_dubious_count 0.062
8 tel home_cust_dubious_count 0.049
9 addr_cust_dubious_count 0.003
10 whole_price 0.000
11 name_frequency_count 0.000
12 email_cust_dubious_count 0.000
13 Payment -0.000
14 addr_frequency count -0.004
15 tel_mobile_frequency count -0.006
16 tel_ home_dubious_count -0.023
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17 payment_ratio -0.030
18 tel_ mobile_cust_dubious_count -0.031
19 permid_dubious_count -0.056
20 orderip_dubious_count -0.097
21 city frequency_count -0.341
22 name_dubious_count -0.462
23 tel_home_frequency_count -0.464
24 Intercept -5.161

c) Optimization and Second Training of Model

After first training, the coefficients of the first
model were obtained. Then, based on the analysis of
these results, 13 features were deleted and 1 new
feature added. Features were deleted based on three
rules:
Rule 1: If one feature’s coefficient is 2 magnitudes lower
than the biggest coefficient, it should be deleted.

Rule 2: If one feature’s coefficient is not logical, it should
be deleted.

Rule 3: If one feature is considered not logical after
discussion with experts, it should be deleted. Features
that have the pattern “*** cust dubious count” all
have low coefficients and after discussion it was
determined that these features are not very logical, so
they were deleted (see Table 5.2).

Table 5.2 : Features that were deleted and why

X (Feature name) B(coefficient) Reason for
deletion
Payment -0.000 r1
addr_cust_dubious_count 0.003 r3
email_cust_dubious_count 0 r3
name_dubious_count -0.462 r2
name_cust_dubious_count 0.619 r3
orderip_cust_dubious_count 0.168 r3
permid_cust_dubious_count 0.166 r3
tel_home_dubious_count -0.023 r1
tel_home cust_dubious_count 0.049 r3
tel_mobile_cust_dubious_count -0.031 r3
name_frequency_count 0 r
tel_home_frequency count -0.464 r3
tel_mobile_frequency_count -0.006 r1

A new feature, phone address was added.
Phone address is a complex feature that can be
calculated by this rule: if neither the receiver mobile
number nor the address of one order have ever been

used in this account, then phone_address is the number
of total history orders of this account, unless

phone_address is 0. This feature was added based on
the reasoning that the more orders a user has bought,
the lower the likelihood of them changing receiver
address and mobile number at the same time. The final
logistic model is shown in Table 5.3.

Table 5.3 : Final features and coefficients of logistic model

Sequence X (Feature name) p(coefficient)
1 city frequency count -0.405
2 addr_dubious count 0.305
3 email_dubious count 2.680
4 orderip_dubious count 0.561
5 phone_address 0.887
6 tel_mobile_dubious_count 0.993
7 whole_price 0.338
8 addr_frequency_count -1.050
9 payment_ratio -0.200
10 Intercept -1.395
11 permid_dubious_count 0.605
12 rough_address 0.406

By analyzing the final model, BPCA is testified
and the following conclusions are reached.

The coefficients of city frequency count and
addr_frequency _count are negative, which means if the
receiver city and receiver address of an order have been
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used in this account many times, the order is less
suspicious.
The coefficients of addr_dubious_count, email_

dubious_count,tel_mobile_dubious_count,permid_dubio
us_count and orderip_dubious_count are all positive.



This result confirms the hypothesis of “suspicion
infection”: the new orders that have the same receiver
address, mobile number and IP as previous fraudulent
orders are considered suspicious.

The coefficient of rough_address is positive,
which means that an order with a rough address is
suspicious because those committing fraud do not want
to supply their address.

The coefficient of par rate is negative, which
means that if the customer should pay extra money over
the value of their account balance, the order is less
suspicious.

The coefficient of whole_price is positive, which
means that fraudulent orders tend to be greater in total
price. However, the absolute value of the coefficient is
one of the lowest ones, so this tendency is not very
important.

The coefficient of phone address is positive,
which means that if one account has made many orders
in history and now uses both a new receiver mobile
number and a new address to make a new order, then
the new order is suspicious.

The results shown in table 5.3 verify the BPCA.

d) Testand Performance of Model

Using the values (x1, x2, x4....) of the features
of one order as input, the model calculated a possibility
(Pf as shown in Formula 5-2) of this order being a
fraudulent order. If the possibility is greater than the
threshold (0.75), then this order is a fraudulent order,
otherwise legitimate.

Pt =PY=1|x) =n(x) = 1/(1+e "™ (-g(x)) )
(5-2)
gx) =B O0+B IXx1+B 2X 24+-+B pPX P
(1=p=11)

The values of B0, B1, ... Bp are shown in
Table 5.3. X1, x2...xp are provided by Dangdang’s data
system.

Four categories were defined: FF (judged as
fraud, in fact is fraud), FC (judged as fraud, in fact is
clear), CF (judged as clear, in fact is fraud), and CC
(judged as clear, in fact is clear). Human check number
is the number of orders that should be checked by
customer service officers, recall rate is the rate of
fraudulent orders that can be detected by the system,
the calculation of these two values are shown below.

Human check number=FF+FC (5-3)
Recall rate=FF/(FF+CF) (5-4)

Two experiments were designed to test the
effects of the fraud detection model in different
conditions of time and situation.

Experiment 1 used Dangdang order data from
07/01/2014 to 08/31/2014 as the test data set. It
detected 395 of a total of 417 fraudulent orders. The
result is shown in Table 5.4 where it can be seen that the
model works well in a situation where the rate of
fraudulent orders is high.

Table 5.4 : Results of Experiment 1

Index Value Index Value
Fraudulent order 417 CF 22
number
Normal order 346725 FC 896
number
Total order number 347142 CC 345829
Threshold 0.75 Recall 0.95
FF 395 Human check 1291

number

Experiment 2 used Dangdang order data from
10/07/2014 to 10/28/2014 as the test data set. The
model detected 48 of a total of 51 fraudulent orders. The
result is shown in Table 5.5. Three fraudulent orders
were missed. One of them was the first order of a new
account, and the other two were a situation in which one
customer used another customer’s gift card, but the
account using the gift card was not stolen.

© 2016 Global Journals Inc. (US)

Global Journal of Computer Science and 'l‘cchn()l()g‘\' ( C) Volume XVI Issue IV Version I ﬂ Year 2016



Global Journal of Computer Science and chhnology ( C) Volume XVI Issue IV Version I E Year 2016

Table 5.5 : Results of Experiment 2

Index Value Index Value
Fraudulent order 51 CF 3
number

Normal order 270414 FC 1443
number

Total order number 270465 CC 268971
Threshold 0.75 Recall 0.94
FF 48 Human check 1491

number

The fraudulent order rate in Experiment 2 is
0.000189, which was less than the rate 0.001201 of
Experiment 1. It can be seen that the recall rate and
human check number are close to that in Experiment 1.

e) Performance of the Model

The changes in numbers of fraudulent orders
and amount of money stolen were analyzed to show the
usefulness of the fraudulent order detection system. The
anti-fraud system using this fraud detection model
started to run on 06/24/2014. Figure 5.1 shows the
change in fraudulent order numbers from 01/2014 to
01/2014. Figure 5.2 shows the change in amount of

money being stolen from 01/2014 to 01/2014. Based on
the information in Figures 5.1 and 5.2, it appears that
after the system was implemented in 06/2014, the
fraudulent order problem was controlled. Such a fraud
detection system was not in place in Dangdang before,
as shown in figure 5.1. Prior to April 2014 there were not
many fraudulent orders found, because Dangdang had
no way to control the situation. April 2014 could be a
bench mark in China. That year a number of accounts
were terribly leaked in China. Dangdang, as one of the
biggest ecommerce entities, were attacked by hackers
who used the leaked accounts
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Figure 5.1: Trend of fraudulent order number per month
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Figure 5.2 : Amount of money being stolen per month

94% of all fraudulent orders can be detected by
this system. After the anti-fraud detection system was
implemented, fewer complaints were received.
Combining this system with human rechecking, both the
number of fraudulent orders and the amount of money
stolen were reduced.
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V1. CONCLUSIONS

We found that trading fraud in online
ecommerce can be detected and prevented. Order
fraud is a key problem of trading online and is very
harmful to companies. By focusing on the determination
of these online order frauds, the real situation and data
of Dangdang was used with these two steps to follow.



First, statistical analysis was carried out to determine the
basic differences between fraudulent orders and normal
ones, and then a logistic regression model was created.
Finally, different experiments were designed to test the
validity and effectiveness of the Fraudulent orders’
Detection Model using twelve identifying features, which
is the best model approved by the company in
identification and prevention of fraud behaviors in e-
COmmMmerce services.

a) Pattern of Detecting and Preventing Online Seller
and Customer Fraudulent orders

First, statistical analysis of order data was
carried out to provide a basic idea of the characteristics
of fraudulent orders. Then, the features that can help in
distinguishing fraudulent orders from normal ones were
extracted and used to format a feature matrix. The
feature matrix and logistic regression algorithm were
used to build a fraudulent order detection model and
carry out optimizations. Finally, the model's
effectiveness was tested, and the model was used to
detect real time orders and keep track of the
performance of the model.

There would be no way to determine fraudulent
orders without the implementation of this new developed
model, which has been allowing enabled the company’s
customer service staff to successfully catch and free
zesuspicious accounts. About 94% of fraudulent orders
were detected in Dangdang in the past year with the
model. It helped the company reduce fraudulent orders
and therefore could be instructive to and implemented
by similar electronic commerce entities.

b) Economical  Significance  of
Preventing Fraudulent order
Reducing the number of fraudulent orders can
benefit both customers and companies. First, fewer
fraudulent orders means fewer customers losing money
and more customers enjoying their shopping
experience. Second, fewer fraudulent orders means that
companies will receive fewer complaints and customer
satisfaction will be higher. The public image of
companies is improved with fewer fraudulent orders.

VII.

Detecting  and

FUTURE WORK

This report describes innovative research on the
role of features of online orders and accounts in
monitoring online transaction activities. This work
resulted in a model that can detect patterns of fraud
activity in online transactions, and judges the likelihood
of each transaction being fraudulent. When the
likelihood of a transaction being a fraud is high, human
checks are still required to make a final judgment.
Therefore, human resources are needed in identifying
fraud. There are a variety of fraud activities, so different
detection processes are required. Therefore, the
process and model of this work can in future be
adjusted to be used in more situations.
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Social Media Analytics using Data Mining

Hibatullah Alzahrani

Abstract- There is a rapid increase in the usage of social
media in the most recent decade. Getting to social media
platforms for example, Twitter, Facebook Linkedin and
Google+ via mediums like web and the web 2.0 has become
the most convenient way for users. Individuals are turning out
to be more inspired by and depending on such platforms for
data, news and thoughts of different clients on various topics.
The substantial dependence on these social platforms causes
them to produce huge information described by three
computational issues in particular; volume, velocity and
dynamism. These issues frequently make informal
organization information exceptionally complex to break down
physically, bringing about the related utilization of
computational method for dissecting them. Information mining
gives an extensive variety of strategies for recognizing valuable
information from huge datasets like patterns, examples and
standards. Various data mining strategies are utilized for
useful data recovery, factual displaying and machine learning.
These systems generally do a sort of pre-processing of data,
performs the data analysis and information. This study
examines distinctive information mining procedures utilized as
a part of mining different parts of the informal community over
decades going from the chronicled systems to the forward
model.

Keywords: social network, data analysis, data mining,
social media platform.

[. INTRODUCTION

ata mining is an instrument which helps in finding
different patterns in the dataset under analysis

and connections inside the information. Mining of
information finds concealed data from substantial data
bases. Analysis of social media platforms has attracted
much consideration in the form of chart information
administration in research field. To guarantee important
information mining results it's better to comprehend the
information better. There are a few components which
has made the analysis of information on social platforms
pick up tremendous significance by data scientists.
Couple of such variables incorporates the presence of
enormous measure of information on these platforms,
the representation of this data in dashboard forms as
diagrams.

Data mining is an intelligent procedure inside
which advancement is characterized by revelation throu-
gh either programmed alternately manual strategies.
Organizations can gain from their exchange information
more about the conduct of their clients and in this way
can enhance their business by making use of this infor-
mation science can acquire from observational informa-
tion, new bits of knowledge on exploration questions.

Author: e-mail: mesfer66@gmail.com

Web use data can be broke down and used to advance
data access. Along these lines information mining
creates novel, unsuspected understandings of informa-
tion.

1. ISSUES IN ANALYSING SOCIAL

DATA Linkage Based - In linkage-based examination,
analysis on the linkage conduct of the system with a
specific end goal to decide essential hubs, groups,
joins, and developing locales of the system is build. This
analysis gives a decent outline of the wide development
conduct of the network and it gets easy to gauge the
current situation of the data flowing in these networks on
the social media platform.
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Figure 1 : Source: https://aci.info/2014/07/12/the-data-
explosion-in-2014-minute-by-minute-infographic/

Content Based - Numerous social media platforms for
example, Flickr, Message Systems, and YouTube
comprises of massive data which can be utilized
keeping in mind the end goal to enhance the quality of
the data analysis. For instance, a photo sharing site, for
example, Flickr contains a huge measure of content and
picture data as client labels and pictures. Also, blog
systems, email systems and message sheets contain
content substance which are connected to each other.
Consolidating content-based examination with linkage-
based investigation gives more successful results in a
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wide assortment of uses. For example groups which are
planned with content substance are much wealthier as
far as conveying data about the topical ability of the
fundamental group.

I11. ANALYSING SOCIAL MEDIA PLATFORM
DATA

a) Graph Theory

Graphs theory is most likely the principle
strategy in the analysis of social media platforms in
starting era of such platform [1]. The methodology is
used on social media platforms data with a specific end
goal to decide critical components of the system, for
example, the hubs and connections (for instance
influencers and the devotees). Influencers on these
community have been recognized as clients that have
sway on the exercises or feeling of different clients by
method for followership or impact on choice made by
different clients on the system. This hypothesis has
ended up being exceptionally powerful on matter scale
datasets [2]. This is on account of it is equipped for bye-
passing the working of a genuine visual representation
of the information to run on information frameworks.
Centrality measure was used to investigate the
representation of force and impact that structures
bunches cohesiveness on social media platforms [3].
Parameterized centrality metric is used to deal with the
system structure and to rank hubs availability. Their work
framed an expansion of a-centrality approach which
measures the quantity of reduced ways that exist among

_' Mp 49

b) Community Detection

Community can be defined as small gathering
inside a bigger system. This arrangement is most
common qualities of informal community locales. Custo-
mers with comparative interest structure comes together
and forms groups on social media platforms conseque-
ntly showing solid sectional structure [5]. Groups on
these platforms are similar to other groups in real
business scenarios and are extremely perplexing in
nature and hard to distinguish. Applying the proper
instruments in identifying and comprehending the
conduct of system groups is significant as this can be
utilized to demonstrate the dynamism of the community
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they come from [6]. Various clustering principles have
been given for the grouping strategies to distinguish
groups on informal community with various leveled
grouping being for the most part utilized. This procedure
is a mix of numerous strategies used to gathering hubs
in the system to uncover quality of individual gatherings
which is then used to circulate the system into groups
[7].Vertex grouping has a place with progressive
grouping techniques, diagram vertices can be determi-
ned by including it in a vector space so that pairwise
length between vertices can be measured. Basic simi-
larity measures of various leveled bunching focus on
number of regular system associations shared by two
hubs [8].Two individuals on social system with a few
common companions will probably be nearer than two
individuals with less common companions on the
system [9]. Clients in the same social system group
regularly prescribe things and administrations to each
other taking into account the experience on the things or
administrations included. This is known as recommen
der framework

c) Recommender System

Taking into account the commonality between
hubs in the social media platform hubs CF method
which is known as collaborative filtering can be used
which shapes one of the three classes of the
recommender framework (RS), can be utilized to study
affiliation among clients. Things can be prescribed to a
client taking into account the rating of their common
association [10]. Where CF's primary drawback is that of
information  sparsity, content-based (another RS
technique) investigate the structures of the information
to deliver suggestions. Be that as it may, the cross
breed approaches normally propose suggestions by
joining CF and data based proposals [11]. The analysis
in proposed approach named EntreeC, a framework
that pools learning based RS and CF to prescribe
eateries. The work in enhanced CF calculation by
utilizing an insatiable execution of various leveled
agglomerative grouping to propose pending gatherings
or diaries in which data scientists can present their work
[12].




d) Semantic Web

The Semantic Web stage makes information
sharing and re-use conceivable over various
applications and group edges. Finding the evolvement
of Semantic Web (SW) improves the information of the
conspicuousness of Semantic Web People group and
imagines the combination of the Semantic Web. There
has been a lot of work done where this is utilized FOAF
which is known as friend of a friend to investigate how
nearby and worldwide group level gatherings create and
develop in substantial scale of social media platforms
on the Semantic Web [13]. The study uncovered the
advanced layouts of social structures and conjectures
future float. In the same way application model of
Semantic Online analysis of social media platforms
model makes the ontological field library of these
platforms consolidating with the ordinary blueprint of the
semantic web to achieve keen recovery of the Web
administrations [14]. Besides others have enhanced the
open-source Web-Harvest structure for the accumula-
tion of online platforms information with a specific end
goal to study structures of trust upgrade what's more, of
online investigative affiliation [15]. Semantic Web is a
moderately new territory in informal organization
examination and exploration in the field is as yet
developing.

[V. CONCLUSION

The ascent of social media platforms gives
exceptionally solid impacts to the set of methods
created for mining diagrams and social systems. Social
media platforms are established in numerous sources of
information and at various scales. In this scope data
mining gives capable approach to execute and make
utilization of database. In this paper we have quickly
looked into the different information mining methods
which are utilized for informal organization investigation
also, its applications. It is very important to study social
networks from the business perspective and hence by
doing it successfully organizations can get insights into
their current market landscape and can further leverage
that knowledge into framing their plan of action and
marketing strategies to improvise their positioning in the
market and leapfrog the competition.
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MAGED: Metaheuristic Approach on Gene
Expression Data: Predicting the Coronary Artery
Disease and the Scope of Unstable Angina and

Myocardial Infarction

E.Neelima ®* & M.S.Prasad Babu °

Abstract- The Genetic risk prediction strategies found in
practice for coronary artery disease are not significant to
estimate the scope of adverse cardiovascular events such as
unstable angina and myocardial infarction. Hence in regard to
this objective, this manuscript contributed a metaheuristic
approach to predict coro- nary artery disease and the scope of
unstable angina and myocardial infarction. The proposed
metaheuristic is built from the gene expression data of blood
samples collected from patients with coronary artery disease
diagnosed, unstable angina and Myocardial Infarction. The
data also includes gene expression data collected from the
blood samples taken from the people clinically proven as
salubrious (healthy). The relation between genes and gene
expressions are considered as the state of input to devise the
metaheuristic. In order to find the confidence of the relation
between gene and gene expression a bipartite graph is built
between them. The experimental study evincing that the
prediction performance of the proposed model is substantial
that compared to other benchmarking models.

Keywords: micro array, coronary artery disease, unstable
angina, myocardial infarction, gene expression data,
gene expression profiling, metaheuristics, machine
learning.

[. INTRODUCTION

C ardiovascular diseases are the critical reason of
human deaths happening worldwide. The statis-
tics indicating that this disease causes annually
around 17.3 million deaths [1].The inadequate blood
supply to the heart causes necrosis of myocardial tiss-
ue, which is clinically referred as Myocardial Infarction
MI).

M The MI was claimed 7.6 million deaths among
58 million deaths worldwide in 2005 [2]. The advan-
cements in clinical practices to diagnose and prevent Ml
are evinced to be not significant, since the count of
human deaths due to Ml is high that compared to the
deaths caused by any other disease [1] [2].

The current diagnosis of Ml is based on clinical
symptoms including chest pain and difficulty to breath,
ECG pattern variants, and potential drop and raise of
blood floating in cardiac muscles (cardiac troponins
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also referred as cTns) [3]. Though the phenomenal
advances in clinical diagnosis strategies found, still the
substantial constraints are evinced in current clinical
diagnosis strategies. The advances in hs-cTni assays
[4] have evinced high detection of cardio vascular
disease cases (Increased true positive rate) but
significant normal cases have been labeled as cardio
vascular prone (decreased true negative rate), which is
a potential constraint. Another advanced approach of
diagnose the cardio vascular disease diagnostic
measure is the cardiac miRNAs as biomarkers [5]. The
prediction outcomes of this model are trivial due to
limited size and tissue specific expression. Hence it is
obvious to have more significant and automated
detection strategies, which are using the cardiac
miRNAs as primary input [6]. The serum inflammatory
markers such as BNP, CRP are also considered as
cardiovascular biomarkers but the detection accuracy
observed with slight improvement [7][8][9].

The acts such as clinical pathology and biology
are the crucial to define cardiac biomarkers, which are
expensive and less accurate. In contrast to this, the
gene expression profiling quantifies the gene express-
ions formed by the large quantity of genes in order to
identify biomarkers, which is analogous and concurrent
across the multiple pathways. Hence the gene expre-
ssion profiling is potential and feasible to quantify the
biomarkers to diagnose cardio vascular diseases [10].
The biomarkers defined by Gene expression profiling
are potential and those are not evinced by the pathology
and biology based clinical processes.

The rest of manuscript describes the related
work in section 2, the Metaheuristic Approach on Gene
expression Data (MAGED) that followed by section 4,
which elaborates the experimental study of the proposal.
Finally the section 5 concludes the contribution of the
manuscript.

II. RELATED WORK

Gene expression analysis is a potential appro-
ach to discover profound biomarkers of cardio vascular
diseases. The contemporary literature contains signify-
cant contributions in defining biomarkers through gene
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expression analysis. Randi et al., [11] devised a gene
expression analysis that conceded 482 genes
associated to the composition of plagues found in
arteries. Many of these genes were not considered for
atherosclerosis in earlier diagnosis strategies. Archacki
et al.,[12] proposed a gene expression profiling strategy
that resulted 56 different genes for atherosclerosisprone
and salubrious human coronary arteries. Among these
56, the 49 genes were not associated to coronary artery
disease earlier. The model devised in [13] discovered
set of genes those enables classification according to
age and sex, which are having strong association with
obstreperous CAD in the patients, who are not
diagnosed as diabetic. The contributions in [14] and
[15] 