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An Energy Conscious Topology Augmentation
Methodology for On-Chip Interconnection
Networks

Samta Jain®, Vaishali Sodani® & Naveen Choudhary®

Abstract- On-chip communication, modular, scalable packet-
switched micro-network of interconnects, generally known as
Network-on-Chip (NoC) architecture can be designed as
regular or application-specific (irregular) network topologies.
Application  specific custom network topologies are
advantageous in terms of optimized design according to given
performance metrics and regular network topologies are
advantageous in terms of its modularity, lower design time and
efforts required and thus are suitable for mass production. So
to offer the advantages of both the topologies this paper
proposes a methodology to augment the regular topology
according to the application characteristics. The experimental
results demonstrate that the proposed methodology can
reduce dynamic communication energy consumption by on
average of 32.79% and reduction in average per flit latency by
on average of 16.22% over regular 2D NoC architecture.
Keywords:  network-on-chip,  application  specific
topology, interconnection network, dynamic
communication energy.

[. [NTRODUCTION

etwork-on-Chip designs consist of a number of
interconnected devices (e.g. general or special

purpose processors, peripherals, memories etc.)
where communication between these system modules
is achieved by sending packets over an interconnection
network. Packets are transported from one to another
module via the interconnection networks [1]. Thus, the
interconnections among multiple cores on a chip have a
significant impact on communication and performance
of the chip design in terms of dynamic energy
consumption, latency, throughput etc. So topology
selection is an important choice in the design of NoC
and in Network on Chip topology design is one of the
significant factor that affects the net delay of the system
and the dynamic communication energy of the system.
Topological parameters, like hop count, wiring layout are
closely related to the performance and power
dissipation of a network [13]. In other words, it can be
said that the NoC performance can be greatly affected
by the underlying topology and the routing function
followed by the communication cores.
NoC architecture can be designed as regular or
application specific network topology. Application-

Author a o p: Deptt. of CSE, CTAE, MPUAT, Udaipur.
e-mails: samtajain1991@gmail.com, vaishalisodani@gmail.com,
naveenc121@yahoo.com

specific network topologies are designed to make the
system more application centric [2]. As a result, the
performance objectives such as power consumption,
latency, area of the chip, number of routers in the
system can be optimized effectively with the given
design constraints [3]. However the loss of modularity
in application-specific NoC generally leads to increased
time-to-market in comparison to the modular generic
standard NoC topologies.

Regular topologies like 2D mesh are more
structured and built not considering much about the
application characteristics. A regular NoC topology
assumes a homogeneous distribution of routers, which
leads among others to lower design time and cost.
Therefore regular NoC topologies are suitable for mass
production due to lower design cost and effort required.
Additionally, regular topologies are highly reusable and
impose the minimum re-design effort, in case they are
employed to different applications.

However, due to the lack of fast paths between
remotely situated nodes and many hops between
different communicating nodes regular topology
architectures for a given routing methodology may
suffer from long packet latencies and higher
communication power dissipation. Although the regular
structure  significantly address the implementation
issues, such as floor planning, unequal lengths of wire,
hence results in poorly controlled electrical parameters.

In order to meet the communication
requirements, accelerate time-to-market and cut down
the communication energy consumption, there is a great
need to find new design alternatives of customizing the
regular architectures as per the communication
requirements. We therefore focused our research on
exploring and finding an efficient methodology to tailor
the regular 2D mesh topology so that the dynamic
communication energy can be optimized. The
methodology will optimize the dynamic communication
energy consumption by reducing the hop count or by
reducing the number of short links according to the
traffic characteristics of the application for a given
routing function. Tailoring the regular topology shall
reduce the design time in comparison to the design of
application specific NoC from stretch with reasonable
performance advantages.

© 2016 Global Journals Inc. (US)
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In [4], the authors introduce additional random
links to the mesh and torus network and investigate the
performance of these networks. In [5], authors present a
methodology to automatically synthesize an architecture
where a few application-specific long-range links are
introduced on a regular mesh network. Drawing
inspiration from such work this paper proposes the
methodology to insert energy conscious shortcut links
with practical design constraints such as link length, port
constraints. The proposed design also strives to add
minimum number of shortcuts so as not to distinguish
the original design in terms of area and floor-planning.

In section 2, NoC communication energy and
routing functions are discussed. In section 3, the
proposed methodology is given. In the next section, the
experimental results are discussed and in the last
section the conclusion is presented based on the
results.

[I.  Noc COMMUNICATION ENERGY AND
ROUTING FUNCTION

a) Dynamic Communication Energy Model
The dynamic communication energy model [7]
for the network on chip can be defined as:
Ebit (i t) — nhops X Erbit + (nhops—7) X ELD/I (1)

Where E,, ® ¥ = the average energy
consumption for sending one bit of data from ¢; to tile t,
Nhops = the number of routers the bit traverses from tile ¢;
to tile t, E,, = the energy consumed by the router for
transporting one bit of data, E,,; = the energy consumed
by unit link/channel for transporting one bit of data. For
the NoC networks with unequal link length, the ((nhops -
1) x E,) can be replaced as the summation of bit
energy consumed by each link in the path/route, the bit
follows from source tile to the destination tile [21].

Hop count is the number of routers the bit
traverses from source tile to tile destination tile. The
communication energy model [7] for the network on
chip clearly shows that the latency and power
consumption linearly relates to the average number of
hops the packet traverse, hence to the network
topology. So we will optimize the latency and power
consumption by reducing the hop count between the
source tile and destination tile for a given routing
function.

b) Routing Function in NoC

Routing function determines how the data is
transmitted from source tile to destination tile. Routing
algorithm can be grouped according to different criteria.
According to the place where routing decision is made,
routing algorithm can be classified as centralized,
source and distributed routing algorithm. In centralized
the route is chosen by a central controller, in source the
route is chosen by a source router prior to a sending the
packet, in distributed the route is chosen by an

© 2016 Global Journals Inc. (US)

intermediary routers [16, 17]. According to how a route
is defined to route the packets, routing algorithm can be
deterministic or adaptive. In deterministic routing, one
path is calculated between source and destination and
routing is done through that fixed path only.

Deterministic routing algorithm always routes
the packets from source to destination along that same
path [15]. Deterministic algorithm does not take into
account network traffic situation or the network condition
before choosing a path from source to destination. In
adaptive routing algorithms multiple paths are
calculated between source and destination but routing
is done in one selected path depending upon the
network traffic. In adaptive algorithm network traffic
situation (such as network load, traffic condition) are
taken into consideration. Limitations of adaptive routing
algorithm are its implementation cost, complexity and
more power consumption [16]. Deterministic routing
algorithm is popular in NoC due to simplicity, low
latency, simple routing logic, packet reach destination in
correct order and reordering is not necessary [7]. Itis a
greedy algorithm because it always chooses a shortest
path to deliver a packet from source to destination [17].

The design space of efficient deadlock-free
routing is an important aspect which is more implicitly
affected by the routing algorithm which determines
which routes packets can take from source to
destination. A deadlock is a situation where packets are
involved in a circular wait for resources. Deadlock
freedom is an important property for networks, since a
packet deadlock can destroy possibilities of
communication [18]. Deadlocks in a network may block
communication between cores and may even lead to a
complete failure of network. Therefore it is essential to
have algorithms which have ability to handle them. The
deterministic routing [7] (e.g. XY routing [14, 19] and
odd-even routing [15, 19]) are the most widely used
deadlock free routing algorithms for the popular 2D-
mesh based on chip networks.

[II.  PROPOSED METHODOLOGY

In the presented work, an energy conscious
topology augmentation methodology is proposed for
application specific on-chip interconnection networks. In
the proposed methodology a customized NoC topology
is synthesized by tailoring the regular 2D mesh topology
to achieve energy efficient communication.
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Figure 1. Architecture of Proposed Methodology

Equation 1 clearly shows that dynamic
communication energy linearly relates to the number of
routers/hops the packet traverses from the source tile to
the destination tile i.e. as the routers in communication
path increases, the communication energy also
increases. In the regular grid like NoC architecture, there
is lack of fast path between two distant nodes so the
packets have to traverse many hops between any two
remotely situated nodes (source and destination),
leading to poor dynamic communication energy
dissipation. If we can able to reduce the number of hops
in the communication path for a chosen routing function,
the considerable amount of energy saving can be
achieved in the regular NoC architecture. The reduction
in the number of hops in communication path can be
done by augmenting the regular mesh by inducing
significant shortcut links according to the application
characteristics and also constraining parameters such
as length of the shortcut link and the port availability per
tile. The length of the shortcut link is constrained
because in NoC communication generally needs to be
clock synchronized and to avoid the long wiring
complexity and area overhead short links are generally
preferred. The port availability per tile means add the
shortcut link to a tile only if there free port is available.
The augmentation of regular topology can be done by
adding the significant shortcut links to the
communication path segments which are carrying
maximum traffic load for all the communication/routing
paths for a routing function while taking the above

mentioned constraints into consideration. In the
proposed methodology these significant shortcut links
are find out with the help of modified KMP string
matching algorithm [12].

Figure 1 gives architecture of the proposed
methodology. The proposed methodology augments
the regular 2D mesh topology which is customized
using any of the deterministic routing function. In the
proposed methodology the routing paths (decided
according to chosen deterministic routing function) are
input to the modified KMP [12] string matching
algorithm. Here this algorithm actually dealing with the
routing paths as a string. This algorithm find out the path
segments of 3 consecutive and 2 consecutive links (in
other words of 4 hops and 3 hops respectively) which
are common in other routing paths and also gathers non
common path segments. In the next step the proposed
methodology arranges all these segments (common
sub paths of 4 & 3 hops and non-common segments) in
the descending order of total communication energy
consumed by these segments. This ordering has been
done so that the segments with higher dynamic
communication energy consumption will be considered
earlier or in other words the segments which carry the
maximum traffic load can be addressed earlier, so that
maximum benefits can be achieved. After that, it will add
the shortcut link to the routing paths which contains that
segment in the regular 2D mesh topology according to
the order by keeping in check the input constraints (port
availability per tile). Here adding the shortcut link to
segment of 3 consecutive links or to segment of 2
consecutive links means skipping 2 hops or 1 hop in the
corresponding routing path respectively. Hence by
doing this we are constraining the length of additional
link (shortcut link) in the augmented topology. This
augmented topology is referred as shortcut inclusive 2D
mesh (SI-2D mesh). For the analysis of various
performance parameters SI-2D mesh is validated on
NoC simulator NC-G-SIM [20].

IV. EXPERIMENTAL RESULTS

The performance of SI-2D mesh derived from
the regular 2D mesh is validated on a network on chip
simulator NC-G-SIM. It is a discrete event cycle accurate
simulator for Network-on-Chip performance simulation
[20]. NC-G-SIM supports regular as well as irregular
topology framework with source and table based
routing. £,,; is calculated according to the analytical
energy model presented in [8][9]; £, for a router is
calculated the help of power simulator Orion [10] for
0.18um technology. The communication is assumed to
be of constant bit rate. Number of application (traffic)
characteristics data sets were randomly generated
using TGFF [11], with diverse bandwidth requirement of
the IP Cores and randomly generated communication
bandwidth requirement. The simulation is run for 10000

© 2016 Global Journals Inc. (US)
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clock cycles. The average total communication energy
per flit received at destination and average per flit
latency are taken as performance metric. The
methodology is applied to 6 set of different 2D mesh
topology, for each topology 10 different test cases were
generated and executed. After having experimented on

140

M 2D mesh ®SI-2D mesh
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Average Total dynamic communication

2D Topologies

Figure 2 : Average total dynamic communication energy
per flit comparative results between 2D mesh and SI-2D
mesh topology

As shown in Figure 2, the short cut inclusive 2D
mesh (SI-2D mesh) generated using the proposed
methodology saves about on average 32.79% of
dynamic ~ communication  energy  consumption
compared to regular 2D mesh because SI-2D mesh
needs less number of hops to traverse from the source
tile to the destination tile, leading to reduced dynamic
communication energy and latency. Figure 3 shows
comparison in terms of average per flit latency between
2D mesh and SI-2D mesh for various topologies and it
depicts that the average latency per flit gets reduced by
on average of 16.22% in SI-2D mesh compared to the

regular 2D mesh
Pa¥ Bl

Figure 3 . Average per flit latency comparative
results between 2D mesh and SI-2D mesh
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It is clear that we are getting marginal reduction
in latency as compared to the dynamic communication
energy; the reason behind this is the occurrence of the
congestion due to the generation of hotspot at the
induced routers which are heavily loaded as they are
bearing the traffic load which was earlier getting spread

number of topology sets, the average of obtained
results is represented to demonstrate the effectiveness

© 2016 Global Journals Inc. (US)

of the proposed methodology. The configuration files for
a given traffic pattern are generated using the proposed
methodology and supplied to the simulator as an input.
over multiple routers. However still there is gain in
latency as the switching delay in path from source to
destination for various application characteristics is
reduced due to decrease in number of routers in the
corresponding paths.

V. (CONCLUSION

In this paper, a greedy energy conscious
topology augmentation methodology for on-chip
interconnection networks is proposed. Using the
proposed methodology a shortcut inclusive topology is
designed according to the traffic characteristics. The
proposed methodology is greedy but fast and uses fast
modified KMP string matching algorithm [12] for
exploring the effective and efficient shortcuts to be
augmented in the given regular architecture. The
experimental result clearly shows that shortcut inclusive
topology generated using proposed methodology is
able to reduce dynamic communication energy leading
to significant energy savings and also reduction in the
average per flit latency as compared to the regular

topology.
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MQMF : Multiple Quality Measure Factors for
Trust Computation and Security in MANET

Kotari Sridevi * & Dr. M. Sridhar?

Absiract- |dentification of the mobile ad hoc network node in a
secure, reliable communication is a very important factor. It will
be a node in the service of reconciliation and node behaviour
leads to uncertainty. It is always challenge to manage node
security and resource due to the complexity of high mobility
and resource constraints. Trust based security provides light-
weight security computing for individual node trust to provide
reliable and quality of service. In this paper we present a
multiple quality measure factors (MQMF) approach for
computing node trust to improvise the quality of service. It
compute four quality measure factors based on node
throughput and packet drop during communication to
measure the node individual trustworthiness. It prevent the
network from anomalous and malicious nodes to improvise
the security and throughput. The evaluation measures shows
an improvisation in throughput with less packet drop and
computational overload in compare to existing protocols.
Keywords: — MANET, security, QOS, multiple quality
measures, trust computation.

l. [NTRODUCTION

obile ad hoc networks are self-organized and
I\/l self-controlling  wireless  networks  without

infrastructure support. Due to the unavailability
of any fixed prevention and security mechanism and
centralized controlling and management system, an ad
hoc network is facing major security issues and threats.
It is a high challenging task to prevent ad hoc
communication network form different attacks and
intrusions. Even though many security protocols are
proposed in this direction, but they all attained high
overload due to the complexity in security mechansim. It
requires a light-weight security protocol through which it
will be able to provides a good quality of service and
also prevent the node and network from attacks. The
quality of service is reflected in the expectations and
behaviour of the target node through a measures of its
trust, honesty, availability, past and future activity. One
of the nodes which are connected to each other on the
relationship, reflecting the behaviour of a node which will
be reflect by its trust, reliability, and trustworthiness
[3L.[7].

The network node provides the coordination
between the nodes in the route protocol packets to
route and rely on neighbourhood relationships [8]. To

Author o Research Scholar , Acharya Nagarjuna University, Nagarjuna
Nagar, Guntur , Andhra Pradesh, India. e-mail: devijak@gmail.com
Authoro: Associate Professor, Department of Computer Applications,
R.V.R & J.C College of Engineering, Guntur, Andhra Pradesh, India.

achieve a quality and secure performance standard a
strong, stable and secure routing protocol is needed,
which can maintain node link and mobility effectively.
These effectiveness will be achieve the highest security
and results against the aggressive nature of the
environment. It also helps the nodes to form a secure
cooperate link with other nodes and identifying the
misbehaving network nodes that does not try to create
instability [9]. The presence of misbehaving mainly
carried out routing updates, or to advertise the wrong
routing information and answer the old routing
information from injecting false routing updates that
make detection more difficult [1],[2].

In mobile ad hoc networks (MANET) trust-based
security is an important feature. This enables
organizations to deal with the uncertainty caused by the
uncontrolled and open motivation to others [6]. Trust
estimation and management are complex issues in
MANETs due to the computational complexity of the
issues and movements representing the most nodes
[11], [16]. This prevents direct methods of other
networks. In MANET, unreliable node can cause serious
harm and adversely affect the quality and reliability of
the data. Therefore, the trust and confidence level of the
analysis of a node has to be positive impact on the trust
with which the node conducts operation with the other
node [5], [21]. In this paper, we present a protocol
based on multiple quality measure factors (MQMF) to
compute neighbour nodes trust and to achieve a quality
and protected communication in mobile adhoc network.
Mostly conventional schemes [10],[14],[19] proposed
for ad hoc network trust computation have a high
variation in realistic results [18]. This proposal provides
a unified unit trust identification protocol enhances in
MANETSs security management node level of confidence
and trust identity.

The rest of the paper is organized as follows.
Section-2 presents the related work on trust based
routing and security enhancement. In section-3, we
present the proposed MQMF approach description and
its mechanism. Section-4 describes the experiment and
results evaluation and section-5 describes the
conclusion of the paper.

I1. RELATED WORKS

There are many related works performed in
MANET for securing routing to achieve high quality
throughput. It can be categorized in two different
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category based on their securing mechanism for
different type of attacks.

In the first category, the most common method
used to create a security association between the
source and destination in most on-demand routing
protocols, such as DSR, DSDV and AODV to ensure
security [22]. In [26], the authors proposed a proactive
SRP, called SEAD, according DSDV using one-way
hash chains to provide authentication for the attack and
modify routing information broadcast and replay attacks.
In [27], in order to ensure on-demand protocols such as
AODV and DSR, the authors proposed an authenticated
routing protocol, called ARAN with digital signatures to
provide end-to-end authentication, message integrity,
and nonrepudiation. In the second category, the main
goal is to protect against internal attacks in the routing
traffic. In [28], the authors proposed to use both path
and message redundancy to detect behavioral state by
comparing different copies of a message received on a
different path. The accumulated path is protected by the
accumulation of signature schemes [29], which is even
more expensive than RSA signatures.

Trust have an attention to a number of areas of
implementation towards secure system, and it also has
a wireless network to gain importance as well [13], [17].
Each has its own disciplinary procedures of literature
and it has a difficulty with the filters. Studies have
recently been studied in many literatures, the security
systems based on trust, identity-based methods are
important in MANETs [15].

In [4] and [12] trust based on direct observation
of the value of a trusted node is obtained using
Bayesian methodology. Sun et al. [23] found to be
working well, and the entropy values of trust by a trust
model is used to evaluate and plan and direct
observation of uncertainty in the case of the Trust. Trust
based research compared with direct observation,
indirect observation or second-hand information that
may be important to assess the integrity of the node. For
example, the collection of evidence from the
neighboring nodes when not performing the quality of
the other node in a situation that other people will detect
of behavior.

Ariadne [20] protocol confirmed by a route
using one of three procedure: a secret key between
each pair of nodes, shared secret operation of end-to-
end along with the broadcast authentication. But
Ariadne will ensure that lie routing requests or replies do
not get source or destination, where they did not know
the node caused by forged or falsification.

Secure Routing Protocol (SRP) [24] is a route
discovery protocol that moderate the unfavorable
effects of misbehaving activities. This protocol assumes
that the security relationship between any two nodes
that want to communicate exists. The source and
destination will be able to use cryptographic techniques
to protect their relationship on the basis of the security
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associations. It requires a security check only between
the source and destination of the route using the MAC
RREQ and RREP packets. SRP does not implement any
two nodes relay route request and route reply, which
said protocol lightweight and insecure authentication to
various attacks.

Security-aware ad hoc Routing (SAR) [25]
protocol transforms AODV [22] routing protocol to
include trust hierarchies with the incorporated nodes for
path evaluation and selection. Protocol implements the
trust level in the organizational hierarchy using share key
in each level that each nodes can express their security
requirements for the requested route and only nodes
which meet the following requirements only will allow to
participate in the route. However, as of the node trust,
key distribution, knowledge of other key components are
not addressed in this proposal work.

The level of trust in their approaches to the
understanding of faith, measure and calculate that work
in a variety of characteristics. Given the context of a
node, the node trust, reliability and the accuracy of the
information received from or traversing the node is a
representative of the subjective evaluation. We tested
the idea protocol in comparison with SAR [25] to
evaluate the use of a MANET routing protocol and
procedures for distribution of trust in identity important
and promising approaches and routing mechanism in
the following sections.

[11. MuLTIPLE QUALITY MEASURE FACTORS
APPROACH

The propsed MQMF approach performs its
operation in three different stages as, Acquisition of CA
certificates, computation of trust using MQMF factors,
and MQMF based Trust Routing Mechanism. We
assume that, both kind of internal and external attacks
are present in the network, and all the node present in
the network are considered as trustworthy. A secure
identification key as id key, for each node will be
provided using a asymmetric cryptography mechanism
in a network. This id key is utilized to protectthe
message fabrication through a message encryption.

a) Acquisition of CA Trusted Certificate

Acquisition of CA trusted certificate will be
obtained from a trusted third party authority, before
joining the network. This certificate is loaded one time
and it remain in the node till it revoke. It validity remain
for lifetime, but it become ineffective if the node
trustworthiness degrades below the threshold level
decided. The notations used in trusted certificates for a
node Certificate representation as Ng, ., are denoted
as,

Notation Description

CA_Toub key Certificate authority
Trusted Public Key

CA_Tout key Certificate authority
Trusted Private Key




N T Node Trusted Key
Nagg Node Unique Address

Nous kev Node Public Key

Nt ke Node Private Key

and, the certificate issued by a trusted CA

NCA_cert = ECA_Tp,,Uwy [Nadd ’ Npub _key» CA—Tpub _key ,E(N—Tkey )

A trusted CA certificate provides a Public and
Private key, which will be used for enccryption and
decryption. Along with the CA key the certificate also
provides, nodes address, it's public and private key, and
a trusted key. All these are bundled and encrypted by
node private key N, ., and the entire certificate is
secured with CA private key, as CA_T, - A node
performs the verification of the other node by comparing
their trusted CA public key, CA_T,, «, Which is provided
in the certificate.

b) Computation of Trust using MQMF factors

The proposed MQMF approach performs the
trust computation as 7, based on four factors as,
Correct_ mf, Incorrect mf, Lost mf and Throughput mf
rate. A Correct m ,as C,, measures the node identity
correctness being produced by a node during the
verification, and an Incorrect mf as I,, measures the
rate of identity failure or wrongly produced the key for
the verification. These two, C,,, and /,, factors are being
used for trust computation. Lost mf as L,; calculates
the data packets lost or dropped during communication,
and Throughput_mf as T,; calculates number of data
packets delivered. L, and T, factors are used for the
quality measures computation. The equations for the
calculation of C,y, I, L. and T,, are shown below.

n

Cop = Zcorrect_measure (1)
i=0

n

Lnp = Zlncorrect_measure )]
i=0

d
Lip = Z lost_pkts 3
i=0
d
T = Zpkt_delivered 4

i=0

Where, n represents different iteration cycles
performed for the node identification during
communication cycle, and d represents the number of
data packets communicated during the communication
cycle.

is represented as,

]

Npuvt_key

Based on the above computation value of C,,;,
I« Ly and T,, of a node, trust rate as NT,,. will be
computed for each node using equation-5, and
throughput rate as PD,, will be computed for packet
delivery using equation -6.

Conr — 1
NTpo = ("‘fn—’"f) x 100 (5)
Tm _Lm
PD,y, = (fd—f) x100  (6)
Using , NT,. and PD,. we will compute the

final Trust Computation as T, fOr each node to
perform a trust decision during communication using
equation-7. The runtime decision different trust threshold
limit value will be considered for the evaluation of
throughput. The following section discusses the routing
mechanism using as T, casure-

_ (NTrate + PDrate) (7)
Tneasure = 2

c) MQMEF based Trust Routing Mechanism

All routing protocols objectives is to perform
efficient routing in mobile adhoc network. In the initial
stage generally routing protocol discover the routes to
send data. But, in MQMF protocol, along with route
discovery it also compute T, fOr €ach node before
sending data. In MQMF routing mechanism, we initially
considered that all nodes are normal and trustworthy.
The routing mechanism for the data routing is described
in Alogrithm-1 using MQMF T, ..ce Which is computed
using equation-7.
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Algorithm 1: MOMF based Trust Routing Mechanism

Source node N init data forwarding — forwardData (D, Data, pkt_segno)

Methodl: forwardData (Dest,., Data, sqno)

Trust_Threshold limit = 25;

N gets the first hops nodes from the route table — Node F,..[]

For "p=0); p <= number of packet to send" Loop
For "h=0, <= number of hops" Loop
Node F,., [h] — first_hop
Compute_NodeTrust_Rate (f_hop) — NTj,..
Compute_PacketDelivery_Rate(f_hop) — PD,...
Compute_Trust_Measure (NTy.... PD..) — Toirie

if Toeuswre == Trust_Threshold limit then
forwardData — first_hap

else

Compute next forwarding hop T..onwe from Node F., []

end if
End for

End for

Every intermediate node in the route verify the
Treasure  OF their next hop before forwarding data in the
route. A source node initiates the data packets routing
using the path discovered. Each node in the path
verifies its neighbour node identity by producing a trust
key, N_T,, which secured with encryption using
CA T, key- On successful verification the node identity
its correct_measure is incremented, in case of wrong
identity its incorrect_ measure is increased by 1. The
identified neighboring node checks the T, Value of
each firt hops node before passing up the data packets.
The node sends the data packets to node which have
the highest T,.e Value. This mechanism will
guarantees the source the successful delivery of data
packets through the trusted nodes. On successful
delivered pkt delivered is incremented, and in case if
loss or drop lost_pkts is incremented by 1.

All intermediate nodes must send a signed
confirmation of the previous hop for the delivery of a
data packet to the next hop. If the next hop is not able to
provide the confirmation to the intermediate node then it
send an error the next hops. If an intermediate node on
the path to the target jumps all else fails, send an error
message to the source path. Source punishes all nodes
in the path by reducing their T ... Value, such that in
the future such nodes can be avoided for the
communication.

IV.  EXPERIMENT EVALUATION

a) Simulation Setup

To evaluate MQMF approach we modified the
AODV protocol and evaluated the effect of our proposed
protocol in comparison with SAR[25] and AODV[22]
using Glomosim Simulator. The packet header size of
route request and routing has increased as we added
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the security parameters. We simulate the simulation with
the following setup parameters as described in Table-1.

Table 1 : Simulation Parameters

Configuration Parameter Values
Simulation Area 1200m X 1200m
No. of Nodes 50
Mobility Speed 0to20 m/s
Source-Destination Pairs 20
Packet Size 512 bytes
CBR Rates 4 pkis/sec
Mobility RWP
Mobility Speed (m/s) 0,20,40,60,80,100

The experiment analysis is perform using the
parameter described in Table-1. The simulation
evaluated for 600 seconds with varying the mobility
speed from 0 to 100m/s in a Random Way-point model
mobility. ~ We consider mobility changes for the
evaluation, as it have high impacts on the performance
of throughput. For the security and for the
trustworthiness measure evaluation we introduced 25%
of malicious nodes.

During the route discovery all nodes in the
network are normal and trustworthy, but during
simulation a 25% of the malicious nodes are chosen
dynamically to disrupt the network. These malicious
node in network generally drop all the packets it
receives and produce invalid identification during
verification. However all of the data modification attacks
can be detected using signature verification in MQMF
approach and dropping of the financial data packets
misbehaving by the network. For this evaluation we
measured throughput and control overhead.



V.  RESULTS EVALUATION

a) Throughput

Throughput is measure based on the total
number of packet delivered against the total number of
data packets originated. The evaluation of throughput
result is presented in the absence and presence of

increasing of speed in both presence and absence of
malicious nodes. The MQMF protocol shows an
improvisation compared with AODV and SAR protocols
in the presence of malicious nodes. The improvisation
of the secure data throughput due to routing through a
trusted node. In the absence of malicious illustrates the

H average performance due to the cryptography
malicious nodes. overhead. The proposed MQMF shows 25%
Figure-1 and 2, presents the throughput improvisation in throughput and 10-20% downfall of
performance comparison between the protocol. Al throughput in presence of malicious nodes.
protocol shows relatively drop of throughput with
Throughput
" (Absence of Malicious Node)
0.8 |
2 —o—AODV
g 064 —=—SAR
E 0.4 - == MQMF
[
B
0+ T T T
0 20 40 60 80 100
Speed (m/s)
Figure 1 : Throughput in Absence of Malicious Nodes
Throughput
(Presence of Malicious Node)
1 -
o 08 -
= —s—AODV
% 06 —=—SAR
2 —MQMF
= 04 -
[a]
0.2 -
0 4 ‘ T
0 20 40 60 80 100
Speed(m/s)

Figure 2 : Throughput in Presence of Malicious Nodes

b) Control Overhead

Control overhead measures the computational
load over the network to perform the protocol execution.
Its computed based on the total number of control
packets exchanged during the complete communication
cycle of the simulation.
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Figure-3 and 4 shows control overhead in the
absence and presence of malicious nodes between
MQMF and other protocols. All protocol shows relatively
increase in overhead with increasing of speed in both
presence and absence of malicious nodes. MQMF
shows low overhead incompares to others in presence
of malicious nodes due to the trust computation and
node identification which builds a secure path, where as
SAR protocol carry out safety inspections repeatedly
during communication and in AODV a lot of link failure
with varying speed and the presence of a malicious
node increases the high number of control packet
exchange, which increases their routing overhead in
compared with MQMF protocaol.

c) End-2-End Delay

End-2-End delay evaluation measures the time
taken by a data packets to reach the destination from
source. The evaluation of our proposal in compare to
AODV and SAR is presented in Figure-5 and 6 in the
absence and presence of malicious nodes. In the case
of absence of malicious node AODV performs superior
in minimum speed but makes high delay in case high
mobility in compared to SAR and MQMF. SAR and

MQMF also shows an increase in delay with mobility

© 2016 Global Journals Inc. (US)

speed due to more number link lost, but maintains low
in compare AODV due to regular monitoring of their
neighbour nodes. In case of presence of malicious node
AODV suffers due to high no route loss due to malicious
node and link failure due speed. But, MQMF and SAR
mechanism identifies the low trust node effectively make
them route data safely to the destination. In compare
MQMF show low delay against SAR because MQMF
Teasue NElPS to dynamically route the data through
trusted node which minimize the delay and improve the
throughput and quality of service.
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Figure 6 : End-2-End Delay in Presence of Malicious Nodes

VI. CONCLUSION

We proposed a new trust-based secure routing
protocol as MQMF exclusive for mobile networks.
MQMF authenticated routing node based on trust
certificate and their hope is to identify the computer at
the time of the communication. MQMF handle data
routing through many paths to each destination. Every
other node in the network store a local trust value and in
the path table. This mechanism will guarantees the
source the successful delivery of data packets through
the trusted nodes. The simulation performed and
compared with the performance of MQMF with AODV
and SAR. MQMF achieves the similar throughput in
compare to AODV and SAR in absence of no
misbehaving nodes in the network, where as in the
presence of misbehaving nodes MQMF shows an
outperform over AODV and SAR in the throughput with a
minimal overhead variation. In both cases, MQMF
achieve high througput with establishing a reasonable
network overload. The increase in the value of the trust
for the period of time can lead to convergence. Also, a
study to measure the effects of changes in that aspect
of the protocol activities in the future are required.
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Developments of E-Government on Smart
Government and the Risks and Warnings about
the Applications and Programs

Dr. Yasser Elmalik® & Ahmed Seleman®

Abstract- Smart government is a model of evolution of e-
government, e-government in general is government public
services on the Internet through Web portals applications (Life
Events & Business Episodes), smart government and its
applications come to complement what has been built and
invest in cross closer to citizen on the one hand, the direct and
simultaneous interaction with data deployed in society and
economic, social and security and its components on the
other. Instruments Smart sensors have evolved (Smart
Sensors) which are connected to the Internet, such as security
surveillance cameras in cities and climate sensors and
measuring energy and power associated with the Internet
network government consumption.

Smart government is the electronic services digital
means for us dispense with many things, including the
excessive use of paper and time lost in follow-up transactions
between departments is an excellent step in the evolution of
government services in the state system and the speed of
completion of transactions and customer convenience in first
class, which he could accomplish his business through his
Smartphone without the need to go to the place of the
government department and wait.

L. [NTRODUCTION

he shift from E-government to smart government
Tneeds a lot of continuous work to ensure the
readiness of services that will be available to users
and requires the administrator to understand the digital

Process

needs and how they are applied and completed.
Therefore, the study of those needs and understand well
the government departments Developing or owning a
Smartphone application to enter the stage of smart
government, if the department does not offer its services
properly through electronic pages it is difficult to switch
to smart services without going through several stages
of development.

Government  departments and  institutions
should first focus on electronic services available on the
network, or even non-ready at the moment and develop
properly and the use of new technologies and
standards, taking into account ease of use and user
experience.

The provision of services through several
channels including websites, smart phones and text
messages and even television.

New developments to lead to a lot of
amendments to the e-government model, which is
suitable to the harmonic framework updates Data input
to the electronic  government  (Government
Interoperability Framework) to match sources and
format the new data with back-end systems to the
government.

E-Governance

Technology

Resources

Fig. 7. Electronic government needs
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In order to e-government turn into a smart
government it will be working on several fronts technical
and administrative, including
e Create a framework for smart government services

on mobile phones and how they are assembled and
endorsement serve individuals. Smart government
services may be provided through a government
application of a unified public service it be an
element is added or removed so huge or deliberate
central government to publish guidance and general
guidance on how to develop services and
technology to her favourite and how to design and
contents of the service and how to protect service
(security insurance application and confidential
information) and then leave it for devices and
various ministries in order to do internally developed
smart government services of their own.

e Develop special guidelines smart applications and
templates (Smart Government Apps Guidelines).
Most governments have developed this special
launching governmental Internet sites instructions
but so far those governments did not work on the
same application-level smart note that the time for
citizen interaction with the mobile device far
exceeds the time consumed by that citizen
interacting with the browsers on desktop devices.

e Work on the huge open government data
(Government Big Data) to promote the launch of
smart applications around by programmers in the
community. An example of this is that the
government opens Data trade and economic
transactions and the Data and transportation and
communication facilities and Data import and export
raw form and comes from the programming smart
applications on the phones for trader’s service and
provide them with information to benefit them in
their trade with trading partners in other countries.

e Create data government sensor networks to collect
information in real and timely information about
security, transport, health, climate, environment and
other sectors. With what it means to allocate
computing power and Data Centre private to receive
process and store the sensor Data.

[I. WIRELESS NETWORKING PROBLEMS

In the development researcher discusses a
range of topics including

- Application Programming Interfaces (APIs)

Using application programming interfaces
(APls) to make smart government services or functions
are available for use by other applications. Thanks to
Smartphone, new services replace traditional
- Applications and web applications.
Development of new applications quickly by blending

existing services and capabilities in creative ways, is no
longer applicable and single user interface, but several

interfaces. These interfaces can be built using different

© 2016 Global Journals Inc. (US)

techniques, to target different types of users, and can
also be built from several interested parties before doing
so. In order to enable multiple interfaces, it became the
application programming interface (API) base interface
for applications, whether old or new. As it has become
the new application programming interfaces distribution
channel for government services.

The ability to provide basic functional properties
of the work of the APIs, the government entity itself turn
into a platform. And here is not enough to provide a set
of APIs, it must be those interfaces reliable, scalable and
secure at the same time.

- Security measures relating to the user

When you provide smart services to the public,
should not be overlooked any of the security risks,
whether related to the institution or the user, when the
development of smart services, taking into account the
privacy and security issues related to the participation of
sensitive information while using those services. With
regard to the user, the service provider must (the
government agency, for example) to ensure safe use of
the service by the public.

[1I.  PROTECTION FOR WIRELESS NETWORK

a) Securty  Guidance  for smart
applications:

When you develop smart applications, you must
take many issues into consideration, including: the use
of properties, and the presence of sensitive data, and
share information. It should take the necessary security
measures in this regard, starting from the development
stage, depending on the level of security necessary for
each individual case. Review the instructions below and
a number of thorny issues related to security in the
development of smart applications.

Protect sensitive data:

e Make sure the rating data stored according to the
degree of sensitivity, and then to take security
measures accordingly. Perform data processing
and storage operations in accordance with those
classifications.

e Store sensitive data on the server (server) rather
than stored on the client machine, whenever
possible, If it is necessary to store data on the client
machine, use the application programming interface
(API) to encrypt files, which are provided by the
operating system, or through other reliable source.

e should always make sure sensitive stored data
encryption, as well as the data in the cache
(cached).

e In some cases, you can put restrictions on the data
as a precautionary measure (o use in a different
geographic location, for example).

e For safety reasons, reveal the minimum of user
data; namely select the data that will be of benefit to
the user, and shapes the rest of the data.

encrypting
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b) HResearcher discusses the aata protection during
transport
Always assumed that the network layer is safe,
and on this basis, has taken the necessary precautions.

* When a specific application to send sensitive data
wired or wirelessly, makes use of a secure channel
for data transfer between two parties (SSL / TLS) is
a prerequisite.

e Use strong encryption algorithms and long keys.

e Ensure that the user interface shows whether the
certificates that are used are valid or not.

c) Usage Analysis and Risk

e Navigate through the application of the analysis of
the basic functions and the method of work. Select
network interfaces that the application uses, and
select protocols and security standards it uses.

e Select the properties of the machine that could
application and opportunities for piracy and
potential uses (such as camera, GPS, etc)
Check out how he believes in the application of
payment information, if it provides this property.

e |dentify other applications that interact with smart
service, and select applications that may harm the
safety and privacy standards.

e Ensure that the source code analysis (source code)
for the application, and to identify weaknesses.

e Check out how they carried out the ratification of the
user in the application process, and identified
potential risks.

e Analyze the data stored within the application
process. See the algorithms used in the encryption,
and whether vulnerable to known issues.

Verify that the data that is stored in the cache
memory type, and whether sensitive information
was stored in the memaory.

e tested the application against the "breakthrough
talks" attacks in which the attacker between the
interlocutors in the network sneaking unbeknownst
to either of them (man-in-the-middle) to analyze the
possible interventions in the application.

e C(Check if the sensitive data being leaked to the log
files (log files).

e Be sure to maintain the security of the destination
server, not the client-side only.

d) Risks from the perspective of the research
Researcher discusses a range of risks and warnings
about the applications and programs
Use smart devices multiple types of applications,
the original or private systems and programs. From
time to time, these applications and programs make
updates or download programs requested in order
to add new functionality to it, as is the case in smart
phones and tablets. However, these programs and
applications may contain vulnerabilities or malicious
code. There are many risks associated with the
programs and applications can be listed as follows:

Applications threats and cipher software and
operating systems Installed programs contain smart
devices based on certain codes unauthorized
procedures.

This code can penetrate the devices by which
programs are updated or installed, or applications that
are downloaded, or instant messaging, or e-mail.

This code has been inconsistent with the normal

operation of the device, or causes the risks of theft or

loss of data. Operating systems as well as the risk of a
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similar, but they may cause greater problems because
their influence and ability on the device and the data is
much larger than the impact of applications.

e) Internet threats

When the devices connected to the Internet,
you may reach them malicious code through HTML
applications or JavaScript or Flash, or other sources
through Web pages that are visited. It may also cause
weakness browsers in exposing the devices to the risk
of external codes. Take preventive measures such as
avoiding users' access to unreliable sites through the
use of checks or security certificates at the enterprise
level and the use of modern versions of web browsers
provides a greater degree of safety. You must modify
the settings to suit the security policies in the enterprise.
You must make sure not to enter into official websites,
but through the means of secure communication. The
devices Security Administration is critical of the security
structure of the whole enterprise, the risks related
devices threaten as well as desktop computers,
databases and e-mail devices and servers, networks,
and may cause the arrival of unauthorized persons to
sensitive data, or it may cause slow systems. Moreover,
because of the mobile nature, the smart devices are
prone to loss or theft of data

V. RECOMMENDATIONS

o Data encryption in all communication process to
reduce risk wherever possible application of it.
However, the encryption method must be
compatible with the Federal Information Processing
Standard System (FIPS) which does not possess a
lot of hardware at the moment. For devices not
compliant with FIPS system, institutions must use
FIPS 140-2 sandbox security mechanism.

e Provide and encourage the use of formal
communication network via virtual private networks
(VPN) in  high-risk  situations, where the
authentication and encryption, confidentiality and
integrity of secure data across these networks
operations.

e must be trained users to be very careful for their
effective control on the devices, and that is to give
them instructions about the potential for the loss of
hardware hazards.

o Ensure that the smart devices do not allow the
transaction if we're not connected to the Internet
(offline) or to store transaction data for later use.
Applications should require it relates to the Internet
to complete the transaction.

e For secure smart devices and applications, make
sure you download versions concerning the types of
new threats and risks updates.

e Do not have to deal with payment applications other
than authorized or can exchange data with
applications.

© 2016 Global Journals Inc. (US)
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Energy Efficient Elliptical Curve based Spherical
Grid Routing Protocol for Wireless Sensor
Networks
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Abstract- The Wireless Sensor Network (WSN) is a collection
of no. of mobile nodes which communicate through wireless
channel without any existing network infrastructure. Because
the resource constrained nature of WSN a data packet routing
requires multiple hops to exchange data across the network.
In order to facilitate communication within the network, a
secure energy efficient routing protocol is used to discover
routes between nodes. The proposed energy efficient elliptical
curve based spherical grid routing protocol for WSN provides
correct and efficient route establishment between a pair of
nodes so that data packets can be delivered in time to the
destination. Secure route construction can be done with
optimized WSN performance matrices such as packet delivery
ratio, throughput, minimum energy  consumptions,
communication overheads & end to end delay. This proposed
algorithm evaluates Spherical grid routing protocols for
wireless sensor networks protocol while varying no. of nodes
and pause time and results are compared with few existing
routing protocols using network simulator.

Keywords. wireless sensor nelwork, spherical GRID
routing, energy efficient, packet delivery ratio,
throughput.  multi-tier spherical GRID, elliptical curve
cryptography, scalability, routing.

I. INTRODUCTION

ireless Sensor Network consists of no. of
VVsensor nodes where nodes are deployed in a

region to monitor its environment. Each sensor
nodes consists of Microcontroller, internal & external
memory, antennas, sensor and batteries as its main
components to perform a specific task. Each sensor
node senses its input attributes process the raw data &
converts it into digital data format and then forward the
data through chain of network using optimized routing
scheme till the data reaches to its correct destination.

When the data is travelling through optimized
routing path then there are chances of data packet to
compromise from its authenticity, confidentiality, and
integrity before it reaches to the destination. Therefore to
overcome such threats which may exist in WSN
depending on its application, there is requirement of
strong cryptographic technique to counter. Wireless
sensor nodes resources have its own constrained in
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terms of limited computational speed & battery backup.
There exist plenty of energy efficient secure & routing
algorithms such as LEACH, PEGASIS, TEEN, APTEEN,
GBDD, TTDD, DES, AES, RSA, DSA, Elgamal encryption
etc has achieved appreciable popularity for improved
performance efficiency. However all the existing protocol
has its own limitations and their drawbacks which has
been studied & analyzed in detail for further research
improvement & development in the field of wireless
sensor networks.

Wireless Data Communication poses some kind
of threats due to its open environment communication.
To avoid compromise of data security it is required to
maintain the authenticity, confidentiality and integrity of
data. The elliptical curve cryptosystem provide speedy
security mechanism compare to other type of public key
cryptosystem and used in constrained environment
conditions. Elliptical Curve Cryptography provides
advantage of smaller key size that result in to faster
computations, lower power consumption with savings of
memory and bandwidth that makes ECC a fast, flexible,
low cost security algorithm suitable for constrained
environment.

Wireless Sensor Network can be deployed for
Tele communication connectivity between various
regions of all over the world. The modeling and
placement of Wireless sensor nodes across various
parts of world region for the coverage of whole world
forms a cluster of networks which appears into spherical
shape as shown in figure-1.

Fig. 7 - Globe coverage structure using WSN’s
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The WSN find applications in,
e To monitor

Environment, parking & garden area, animals &
birds, forest area, border area, Patient Health, Weather
& Temp
e To Track

Nuclear mission, army movements, Production,
Business, enemy

II.  W5sN Security & RouTING: A REVIEW

In cryptography the plaintext message content
before it is sent out over the infrastructure network is
encrypted, which becomes the cipher-text. At the
destination side in order to read the plaintext, the cipher-
text has to be decrypted. The application of wireless
sensor network is wide spreading. The WSN are having
limited power source, which required an ultimate power
efficient routing and security protocol. There are several
asymmetric cryptography schemes that are used to
provide the security services. The Elliptic Curve
Cryptography (ECC) performance is better for low power
implementation  applications.  To  ensure  the
communication network function correctly and safely,
there are mainly four security requirements of WSN i.e.
Authenticity, Integrity, Confidentiality, Availability.

In Wireless communication routing path is set
up by establishing in either of three ways namely
reactive, proactive and hybrid. Reactive protocols
decide the routing path when they are ready with
information to transmit. Proactive protocols calculate all
the routes in advance and maintain the records in a
routing table of each sensor node. If there is change in
the route, the changes is updated throughout the
network and due to this region proactive protocol are
not suitable for WSN. Hybrid protocols join the idea of
proactive and reactive protocols. Some of the routing
protocols are discussed below.

Hierarchical profocols. Such protocols are suitable for
higher scalability. Hierarchical protocols functions in two
tier, first tier is used to decide about cluster-heads and
the other tier is used for data routing. This protocol is
more energy efficient and improves network scalability,
lifetime and quality of service.

Location based Protocols. This protocol used
nodes location information to decide the closeness
among two or more nodes to estimate the energy
consumptions. Two methods are used to determine the
sensor node location, first one which calculates the
coordinates of the neighbouring node and second one
uses the global positioning system.

Ad-hoc on demand distance vector (AODV)
Protocol: AODV is the energy efficient and shortest path
routing algorithm widely being used for wireless
network. It uses methods of path discovery and
maintenance. AODV form routes between sensor nodes
only when they are needed.

© 2016 Global Journals Inc. (US)

[11.  Ercieticar Curve CRYPTOGRAPHY

Elliptical Curve Cryptography (ECC) is suited for
WSN applications. The benefit of this technique is that
they uses smaller size key which need less storage, less
bandwidth and less energy, thereby reducing
processing and communication overhead, which is ideal
for energy-constrained sensor nodes. An elliptic curve is
the points in the x) plane that satisfy an algebraic
equation J# = X + bx + ¢ of the form. The selection of
values of b and c result different elliptic curves. The
value of x, y; b and c are over the finite fields of F, are
commonly used in practice. An example of elliptic curve
for Point addition and Point doubling is as shown below
in Figure 2&3.

The equation of the elliptic curve over Prime
field F, is defined as:
ymod p =(x* + ax +b) mod p ; Where: (4a® + 2707
mod p=0

X, Y, a, b €[0, p-1]

Point addition for EC over F,

Xg = (A% = Xp - Xg)mod p

Ya = (MXp —Xg) - Yp) mod p

Where: & = ((yq -Yr)/(Xq — Xp)) mod p
Point doubling for EC over Fp

Xz = (A2 = 2x;)mod p

Ya = (A(Xp = Xg) - Yp) mod p

Where: L = ((3%% + a)/ (2yp)) mod p

Fig.2 : Adding two points on elliptic curve

Fig.3 - Doubling a point on an elliptic curve



Elliptic Curve Cryptography technique consists
of three parts: Key Generation, Encryption and
Decryption. The following required inputs parameters
are listed below,

1. Finite Prime Range

2. Parameters of elliptic curve equation
3. Generator Point

4. Random Numbers

5. Receiver’s Public Key

6. Receiver’s Private Key

7. Plain text File

8. Cipher text File

Example of an Elliptic Curve Group over F,

As a very small example, an eII|pt|c curve over
the field F,; has been considered. With a = 9 and b
=17, the elliptic curve equation is: y* = x* + 9x + 17.

For example the point (3, 5) satisfies this
equation since:

5°mod 23 = 3* + 9*3 + 17 mod 23
25 mod 23 = 71 mod 23
2=2

The points which satisfy this equation are:
(1,2),(1,21),(3,5), (3,18), (4, 5), (4,18), (5,7), (5 ,16),
(7, 3), (7 ,20), (8, 7), (8, 16), (10, 7), (10, 16), (12, 6), (12
17), (13, 10), (13, 13), (14, 9), (14, 14), (15, 10), (15, 13),
(16, 5), (16, 18), (17, 23), (18, 10), (18, 13), (19, 3), (19,
20), (20, 3), (20, 20).
The points are plotted in figure 4.

— -
— =
20 - - -
4 .- -
— -
— - - -
— -
:ll:}: - o= -
-1 -
— - - -
— -
— - - -
] - - -
- =
1
IIIIIIIIIIIIIIIIIIIIIIII"x
1 10 20

Flg. 4 A plot on y?mod 23 = x® + 9x + 17 mod 23

IV. SpHERICAL COORDINATES FOR ECMSGR

The proposed ECMSGR protocol is based on
the concept of Cartesian Coordinates system which is
consists of four basic elements: a) Choice of origin b)
Choice of axes c) Choice of positive direction for each
axis d) Choice of unit vectors for each axis.

Spherical Coordinates.
In the spherical coordinate system, as shown in
figure 5 a point P(x, y, z) whose Cartesian coordinates

are (X, Y,
where

z), is described by an ordered triple (p, 0, ¢),

p>0,0=s0=2n,0s¢p=m

are defined as follows.

e p=dist(P, O)

e 0 is defined as the angle from zx-plane, counter-
clockwise, to the half-plane originating from z-axis
and containing P.

e ¢ = angle from positive z — axis to vector OP

F 2 Pixy,z)

Qix.y.0)
Fi1g. 5. Spherical Cartesian System
Note that when P is on z — axis, ¢ = 0, and ¢

increases from 0 to % as P moves closer to xy — plane,

and ¢ keeps increasing as P moves below xy — plane,
and ¢ reaches the maximum valuerrt when P is on the
negative z — axis.
Conversion formula (rectangular < cylindrical

< spherical)

X =1 Ccos 6 = p sing coso

y=rsin 6 = p sine sin®

Z=rcot ¢ = p cose

p=+x2+y? +2z2

tan® = %
_ z
COS = Tt

To determine 0, we need to consider which
quadrant the point is in. 6 can be more precisely
determined as,

y

arctan o ~ifx>0 ~N

arctan% +m, ifx>0

>0

—2, ifx=0y <0 -

¢ can be uniquely determined as,
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Fig.6 . A Spherical Grid

V.  Eruieticar CURVE BASED MULTI-TIER
SrHERICAL GRID ROUTING (ECMSGR): A
ProroseD METHOD

The several sensor nodes are uniformly
distributed across a field to form wireless sensor
network for the secure routing of data packet between
source and destination. Each sensor node senses its
input attribute and before its send the data packet to its
neighbor node it forms a routing path in spherical grid
fashion with proper coordination among no. of sensor
nodes. For the uniform utilization of sensor nodes, each
sensor node is checked for remains energy level and
no. of times used for path formation by the neighbouring
sensor node as shown in figure.

In WSN multi-tier spherical grid routing path Fig. 8. Formation of angular position between two nodes
formation between two or more sensor node is
calculated by determining previous and next sensor
node angular position such that path formation will be in
spherical fashion between starting node and destination
node as shown in figure 7. Source as indication in
figure 7 is sensed by a sensor node near to it. The
sensed node now decides about choosing second next
node with required angle and second node select third
node such that the routing path formation between
source and destination takes spherical shape. The red
dot represent one tier spherical grid and blue dot
represent second tier and so on routing path formation
takes place.

The required angular position between nodes
formation is shown in figure 8. The elliptical curve based
multi-tier formation of spherical grid routing to cover very
large area with effective & optimized utilization of sensor
node is represented by figure 9.

Fig. 9. Spherical Grid formation over wide area
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VI. REesuLts & DiscussioNs

The Proposed protocol ECMSGR is compared
with LEACH and GRID protocol in network simulator 2
environment to evaluate the performance metric such
packet delivery ratio, throughput, communication
overhead, end-end delay and power consumption. The
table | represent simulation parameter set up for NS2.

Table | : Simulation parameters for WSN

Simulation Parameters

Value

Channel type
Radio-propagation model
Network interface type
MAC type

Interface queue type

Link layer type

Antenna model

Max packet in IFQ

Number of mobile nodes
Routing protocol

X dimension of topography
Y dimension of topography
Time of simulation end
Initial energy in Joules
Network Type

Connection Pattern

Packet Size

Connection type

Wireless Channel
Propagation/Two Ray Ground
Phy /WirelessPhy
Mac/802_11
Queue/DropTail /PriQueue
LL

Antenna/Omni Antenna
50

16/25/36/49/98/196
AODV/DSR/DSDV

4000

4000

20/40/60/80/100

100

Mobile

Random

512 bytes

CBR/UDP/TCP

Fig. 10 - M-LEACH Protocol

Figure 10 represent the M-LEACH protocol in
which whole network is divided into no. of group of
network. Each group of network selects their local
cluster head for communication. Cluster heads are
responsible for collection of data from their local sensor
nodes and transmit to destination with the help of other
cluster heads.

A large area is covered by a large number of
sensor nodes which communicate with each other
through short-range radios. Long-range data delivery is
achieved by forwarding data across multiple hops. Each

sensor is aware of its own location. However, mobile
sinks may or may not know their own locations. When a
stimulus appears, the sensors surrounding it collectively
process the signal and one of them becomes the
source to generate data reports. Sinks (users) query the
network to collect sensing data. There can be multiple
sinks moving around in the sensor field and the number
of sinks may vary over time as shown in figure 11.

® ©@
@4

Fig. 12 - ECMSGR Protocol

The ECMSGR Protocol as shown in figure 12
has been in discussed in section V. The experimental
result of M-LEACH, 7*7 GBDD based protocol and
ECMSGR for a network scenario as indicated in figure
10, 11& 12 and their result is compared for their
transmitted packet, received packet, packet delivery
ratio, average throughput and residual energy is shown
in figure 13.
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Fig. 13 : A comparison between GBDD, M-LEACH &
ECMSGR

VII. CONCLUSION

The proposed method ECMSGR provides a
novel and an approach towards improvising potential
WSN performance specially in terms of packet delivery
ratio, throughput, communication overhead, end-end
delay and power consumption. The network route
formation as well as data transmission and its security
are a major concern in the field of wireless sensor
network. The ECMSGR protocol implementation and its
performance compare to other related protocol is
designed and analyzed to overcome some of the
limitations of existing protocol using network simulator-
2. The experimentation scenario and results shows that
ECMSGR outperforms GBDD & M-LEACH. The
ECMSGR protocol complexity increases when the
network scalability increases at very large scale in the
application of providing smart & secure gobal
communication for data as well as voice communication
to end users. ECC offer advantages of higher speeds,
lower power consumption, and code size reductions.
This concludes that ECC is best suited for wireless
applications which demands speed, time and
bandwidth. The results shows that optimal key
generation time, encryption time and throughput using
simulation. In this paper ECMSGR protocol gives an
idea for researcher to explore further possible
performance efficiency enhancement to offer better
quality of services to provide communication coverage
across globe.
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Secure Elliptic Curve Digital Signature Algorithm
for Internet of Things

B. Sindhu® & Dr. R. M. Noorullah®

Absiract- In the previous couple of years, the internet of
things (loT) is gaining additional and a lot of attention each
within the academia and in the industrial worlds. A wide
accepted notion of the internet of things (loT) is stated the
chance of militarization everyday objects with adequate
technology to permit them to speak with alternative objects,
identify themselves, or perhaps participate to distribute
computing. These things are customarily stated as SO's
(Smart Object), might be drawn as actual relics augmented
with computing, communication, actuations and storing
functionalities. Their importance resides within the capabilities
they need to create physical environments “smart” therefore
as to offer novel cyber physical service to individuals. smart
Objects, that are vital elements of the IOT, are everyday
objects that are equipped with hardware components like
radio for communication, a CPU hardware to process tasks,
sensors to be responsive to the globe within which they're
located and to regulate it at a given instant. Even so, as
sensible objects have restricted resource constraints to
appoint sturdy protection mechanisms, they're at risk of subtle
security attacks. For this reason, a smart authentication
mechanism that considers every helpful resource constraints
and safety is needed. Our projected scheme uses the
standards of Elliptic Curve digital signature scheme and
evaluates consistently the potency of our scheme and
observes that our scheme with a smaller key size and lesser
infrastructure performs on par with the prevailing schemes
while not compromising the security level.

Keywords. elliptic curve digital signature algorithm, /0T,
elliptic curve, ECDSA.

I. [NTRODUCTION

igital  signature algorithm is a public key
D cryptology algorithm designed to shield the

genuineness of a digital document. A document
is signed by a secret key to provide a sign and therefore
the sign is verified against the message by a public key.
Therefore any party can verify the signature with signer's
public key. A legitimate digital signature offers a
recipient reason to believe that the message was
created by a identified sender who possesses the secret
key, which it absolutely was not altered in transit.

Authora. M.Tech Scholar, Department of CSE, ABIT, Kadapa.
e-mail: basettysindhu2016@gmail.com
Author o principal & Professor, Department of CSE, ABIT, Kadapa,
India. e-mail: noorullahrm@gmail.com

Digital signatures are used wide in e-commerce
applications, in banking applications, in software system
distribution, and in different cases wherever jurisdiction
is concerned and it's necessary to notice forgery or
meddling. Thus it's crucial to use algorithms that are
standardized by government organizations. Despite the
fact that there are a varied range of digital signature
algorithms in analysis literature, only three algorithms
are standardized by the National Institute of Standards
and Technology (NIST) and are wide employed in most
industrial applications. These are the RSA, the DSA and
therefore the ECDSA [7] [9]. The security of the DSA
relies on the hardness of the discrete log problem on the
multiplicative group of units on the finite field FP. The
ECDSA is that the elliptic curve analogous of the DSA
and its security is predicated on the distinct log
drawback on the group of points on elliptic curve over a
finite field. DSA and ECDSA are standardized and wide
utilized in universe applications. Their securities are
authenticated by the cryptology community for pretty
much 20 years. It's affordable to believe that projected
new DSA primarily based Elliptic Curve is secure. We
have a tendency to confer the correctness of the
projected algorithm and show that the security of the
algorithm relies on the hardness of the discrete log
problem within the underlined group.

[1. INTERNET OF THINGS

Internet of Things (loT) was initially utilized in
1999 Dby British technology pioneer Kevin Ashton to
explain a system within which objects in the physical
world can be connected to the net by sensors. Ashton
coined the term as an instance the ability of connecting
Radio-Frequency Identification (RFID)tags utilized in
corporate supply chains to the web so as to count and
track product while not the necessity for human
intervention [8]. Today, the net of Things has become a
preferred term for describing situations during which
internet connectivity and computing capability extend to
a range of objects, devices, sensors, and everyday
things. Whereas the term “Internet of Things” is
comparatively new, the construct of mixing computers
and networks to observe and control devices has been
around for many years. The internet of Things (loT) is
what happens once every day normal objects have
inter-connected  microchips  within  them. These
microchips facilitate not solely keep track of alternative
objects, however several of those devices sense their
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encompassing and report it to alternative machines
likewise on the humans. Additionally known as M2M,
standing for Machine to Machine, Machine to individual,
individual to Machine or Machine to individual, the loT
showing intelligence connects humans, devices and
systems. Experts term two divergent kinds of
communication within the loT: thing to individuals and
individuals-to-individuals ~ communication.  Thing-to-
individuals and individuals-to-thing communications
cover variety of technologies and applications, whereby
individuals act with things and contrariwise, as well as
remote access to things by humans, and objects that
endlessly report their standing, whereabouts and device
information. Thing-to thing communications
encompasses technologies and applications wherever
in everyday objects and infrastructure act with the
human. Objects will monitor alternative objects, take
corrective actions and apprise or prompt humans as
needed.

[11. Erripric CURVE ARITHMETIC

ECC makes use of elliptic curves in which the
variables and coefficients are restricted to elements of a
finite field. There are two families of elliptic curves
defined for use in cryptography: prime curves defined
over odd prime field F, and binary curves defined over
Galois field GF(2M)[1].

In  Elliptic Curve Cryptography uses
following curve equation.

the

y? = x* + ax + b where a and b are the constant with
4a%+ 27b° = 0

Cryptographic operations on elliptic curve over
finite field are done using the coordinate points of the
elliptic curve. Elliptic curve over finite field equation is
given by:

y? = {x*+ ax + b} mod p

Certain formula is defined for operation with the

points [6]

a) Point Addition

The two point P(x;, y;) and Q(x,, y,) are distinct.

P + Q = R(xs, y3) is given by the following calculation
X3 = {A® — X; — X,} mod p

Y3 = {A(X; = X3) — y4} mod p where

A = {(y2"y1)/(%:%;)} mod p

b) Point Doubling

The two point P(x;, y;) and Q(x,, y,) overlap.

P + Q = R(xs, y3) is given by the following calculation.
X3 ={A\? — 2x,}mod p

Yz ={A(X; = %) — y;}mod p where

A ={(3%2 +a)/2y, } mod p

© 2016 Global Journals Inc. (US)

c) Point Multiplication

Let P be any point on the elliptic curve.
Multiplication operation over P is defined by the
repeated addition. kP =P + P + P + ...+ ktimes.

d) Elljptic Curve Cryptography

The use of Elliptic Curve Cryptography was
initially suggested by Neal Koblitz [2] and Victor S. Miller
[4]. Elliptic curve cryptosystems over finite field have
some advantages like the key size can be much smaller
compared to other cryptosystems like RSA. We have
used Fixed and Variable Size Text Based Message
Mapping Techniques [5] for message Encryption and
decryption.

[V.  EXISTING SYSTEM

The scheme [3] is apt for a signer who has
limited computing capability like, a signer using his
smart Card which stocks his secret key.

a) Key-Pair Generation
Using random integer number d and generating
point G, public key Q is computed as follows.

1) Select a random integer d in the interval [0, n-1]. 2)
Compute Q = dx G, obtained by point Multiplication. Q,
G are points on the elliptic curve. 3) Now key-pair is (G,
Q) where G is the Private Key and Q is the Public key.

b) Signature Generation

Signer uses parameters g, a, b, p, n, d and
private key G, to sign a document or message M where
a, b, p and g are constants in elliptic curve equation. To
sign a message signer does the following:
1. Chooses arandom integer k with 1< k < n —1.
2. Compute kxG = (x4, yy).
3. Compute hash value z of message M, z=h"'(M)?.
4. Compute s = (zxd) x k" mod n. If s = 0 then

return to step 1.

5. Signature for the message M is (s, X;).
c) Signature Verification

Authenticity of the received message can be
verified by receiver exploiting the following steps:

1. First verify that s is integer in the interval [1, n —1]
2. Calculate hash z of the message/document M

3. Calculate the number w = s™' z (mod n)
4

Using this number compute the point (x, y) = wx Q
on the curve, and, finally, authenticate the signature
by checking whether the equivalence x=x1 holds.

d) Possible Aftack

The intruder can easily modify the message and
append hash value of the modified message to the
signature element. This modification cannot identify by
the receiver.



The attack is described as follows.
Calculate hash z of the message m
Calculate !

Calculate s,=sx(z"

New/modified message m;,

Calculate hash z, of the message m,

s' =8,%(Zy)

Signature for the message m1 is (s', x1).

No O~

V.  PROPOSED SYSTEM

Proposed scheme is secure when compare with
existing system. This scheme is developed without
modular inversion process in Signature Verification
algorithms.

Notations:

To be appropriate in explanation of our work the
elements are defined as
d: random integer number
T: private key
Q: Public key
m: message
k: Random number
H() : a secure one-way hash function
r, S;, s,: Signature elements
q: field order
FR: field representation
a, b: coefficients
G: Base point
n: Order of G
h: co-factor
a) Key Pair Generation

Key pair d and Q made by the Signer as follows
INPUT: D= (g, FR, a, b, G, n, h)

1. Choose a distinctive random number, |, within the
interval [1, n-1]

2. Compute T «(jxG) Choose a distinctive random
number, d, within the interval 1, n-1]

3. Compute Q «<(dxT)

4, Return (Q, T, d)

OUTPUT: Q, T, d

b) Signature Generation

The signer can sign message m as follows
INPUT: D= (g, FR,a,b,G,n, h),d, m, T, Q
Begin

repeat
k = Random [1, 2,..., n-1]
P=kxT

c=X-Co-ordinate (P)
z=H(m)modn

S; = cxkxdxT modn
s, = (¢ + d")zxk mod n
R =2zxP

r = X-Co-ordinate(R)
untilr = 0and s, # 0and s, # O return (r, Sy, S,)
End
OUTPUT: Signature (r, S;, s,)

c) Signature Verification
To verify the signature (r,S;, s,) on message m,
receiver does the following:
INPUT: D= (q, FR, a, b, G, n, h), Q, m, Signature (r, S;,
S2)
Begin
If r, S1, s2 doesn’t belongs to [1,2..., n-1] then
Return (“Reject the signature”)
end if

z=H(m)

U, =s,xQ

U, = zx$§,
W=U,-U,

v= X-Co-ordinate (W)
if v.=rthen

Return (“Accept the signature”)
else
Return (“Reject the signature”)
end if
end

OUTPUT: Acceptance or rejection of the signature.

d) Proof of Signature Verification
S, = cxkxdxT modn
s, = (¢ + d")zxkmod n
W = U;-U,
= s2Q-zS,
= (c + d")zxkxdxT-zxcxkxdxT
= cxXzXKXdXT + d'xzxkxdXT-zxcxkxdxT
=zxkxT
=R

VI.  CONCLUSION

The intruder can easily alter the message or
document and replace the existing message hash value
with modified message hash value. But in proposed
scheme attacker may modify the message but attacker
cannot substitute hash value of existing message with
hash value of new message. If the message modified
without appending the hash value then it rejects the
Signature. Considering the above, our proposed digital
signature scheme is more secure when compared to the
existing scheme.
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The Encryption Algorithms GOST-IDEA16-2 and
GOST-RFWKIDEA16-2

Gulom Tuychiev

Abstract- In the paper created a block encryption algorithms
GOST28147-89-IDEA16-2 and GOST28147-89-RFWKIDEA16-
2 based on networks IDEA16-2 and RFWKIDEA16-2, with the
use the round function of the encryption algorithm GOST
28147-89. The block length of created block encryption
algorithm is 128 bits, the number of rounds is 8, 12 and 16
Keywords.: GOST 28147-89, Lai-Massey scheme, round
function, round keys, output transformation.

[. [NTRODUCTION

he encryption algorithm GOST 28147-89 is a
standard encryption algorithm of the Russian

Federation. It is based on a Feistel network. This
encryption algorithm is suitable for hardware and
software  implementation, meets the necessary
cryptographic  requirements  for resistance and,
therefore, does not impose restrictions on the degree of
secrecy of the information being protected. The
algorithm implements the encryption of 64-bit blocks of
data using the 256 bit key. In round functions used eight
S-box of size 4x4 and operation of the cyclic shift by 11
bits. To date GOST 28147-89 is resistant to
cryptographic attacks.

On the basis of encryption algorithm IDEA and
scheme Lai-Massey developed the networks IDEA16-2
and RFWKIDEA16-2, consisting from two round
function. In the networks IDEA16-2 and RFWKIDEA16-2,
similarly as in the Feistel network, when it encryption and
decryption using the same algorithm. In the networks
used two round function having four input and output
blocks and as the round function can use any
transformation.

As the round function networks IDEA4-2 [1],
RFWKIDEA4-2 [5], PES4-2 [6], RFWKPES4-2 [7], PESS-
4 [2], RFWKPES8-4 [8] using the round function of the
encryption algorithm GOST 28147-89 [4] created the
encryption algorithm  GOST28147-89-IDEA4-2  [9],
GOST28147-89-RFWKIDEA4-2  [10], GOST28147-89-
PES4-2 [11], GOST28147-89-RFWKPES4-2  [12],
GOST28147-89-PES8-4  [13] and GOST28147-89-
RFWKPESS8-4 [13].

Author: Candidate technical science (Ph.d), the teacher of National
University of Uzbekistan, Uzbekistan, Tashkent.
e- mall: blasterjon@gmail.com

In this paper, applying the round function of the
encryption algorithm GOST 28147-89 as round functions
of the networks IDEA16-2 [14] and RFWKIDEA16-2 [15],
developed new encryption algorithms GOST28147-89-
IDEA16-2 and GOST28147-89-RFWKIDEA16-2.

In the encryption algorithms GOST28147-89-
IDEA16-2 and GOST28147-89-RFWKIDEA16-2 block
length is 256 bits, the key length is changed from 256
bits to 1024 bits in increments of 128 bits and a number
of rounds equal to 8, 12, 16, allowing the user
depending on the degree of secrecy of information and
speed of encryption to choose the number of rounds
and key length. Below is the structure of the proposed
encryption algorithm.

[I.  THE STRUCTURE OF THE
ENCRYPTION ALGORITHM
GOST28147-89-1DEA16-2

In the encryption algorithm GOST28147-89-
IDEA16-2 the length of subblocks X°, X*, X?, ., ) &

, length of round keys K, ., K,ipa Kugaer o
K18(|—1)+15 , 1= 1.n +1’ K24(|—1)+16 ) K24(|71)+17 ) K24(|71)+1a rot
K i=1l.n, K K K , K are

24(i-1)+23 24n+16 24n+17 24n+18 0 "t 24n+47
equal to 8-bits. The length of the input and output
blocks of round functions is 32 bits. This encryption
algorithm round function GOST 28147-89 is applied
twice and in each round function employed eight S-
boxes, i.e. the total number of S-boxes is 16. The
structure of the encryption algorithm GOST28147-89-
PES16-2 is shown in Figure 1 and the S-boxes shown in

Table 1.

Consider the round function block encryption
algorithm GOST28147-89-IDEA16-2. First the 8-bit

subblocks T°, T', .., T’ combined from 32-bit
subblocks,  i.e. T, =TT IT*|IT?, T, =
TIT°IT®|IT". Subblocks T,, T, are summed
round keys Koo 1Ko 1Koy | Kogiayas s
K asrayizo 1K gz 1K gy 1K gy 1€

S =T, + (Ko pas 1Ko yar 1Ky 1K i 00)

S' =T+ (Ko 1Ky 1K gz 1K gy.2) -
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Figure 7. The scheme n-rounded encryption algorithm GOST28147-89-IDEA16-2

Table 1. The S-boxes of encryption algorithm GOST28147-89-RFWKPES4-2

0x0 | Ox1 | Ox2 | Ox3 | Ox4 | Ox5 [ Ox6 | 0x7 | Ox8 | 0x9 | OxA | OxB | 0xC | OxD | OXE | OxF
SO [Ox4 | 0x5 |OxB|0x9 | OXE | 0x8 | 0xD | 0x0 | 0x6 | OXxC | OxF [ 0x7 | Ox2 |Ox1 | Ox3 | OXA
S1 | 0x5 | Ox4 | OxA | 0x8 | OxF [ 0x9 | OxC | Ox1 | 0x7 | OxD | OXE | Ox6 | 0x3 | OxO | Ox2 | OxB
S2 |OxE | OxB | Ox4 | 0x2 | OxF | 0x7 | OXC | Ox0 | Ox8 | 0x9 | OxA | OXD | Ox6 | 0x5 | 0x3 | Ox1
S3 | OxF | OxA | Ox5 | Ox3 | OXE | Ox6 | OxD | Ox1 [ 0x9 | 0x8 | OxB | OxC | 0x7 |0x4 | 0x2 | 0x0
S4 | 0xD | 0xC | OxB | 0x1 | Ox4 | Ox0 | OxF | Ox3 | 0x7 | OXE | Ox5 | Ox6 | 0x9 | 0x2 | Ox8 | OXA
S5 |OxA | 0x3 | Ox4 | 0x6 | OxB | OxF | OxO | OxC | 0x8 | 0x9 |0x2 | Ox1 | OXE | Ox5 | 0x7 | OxD
S6 | 0xB | 0x2 | Ox5 | 0x7 | OXA | OXE | Ox1 | OxD | 0x9 | 0x8 | 0x3 | 0XO | OXF | Ox4 | 0x6 | OxC
S7 [OxC|0x5 |0x2 | 0x0 | OxD | 0x9 | Ox6 | OXA | OXE | OxF | Ox4 | Ox7 | O0x8 | 0x3 | Ox1 | OxB
S8 |0xD | 0x4 | 0x3 | 0x1 | OxC | 0x8 | Ox7 | OxB | OxF | OXE | Ox5 | Ox6 | 0x9 | 0x2 | OxO | OXA
S9 | OxE | Ox7 | OxO | Ox2 | OxF | OxB | 0x4 | 0x8 | OxC | OxD | 0x6 | 0x5 | OXA | Ox1 | 0x3 | 0x9
S10 | OxF | 0x6 |Ox1 | Ox3 | OXE | OXA | Ox5 | 0x9 [ OxD | OxC | Ox7 | Ox4 | OxB | Ox0 | Ox2 | 0x8
S11]0x1 | 0x0 | Ox7 | Ox5|0x8 | 0x4 | OxB | OxF | 0x3 | OxA | 0x9 | 0x2 | OxD | OXE | OxC | Ox6
S12|0x2 | 0x3 | Ox4 | Ox6 | OxB | 0x7 | 0x8 | OxC | 0x0 | 0x9 | OxA | Ox1 | OXE | OxD | OxF | Ox5
. S13|0x3 | 0x2 | 0x5 | 0x7 | OXA [ 0x6 | 0x9 |O0xD | 0x1 | 0x8 | 0xB | 0O | OxF | OxC | OXE | Ox4
S14[0x4 | 0x5 |0x2 | 0x0 | OxD | Ox1 | OXE | OxA [ Ox6 | OxF | OxC | Ox7 | Ox8 | OxB | 0x9 | 0x3
S15]|0x5 | 0x4 | 0x3 | 0x1 | OxC [ 0x0 | OxF | OxB | 0x7 | OXE | OxD | Ox6 | 0x9 | OXA | 0x8 | Ox2
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32-bit subblocks S°, S' divided into eight four bit
subblocks S =s! I [IS? 1?11?11 1.
S'=s,Is/ s, lIs;lIs. lIs; lIs; II's;- Four  bit

1

subblocks s’, S

i =0...7 transformed into the S-

boxes: R’ =S,($) IS.() IS,() IS,(s) 1S, ()
SEDNS()NS(s). R =S(s) 1S (s) 1S, ()l
S.(8) 1S () 1S () 1S () Il Si(s)) - The

resulting 32-bit subblocks R°, R' cyclically shifted left
by 11 bits and we obtain subblocks Y, Y,:
Y, =R’ <<11, Y,=R'<<1l. Thereafter = 32-bit
subblocks Y,, Y, divided into four 8-bit subblocks Y°,
Yioo YT e, Y, =Y IYHIYEYR Y, =
YUY IY qY”.

Consider the encryption process of encryption
algorithm GOST28147-89-IDEA16-2. Initially the 128-bit

plaintext X partitioned into subblocks of 8-bits X, X,,

XZ, .., X7, and performs the following steps:

1. subblocks X;, X;, XZ, .., X;° summed by XOR
respectively with round key K, .., K, Ko
B K24n+31 XJ Xc: ®K24n+16+1’ J =0..15.

2. subblocks X, X,, X7, .., X,° multiplied and

summed respectively with the round keys K

24(i-1)
K Kagyzr o Kogpas, 1=1.n+1 and
calculated 8-bit subblocks T°, T*, T°, ..., T". This
step can be represented as  follows:
T, =(X’, + Koin) @ (X7, - K aainis) -

T =(X},- 24(IN)G-)(XE’ + Koiaee)
T, = (X7, + K oinea) @ (X" -K pai1010)
T, =(X,- K ouies) @ (X" + K i)
T, =(X', + K ouinea) @ (X2 -K s aye1z)
T =(X’,-K aaiinys) @ (X2 + K o)
T, = (X7 + Km ae) @ (X Ko yae) |
T7 :(Xiil' .1+7)®(X15 +K24(| +15),
3. to 8-bit subblocks T°, T', T? .., T’ applied

round functions and get 8-bit subblocks Y°, Y*,
Y2 .., Y7,

4. subblocks Y°, Y*, Y? ..., Y’ are summed to XOR
with subblocks X?° , X', X?, .., X%, &

X, =X, @Y, XP=X @Y j=0.7,
i=1

5. at the end of the round subblocks swappe@,,i.
XI=X® j=1.14, i=1

6. repeating steps 2-5 n times, i.e.,
subblocks X?, X!, X?, .., ans.

7. in output transformation round keys K
K

—2..n obtain

K
K are multiplied and summed into

24n+15

24n? 24n+1’

24n420 )

subblocks, ie. o _ yo

Xl X14'K Xn+1 Xn+K24n
il n 24n+1 x2 :X13+K

X:l_X;Z'KZAH 30 4 nll o

X5 XlO-K ><n+1 Xn +K24n+4’
n+l n 24n+5 6 _ 9

X7 =X®.K X _Xn+K24n+6'
n+l n 24n+7 ) 8 7,

X9 X6+K Xn+1 Xn K24n+8‘
n+l n 24n+9 ? X 101 X 5, |~<24 .

Xll :X:+K24n+11’ X12 X3K

X 13 X 2 + K n+1l 24n+12
n+l n 24n+13 7 X 14 — X 1 K

X 5 _ X 5 LK n+l 24n+14 1

24n+15
8. subblocks X0, X, X2, .., X7 are summed
to XOR with the round K,, ., K, .. K, ..
K24n+47 xnj+1 = an+1 ® K24n+32+1 J J =0..7.
As ciphertext plaintext X receives the combined
8 blt SUbblookS X:+1 ” Xn+1 ” Xn+1 ” ” X:il

I1I.  Key GENERATION OF THE ENCRYPTION
ALGORITHM GOST28147-89-1DEA16-2

In rrround encryption algorithm GOST28147-
89-IDEA16-2 in each round used twenty four round keys
of the 8-bit and output transformation sixteen round keys
of the 8-bit. In addition, before the first round and after
the output transformation we used sixteen round keys of
8-bits. Total number of 8-bit round keys is equal to
24n+48. In Figure 4 encryption used encryption round
keys K7 instead of K/, while decryption used
decryption round keys K. If n=8 then need 240 to

generate round keys, if n7=12, you need to generate
336 round keys and if 7=16 need 432 to generate round
keys.

The key encryption algorithm A of length | (

256 <1 £1024) bits is divided into 8-bit round keys K,
Ky Ko Lenght=1/8, here K ={k,,k,....k }
Ks ={ko Ky K} K ={k;.k ,kls} .....

K fres =LK oo Kooy .1} and
K=K, [[KS .. ||KLenghtl Then we
K =K; &K/ ®..0K; K, =0 then K, is
KL—OxCS. Round keys K¢,

Lenght-1 *
i = Lenght...24n+ 47 are computed as follows

87 9"

calculate

chosen as 0OxC5, i.e.
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K¢ = Shox0(K ¢

i—Lenght

) @ Sboxd(RotWord (K, ...))

i—Lenght+1
@ K, . After each round key generation the value K, is

cyclic shift to the left by 1 bit. Here, RotWord8()-cyclic
shift to the left of 1 bit of the 11-bit subblock, Sbox-
transformation a 8-bit subblock in the S-boxes,

Soox0(S) = S,(t°) I S,(t"),  Sboxl(S) = S,(t°) | S,(t)
and t°, t'-four bit subblock, T =t"||t"-eight bit
subblock.

Decryption round keys K® are computed on
the basis of encryption round keys K® and decryption

round keys of the output transformation associate with
of encryption round keys as follows:

d d d d d d d d
(K24n 1 K24n+1 ' K24n+2 1 K24n+3 ' K24n+4 1 K24n+5 ' K24n+6 ' K24n+7 '
d d d d d d d
K 24n+8 K 24n+9 ! K 24n+10 7 K 24n+117 K 24n+12 7 K24n+l3 ' K24n+l4 '

Kanas) = (CKg, (K™ —=KG (K ™=K (K =K,
(K7C)711(KBC)71!_K96’(cho)ilv_chli(chz)ill_chy(chzt)il!
-K3).

Decryption round keys of the first
associate with of encryption round keys as follows:

round

de

107 11

KerKz) =

(KS KKK KK KE KK KE K
K KS KKK K? KE K KE K

127 137 147 157 16! 17! 187 197 207 211

(_ K 2C4n ' (K;4n+1)71 [ K2c4n+2 ’ (K 2C4n+3 ) N [ K2C4n+4 J (K zc4n+5 ) B '
-K 2CAn+G ’ ( K 2CAn+7 ) N ) ( K 2C4n+s ) N [ K 204n+9 ’ ( K 2C4n+10 ) B [ K 2C4n+11 ’
( K ZCAn+12 ) N [ K ZCAn+13 ' ( K zc4n+14 ) N v K ZCAn+15 ' K ZCA(n—1)+16 ’

K ;4(n—1)+17 K ;4(n—1)+18 K 264(n71)+19 ) K;4(n—1)+20 K 264(n71)+21 ) K2c4(n71)+22 ’
K;A(n71)+23)'

Decryption round keys of the second, third and
n-round associates with the encryption round keys as
follows:

(K2d4(i71)'Kd Kd

24(i-1)+17 ' N 24(i-1)+2
K d

d d
24(i-1)+6 1 K K

24(i-1)+7 7 ' N 24(i-1)+8 7
K d

d d
24(i-1)+12 K K

24(i-1)+13 7 ' ¥ 24(i-1)+14
K d

d d
24(i-1)+18 1 K K

24(i-1)+19 7 ' ¥ 24(i-1)+20 7
(=K

Z4(n—i+1)’(KC )711_KC

24(n-i+1)+14 24(n-i+1)+13 7
— K¢

24(n-i+1)+11? (K , )71 1_K .
(K.

24(n-i+1)+10 24(n-i+1)+9 !
-1 c c -1 c
24(n-i+1)+7 ) v K 24(n-i+1)+6 ! ( K 24(n-i+1)+5 ) v K
(K

24(n-i+1)+4 7
-1 [ [
24(n—i+1)+3) ’_K (K
K c

-1 c
24(n-i+1)+2 1 24(n—i+1)+1) ’_K
Cc
24(n-i)+16 7 K

24(n-i+1)+15 7
c c c
24(n-i)+17 K K K
K c

24(n-i)+18 7 1 N 24(n-i)+19 ? ' ¥ 24(n-i)+20 ?
c c H
24(n-i)+21? Kz4(n4)+22’ K24(n7i)+23)’| =2.n

Decryption round keys applied to the first round
and after the output transformation associated with the

K :4(i71)+5 '
K 2d4(i71)+11 '
K2d4(i—1)+17 ’

K: )

24(i-1)+23

d
K24(i—1)+4 '
K d

24(i-1)+10 7
K d

24(i-1)+16

d
K24(i—1)+22 ’

(K

-1
24(n7i+1)+12) 7

(K

-1
24(n7i+1)+8) '

Kd

24(i-1)+3?

d
K24(i71)+9 '
d
K 24(i-1)+15 7

Kd

24(i-1)+21

© 2016 Global Journals Inc. (US)

encryption round keys as follows: Kj, . =K
Kd

24n+32+j

=K j=0.7.

24n+16+j !’

IV.  THE STRUCTURE OF THE ENCRYPTION
ALGORITHM GOST28147-89-RFWKIDEA16-2

In the encryption algorithm GOST28147-89-
RFWKIDEA16-2 the length of subblocks X°, X', X?

..., X® length of round keys K K K

16(i-1) 16(i-1)+1

, K i=1l.n+1, K K K

16(i-1)+15 "’ 16n+16 ’ 16n+17 16n+18 !

K are equal to 8-bits. The length of the input and

16n+47

output blocks of round functions is 32 bits. This
encryption algorithm round function GOST 28147-89 is
applied twice and in each round function employed
eight S-boxes, i.e. the total number of S-boxes is 16. The
structure of the encryption algorithm GOST28147-89-
PES16-2 is shown in Figure 2 and the S-boxes shown in
Table 1.

Consider the round function block encryption
algorithm GOST28147-89-RFWKIDEA16-2. First the 8-bit

subblocks T°, T, T’ combined from 32-bit
subblocks, ie. T, =TT T |IT°, T =

1

TNT°|IT*|IT". 32-bit subblocks T, , T, divided into

16(i-1)+2 !

eight four bit subblocks
To=to It e It N e litg ity To=to it e It
t; It )It; [It;. Four bit subblocks t’, t', i=0..7
transformed into the S-boxes:

RO =S,)ISE)NISE)NISE) IS )

SIS E)IS ), R =SE)ISE)IS()I
S, () 1S, (t) 1 Su () 11 S (te) 11 S (t7) -

The resulting 32-bit subblocks R’, R' cyclically shifted

left by 11 bits and we obtain subblocks Y, V,:
Y,=R"<<11, VY,=R'<<11. Thereafter 32-bit
subblocks Y,, Y, divided into four 8-bit subblocks Y?,
Yoo YT e, Y, =Y IYRIYAYE, Y, =
YA Yo QY.

Consider the encryption process of encryption
algorithm GOST28147-89-IDEA16-2. Initially the 128-bit

plaintext $X$ partitioned into subblocks of 8-bits X, ,
Xo, X2, .., X7°, and performs the following steps:
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Xo, X2, .., X summed by XOR

respeotively With FOUI’](.j key K16n+16 ’ K16n+17 J K16n+18 ! 7 = ()(F1 16(i71)+7) ® ()(is1 +K
e Xg =X &Ky 1=0..7 3. 1o 8-bit subblocks T°, T*, T?, ..., T’
subblocks X;, X;, XZ, .., X;° multiplied and functions and get 8-bit subblocks Y*°, Y*, Y?,
summed respectively with the round keys K, Y’
K and caloulated 8-bit 4 subblocks Y®, Y* Y#, YT are summed to XOR
bbl ) fle_(il;l“ir’l“.,-rz 18(i—1)+15:r7 " b with SUbb|OCkS Xlol, .
subblocks T°, T, T*, ..., T". This step can be 5 P 7 o X1 28
represented as follows: X5 ie _XH =XLev™, X'f =X ®Y
T =(X’, + K16(| YD (X', - wo1s8) j=0.7,1=1
Koo ya) ® (X°, + Km(i_mg)y 5 at Fhe ensd. of.thelroizd subblocks swapped, i.e.,
X =X= =1 I =
T, = <><i1  Kig0) @ (X Ko ) =R '
—1>+3) ® (Xn i Kle(i—1)+11) ’ 0. reiielltins s;?[;)s )2(15 ;Eimes,)i(.les.
subblocks D SED GUD G
T4 = (Xi‘il + Klﬁ(i—l)+4) ® (Xi—l 16(i—1)+12) ) !
16(i—1)+5) @ (Xil—sl + K16(i—1)+13) )

Figure 2 The scheme n-rounded encryption algorithm GOST28147-89-RFWKIDEA16-2

= (X6 + K16(I l)+6) (-B (X14

applied round

2 .N obtain
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7. in output transformation round keys K, , K, .,
Ko o Ky are multiplied and summed into
subblocks X7, X!, X% ., X7, e
X:+1 X: + Klen ) Xr1|+1 X:l : K16n+1’
Xn2+1 X;S + K16n+2 ) Xn3+1 = Xiz : K16n+3’
X:+1 erl + K16n+4’ X:+1 ero : K16n+5’
X6 = X: + K16n+6’ X:u = X: ' K16n+7’
Xfﬂ = X7 ' K16n+8’ X:+1 = X: + K16n+9 )
X:ﬁl = X . K16n+10’ X::l X: + K16n+11’
erl - X - K16n+12’ Xrﬁl er + K16n+13 )
X::l = X . K16n+14’ Xiil X z + K16n+15 "

8. subblocks X?° , X! , XZ,, .., X are summed
to XOR with the round key K, ..., Kisss Kigniaas -
K16n+47 an+1 = Xr:+1 @ K16H+32+j ! j = 0"'7 "

As ciphertext plaintext X receives the combined
8-bit subblocks X || X2 | X2, -l X2

n+l n+l n+l ”

V.  Key GENERATION OF THE ENCRYPTION
ALGORITHM GOsT28147-89-RFWKIDEAT16-2

In n-round encryption algorithm GOST28147-
89-IDEA16-2 in each round used sixteen round keys of
the 8-bit and output transformation sixteen round keys of
the 8-bit. In addition, before the first round and after the
output transformation we used sixteen round keys of 8-
bits. Total number of 8-bit round keys is equal to
16n+48. In Figure 4 encryption used encryption round

keys K/ instead of K, , while decryption used
decryption round keys K.

The key encryption algorithm K of length | (

256 <1 <1024 ) bits is divided into 8-bit round keys K.,

Ko Ko Lenght=1/8, here K ={k,k,...K_}

K = tkokakd, K (ko o

ngm—{klg, e K} and
K=K [[KS - IIKLmW

Then we calculate K, =K; @ K; @ ...® K|

Lenght-1 *
If K. =0 then K_ is chosen as OxC5, i.e. K =0xC5.
Round keys K,

i= Lenght.. 16n+ 47 are computed
as follows

3)OXO(}<| Lenght) @
Shox1(RotWord (K )@ KL. After each round key
generation the value K

is cyclic shift to the left by 1 bit.
Here, RotWord8()-cyclic shift to the left of 1 bit of the 11-
bit subblock, Sbox-transformation a 8-bit subblock in the
S-boxes, Sbox0(T) = S,(t°) || S,(t"),
Sox(T) = S, (t°) | S, (1), T=t*|It" and t°,
bit subblock, T -eight bit subblock.

R

i—Lenght+1

t*-four
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Decryption round keys K? are computed on

the basis of encryption round keys K‘ and decryption

round keys of the output transformation associate with
of encryption round keys as follows:

d d
K16n+6 4 K16n+7 4
K d

16n+14 !

d
K16n+5 '
K d

16n+13?

d
K16n+4 ’
K d

16n+12 7

d
K16n+3 4
K d

16n+11"7

d
K16n+2 '
K d

16n+10 !

(Klﬁn’
Kd

16n+8 !

16n+1’?

d ) _
K16n+9 4 16n+15

(_Ko '(Kl )711_K2 7(K3) ’_K4’(K5)711_K6’(K7) I(Ks)&!

— K5 (KE) =KL (KE) 7 =KL (KE) =K.
Decryption round keys of the first

associate with of encryption round keys as follows:

(K KK KK K K K K K K K

round

o Kt

Ko K Ko K) = (K (K)o K (K0
Kionear (Kinis) K en (K ) 70 (K o) 7K

(Kioniao) ™ Kgnnns (K0) =K (K )™

= Kionss)-

Decryption round keys of the second, third and
n-round associates with the encryption round keys as
follows:

(K16(| B 1s(| 1)1 Kli(. )42 Kl?s(. 1)431 K]i(l )44 ché(l 1)451
Kldﬁ(l 1)+67 Klds(l )7 Kldﬁ(l 1)487 Klde(l 1)491 Klds(l 1)+10 KldG(l 1)a10
Klttjs(\ 14120 Kfﬁ(l 1)+13 7 K::S(I 1)+14 7 16(| 1)+15) (- K16(n i+1) 1
(Klﬁ(n |+1)+14) KICG(n |+1)+137(K16(n |+1)+12) K1C6(n i+1)+11 7
(Kle(n |+1)+1o) K1C6(n |+1)+9’(K16(n \+1)+3) (Kls(n |+1)+7)71!
- chii(n |+1)+6’(K16(n |+1)+5)71 _KICG(n |+1)+47(K16(n |+1)+3) °
che(n |+1)+2’(K16(n |+1)+1) che(n |+1)+15) i= 2n

Decryption round keys applied to the first round
and after the output transformation associated with the

encryptlon round keys as fO”OWS KldGn+16+| = K1C6n+32+1u
d . —
K16n+32+1 = K16n+16+1 ) J =0..7
VI.  REsuLTsS

As a result of this study built a new block
encryption algorithms called GOST28147-89-IDEA16-2
and GOST28147-89-RFWKIDEA16-2. This algorithm is
based on a networks IDEA16-2 and RFWKIDEA16-2
using the round function of GOST 28147-89. Length of
block encryption algorithm is 128 bits, the number of
rounds and key lengths is variable. Wherein the user
depending on the degree of secrecy of the information
and speed of encryption can select the number of
rounds and key length.

It is known, that the S-box encryption algorithm
GOST 28147-89 are secret and used as a long-term key.



following Table 2 summarizes options openly declared
S-box such as: deg-degree of algebraic nonlinearity;

NL -nonlinearity; A -resistance to linear cryptanalysis; o
-resistance to differential cryptanalysis; SAC-strict
avalanche criterion; BIC-bit independence criterion.To S-
box was resistant to cryptanalysis it is necessary that the
values deg and NL were large, and the values 4, 9,

SAC and BIC small. In block cipher algorithms
GOST28147-89-IDEA16-2 and GOST28147-89-
RFWKIDEA16-2 for all S-boxes, the following equation:
deg=3, NL=4, 1=05 0=3/8, SAC<2, BIC<4,
i.e. resistance is not lower than the algorithm GOST
28147-89. These S-boxes are created based on Nyberg
construction [3].

Table 2 . Parameters of the S-boxes encryption
algorithm GOST 28147-89

No| Parameters |S1 |S2 |S3 |S4 (S5 |S6 |S7 |S8
1 deg 2133|233 |2]2
2 NL 4 l2|l2]2]2|2|2]2
3 A 0.5|3/4|3/4|3/4|3/4|3/4|3/4|3/4
4 o 3/8(3/8(3/8(3/8(1/4|3/8/05]05
5 SAC 2|22 |4|2|4|2]|2
6 BIC 4|21 4|ala|al2]as
IV.  CONCLUSIONS
In this way, built a new block encryption
algorithms  called GOST28147-89-IDEA16-2  and

GOST28147-89-RFWKIDEA16-2 based on networks
IDEA16-2 and RFWKIDEA16-2 using the round function
of GOST 28147-89. Installed that the resistance offered
by the author block cipher algorithm not lower than the
resistance of the algorithm GOST 28147-89.
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GJHSS. For Authors should prefer the mentioned categories. There are three widely
used systems UDC, DDC and LCC. The details are available as ‘Knowledge Abstract’ at
Home page. The major advantage of this coding is that, the research work will be
exposed to and shared with all over the world as we are being abstracted and indexed
worldwide.

The paper should be in proper format. The format can be downloaded from first page of
‘Author Guideline’” Menu. The Author is expected to follow the general rules as
mentioned in this menu. The paper should be written in MS-Word Format
(*.DOC,*.DOCX).

The Author can submit the paper either online or offline. The authors should prefer
online submission.Online Submission: There are three ways to submit your paper:

(A) (1) First, register yourself using top right corner of Home page then Login. If you
are already registered, then login using your username and password.

(1) Choose corresponding Journal.
() Click ‘Submit Manuscript’. Fill required information and Upload the paper.

(B) If you are using Internet Explorer, then Direct Submission through Homepage is
also available.

(C) If these two are not convenient, and then email the paper directly to
dean@globaljournals.org.

Offline Submission: Author can send the typed form of paper by Post. However, online
submission should be preferred.
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PREFERRED AUTHOR GUIDELINES

MANUSCRIPT STYLE INSTRUCTION (Must be strictly followed)

Page Size: 8.27" X 11"

e Left Margin: 0.65

e  Right Margin: 0.65

e  Top Margin: 0.75

. Bottom Margin: 0.75

e  Font type of all text should be Swis 721 Lt BT.

e  Paper Title should be of Font Size 24 with one Column section.

e Author Name in Font Size of 11 with one column as of Title.

e  Abstract Font size of 9 Bold, “Abstract” word in Italic Bold.

e Main Text: Font size 10 with justified two columns section

e  Two Column with Equal Column with of 3.38 and Gaping of .2

e  First Character must be three lines Drop capped.

e  Paragraph before Spacing of 1 pt and After of O pt.

e Line Spacing of 1 pt

e large Images must be in One Column

e Numbering of First Main Headings (Heading 1) must be in Roman Letters, Capital Letter, and Font Size of 10.
e Numbering of Second Main Headings (Heading 2) must be in Alphabets, Italic, and Font Size of 10.

You can use your own standard format also.
Author Guidelines:

1. General,

2. Ethical Guidelines,

3. Submission of Manuscripts,

4. Manuscript’s Category,

5. Structure and Format of Manuscript,
6. After Acceptance.

1. GENERAL

Before submitting your research paper, one is advised to go through the details as mentioned in following heads. It will be beneficial,
while peer reviewer justify your paper for publication.

Scope

The Global Journals Inc. (US) welcome the submission of original paper, review paper, survey article relevant to the all the streams of
Philosophy and knowledge. The Global Journals Inc. (US) is parental platform for Global Journal of Computer Science and Technology,
Researches in Engineering, Medical Research, Science Frontier Research, Human Social Science, Management, and Business organization.
The choice of specific field can be done otherwise as following in Abstracting and Indexing Page on this Website. As the all Global
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Journals Inc. (US) are being abstracted and indexed (in process) by most of the reputed organizations. Topics of only narrow interest will
not be accepted unless they have wider potential or consequences.

2. ETHICAL GUIDELINES
Authors should follow the ethical guidelines as mentioned below for publication of research paper and research activities.

Papers are accepted on strict understanding that the material in whole or in part has not been, nor is being, considered for publication
elsewhere. If the paper once accepted by Global Journals Inc. (US) and Editorial Board, will become the copyright of the Global Journals
Inc. (US).

Authorship: The authors and coauthors should have active contribution to conception design, analysis and interpretation of findings.
They should critically review the contents and drafting of the paper. All should approve the final version of the paper before
submission

The Global Journals Inc. (US) follows the definition of authorship set up by the Global Academy of Research and Development. According
to the Global Academy of R&D authorship, criteria must be based on:

1) Substantial contributions to conception and acquisition of data, analysis and interpretation of the findings.
2) Drafting the paper and revising it critically regarding important academic content.
3) Final approval of the version of the paper to be published.

All authors should have been credited according to their appropriate contribution in research activity and preparing paper. Contributors
who do not match the criteria as authors may be mentioned under Acknowledgement.

Acknowledgements: Contributors to the research other than authors credited should be mentioned under acknowledgement. The
specifications of the source of funding for the research if appropriate can be included. Suppliers of resources may be mentioned along
with address.

Appeal of Decision: The Editorial Board’s decision on publication of the paper is final and cannot be appealed elsewhere.

Permissions: It is the author's responsibility to have prior permission if all or parts of earlier published illustrations are used in this
paper.

Please mention proper reference and appropriate acknowledgements wherever expected.

If all or parts of previously published illustrations are used, permission must be taken from the copyright holder concerned. It is the
author's responsibility to take these in writing.

Approval for reproduction/modification of any information (including figures and tables) published elsewhere must be obtained by the
authors/copyright holders before submission of the manuscript. Contributors (Authors) are responsible for any copyright fee involved.

3. SUBMISSION OF MANUSCRIPTS

Manuscripts should be uploaded via this online submission page. The online submission is most efficient method for submission of
papers, as it enables rapid distribution of manuscripts and consequently speeds up the review procedure. It also enables authors to
know the status of their own manuscripts by emailing us. Complete instructions for submitting a paper is available below.

Manuscript submission is a systematic procedure and little preparation is required beyond having all parts of your manuscript in a given
format and a computer with an Internet connection and a Web browser. Full help and instructions are provided on-screen. As an author,
you will be prompted for login and manuscript details as Field of Paper and then to upload your manuscript file(s) according to the
instructions.
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To avoid postal delays, all transaction is preferred by e-mail. A finished manuscript submission is confirmed by e-mail immediately and
your paper enters the editorial process with no postal delays. When a conclusion is made about the publication of your paper by our
Editorial Board, revisions can be submitted online with the same procedure, with an occasion to view and respond to all comments.

Complete support for both authors and co-author is provided.

4. MANUSCRIPT’S CATEGORY

Based on potential and nature, the manuscript can be categorized under the following heads:
Original research paper: Such papers are reports of high-level significant original research work.
Review papers: These are concise, significant but helpful and decisive topics for young researchers.
Research articles: These are handled with small investigation and applications.

Research letters: The letters are small and concise comments on previously published matters.

5. STRUCTURE AND FORMAT OF MANUSCRIPT

The recommended size of original research paper is less than seven thousand words, review papers fewer than seven thousands words
also.Preparation of research paper or how to write research paper, are major hurdle, while writing manuscript. The research articles and
research letters should be fewer than three thousand words, the structure original research paper; sometime review paper should be as
follows:

Papers: These are reports of significant research (typically less than 7000 words equivalent, including tables, figures, references), and
comprise:

(a)Title should be relevant and commensurate with the theme of the paper.

(b) A brief Summary, “Abstract” (less than 150 words) containing the major results and conclusions.

(c) Up to ten keywords, that precisely identifies the paper's subject, purpose, and focus.

(d) An Introduction, giving necessary background excluding subheadings; objectives must be clearly declared.

(e) Resources and techniques with sufficient complete experimental details (wherever possible by reference) to permit repetition;
sources of information must be given and numerical methods must be specified by reference, unless non-standard.

(f) Results should be presented concisely, by well-designed tables and/or figures; the same data may not be used in both; suitable
statistical data should be given. All data must be obtained with attention to numerical detail in the planning stage. As reproduced design
has been recognized to be important to experiments for a considerable time, the Editor has decided that any paper that appears not to
have adequate numerical treatments of the data will be returned un-refereed;

(g) Discussion should cover the implications and consequences, not just recapitulating the results; conclusions should be summarizing.
(h) Brief Acknowledgements.
(i) References in the proper form.

Authors should very cautiously consider the preparation of papers to ensure that they communicate efficiently. Papers are much more
likely to be accepted, if they are cautiously designed and laid out, contain few or no errors, are summarizing, and be conventional to the
approach and instructions. They will in addition, be published with much less delays than those that require much technical and editorial
correction.
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The Editorial Board reserves the right to make literary corrections and to make suggestions to improve briefness.
It is vital, that authors take care in submitting a manuscript that is written in simple language and adheres to published guidelines.
Format

Language: The language of publication is UK English. Authors, for whom English is a second language, must have their manuscript
efficiently edited by an English-speaking person before submission to make sure that, the English is of high excellence. It is preferable,
that manuscripts should be professionally edited.

Standard Usage, Abbreviations, and Units: Spelling and hyphenation should be conventional to The Concise Oxford English Dictionary.
Statistics and measurements should at all times be given in figures, e.g. 16 min, except for when the number begins a sentence. When
the number does not refer to a unit of measurement it should be spelt in full unless, it is 160 or greater.

Abbreviations supposed to be used carefully. The abbreviated name or expression is supposed to be cited in full at first usage, followed
by the conventional abbreviation in parentheses.

Metric Sl units are supposed to generally be used excluding where they conflict with current practice or are confusing. For illustration,
1.4 | rather than 1.4 x 10-3 m3, or 4 mm somewhat than 4 x 10-3 m. Chemical formula and solutions must identify the form used, e.g.
anhydrous or hydrated, and the concentration must be in clearly defined units. Common species names should be followed by
underlines at the first mention. For following use the generic name should be constricted to a single letter, if it is clear.

Structure
All manuscripts submitted to Global Journals Inc. (US), ought to include:

Title: The title page must carry an instructive title that reflects the content, a running title (less than 45 characters together with spaces),
names of the authors and co-authors, and the place(s) wherever the work was carried out. The full postal address in addition with the e-
mail address of related author must be given. Up to eleven keywords or very brief phrases have to be given to help data retrieval, mining
and indexing.

Abstract, used in Original Papers and Reviews:
Optimizing Abstract for Search Engines

Many researchers searching for information online will use search engines such as Google, Yahoo or similar. By optimizing your paper for
search engines, you will amplify the chance of someone finding it. This in turn will make it more likely to be viewed and/or cited in a
further work. Global Journals Inc. (US) have compiled these guidelines to facilitate you to maximize the web-friendliness of the most
public part of your paper.

Key Words

A major linchpin in research work for the writing research paper is the keyword search, which one will employ to find both library and
Internet resources.

One must be persistent and creative in using keywords. An effective keyword search requires a strategy and planning a list of possible
keywords and phrases to try.

Search engines for most searches, use Boolean searching, which is somewhat different from Internet searches. The Boolean search uses
"operators," words (and, or, not, and near) that enable you to expand or narrow your affords. Tips for research paper while preparing

research paper are very helpful guideline of research paper.

Choice of key words is first tool of tips to write research paper. Research paper writing is an art.A few tips for deciding as strategically as
possible about keyword search:
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e  One should start brainstorming lists of possible keywords before even begin searching. Think about the most
important concepts related to research work. Ask, "What words would a source have to include to be truly
valuable in research paper?" Then consider synonyms for the important words.

e It may take the discovery of only one relevant paper to let steer in the right keyword direction because in most
databases, the keywords under which a research paper is abstracted are listed with the paper.

e  One should avoid outdated words.

Keywords are the key that opens a door to research work sources. Keyword searching is an art in which researcher's skills are
bound to improve with experience and time.

Numerical Methods: Numerical methods used should be clear and, where appropriate, supported by references.

Acknowledgements: Please make these as concise as possible.

References

References follow the Harvard scheme of referencing. References in the text should cite the authors' names followed by the time of their
publication, unless there are three or more authors when simply the first author's name is quoted followed by et al. unpublished work
has to only be cited where necessary, and only in the text. Copies of references in press in other journals have to be supplied with
submitted typescripts. It is necessary that all citations and references be carefully checked before submission, as mistakes or omissions
will cause delays.

References to information on the World Wide Web can be given, but only if the information is available without charge to readers on an
official site. Wikipedia and Similar websites are not allowed where anyone can change the information. Authors will be asked to make
available electronic copies of the cited information for inclusion on the Global Journals Inc. (US) homepage at the judgment of the
Editorial Board.

The Editorial Board and Global Journals Inc. (US) recommend that, citation of online-published papers and other material should be done
via a DOI (digital object identifier). If an author cites anything, which does not have a DOI, they run the risk of the cited material not
being noticeable.

The Editorial Board and Global Journals Inc. (US) recommend the use of a tool such as Reference Manager for reference management
and formatting.

Tables, Figures and Figure Legends

Tables: Tables should be few in number, cautiously designed, uncrowned, and include only essential data. Each must have an Arabic
number, e.g. Table 4, a self-explanatory caption and be on a separate sheet. Vertical lines should not be used.

Figures: Figures are supposed to be submitted as separate files. Always take in a citation in the text for each figure using Arabic numbers,
e.g. Fig. 4. Artwork must be submitted online in electronic form by e-mailing them.

Preparation of Electronic Figures for Publication

Even though low quality images are sufficient for review purposes, print publication requires high quality images to prevent the final
product being blurred or fuzzy. Submit (or e-mail) EPS (line art) or TIFF (halftone/photographs) files only. MS PowerPoint and Word
Graphics are unsuitable for printed pictures. Do not use pixel-oriented software. Scans (TIFF only) should have a resolution of at least 350
dpi (halftone) or 700 to 1100 dpi (line drawings) in relation to the imitation size. Please give the data for figures in black and white or
submit a Color Work Agreement Form. EPS files must be saved with fonts embedded (and with a TIFF preview, if possible).

For scanned images, the scanning resolution (at final image size) ought to be as follows to ensure good reproduction: line art: >650 dpi;
halftones (including gel photographs) : >350 dpi; figures containing both halftone and line images: >650 dpi.

Color Charges: It is the rule of the Global Journals Inc. (US) for authors to pay the full cost for the reproduction of their color artwork.
Hence, please note that, if there is color artwork in your manuscript when it is accepted for publication, we would require you to
complete and return a color work agreement form before your paper can be published.
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Figure Legends: Self-explanatory legends of all figures should be incorporated separately under the heading 'Legends to Figures'. In the
full-text online edition of the journal, figure legends may possibly be truncated in abbreviated links to the full screen version. Therefore,
the first 100 characters of any legend should notify the reader, about the key aspects of the figure.

6. AFTER ACCEPTANCE

Upon approval of a paper for publication, the manuscript will be forwarded to the dean, who is responsible for the publication of the
Global Journals Inc. (US).

6.1 Proof Corrections

The corresponding author will receive an e-mail alert containing a link to a website or will be attached. A working e-mail address must
therefore be provided for the related author.

Acrobat Reader will be required in order to read this file. This software can be downloaded
(Free of charge) from the following website:

www.adobe.com/products/acrobat/readstep2.html. This will facilitate the file to be opened, read on screen, and printed out in order for
any corrections to be added. Further instructions will be sent with the proof.

Proofs must be returned to the dean at dean@globaljournals.org within three days of receipt.

As changes to proofs are costly, we inquire that you only correct typesetting errors. All illustrations are retained by the publisher. Please
note that the authors are responsible for all statements made in their work, including changes made by the copy editor.

6.2 Early View of Global Journals Inc. (US) (Publication Prior to Print)

The Global Journals Inc. (US) are enclosed by our publishing's Early View service. Early View articles are complete full-text articles sent in
advance of their publication. Early View articles are absolute and final. They have been completely reviewed, revised and edited for
publication, and the authors' final corrections have been incorporated. Because they are in final form, no changes can be made after
sending them. The nature of Early View articles means that they do not yet have volume, issue or page numbers, so Early View articles
cannot be cited in the conventional way.

6.3 Author Services

Online production tracking is available for your article through Author Services. Author Services enables authors to track their article -
once it has been accepted - through the production process to publication online and in print. Authors can check the status of their
articles online and choose to receive automated e-mails at key stages of production. The authors will receive an e-mail with a unique link
that enables them to register and have their article automatically added to the system. Please ensure that a complete e-mail address is
provided when submitting the manuscript.

6.4 Author Material Archive Policy

Please note that if not specifically requested, publisher will dispose off hardcopy & electronic information submitted, after the two
months of publication. If you require the return of any information submitted, please inform the Editorial Board or dean as soon as
possible.

6.5 Offprint and Extra Copies

A PDF offprint of the online-published article will be provided free of charge to the related author, and may be distributed according to
the Publisher's terms and conditions. Additional paper offprint may be ordered by emailing us at: editor@globaljournals.org .

You must strictly follow above Author Guidelines before submitting your paper or else we will not at all be responsible for any
corrections in future in any of the way.
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Before start writing a good quality Computer Science Research Paper, let us first understand what is Computer Science Research Paper?
So, Computer Science Research Paper is the paper which is written by professionals or scientists who are associated to Computer Science
and Information Technology, or doing research study in these areas. If you are novel to this field then you can consult about this field
from your supervisor or guide.

TECHNIQUES FOR WRITING A GOOD QUALITY RESEARCH PAPER:

1. Choosing the topic: In most cases, the topic is searched by the interest of author but it can be also suggested by the guides. You can
have several topics and then you can judge that in which topic or subject you are finding yourself most comfortable. This can be done by
asking several questions to yourself, like Will | be able to carry our search in this area? Will | find all necessary recourses to accomplish
the search? Will | be able to find all information in this field area? If the answer of these types of questions will be "Yes" then you can
choose that topic. In most of the cases, you may have to conduct the surveys and have to visit several places because this field is related
to Computer Science and Information Technology. Also, you may have to do a lot of work to find all rise and falls regarding the various
data of that subject. Sometimes, detailed information plays a vital role, instead of short information.

2. Evaluators are human: First thing to remember that evaluators are also human being. They are not only meant for rejecting a paper.
They are here to evaluate your paper. So, present your Best.

3. Think Like Evaluators: If you are in a confusion or getting demotivated that your paper will be accepted by evaluators or not, then
think and try to evaluate your paper like an Evaluator. Try to understand that what an evaluator wants in your research paper and
automatically you will have your answer.

4. Make blueprints of paper: The outline is the plan or framework that will help you to arrange your thoughts. It will make your paper
logical. But remember that all points of your outline must be related to the topic you have chosen.

5. Ask your Guides: If you are having any difficulty in your research, then do not hesitate to share your difficulty to your guide (if you
have any). They will surely help you out and resolve your doubts. If you can't clarify what exactly you require for your work then ask the
supervisor to help you with the alternative. He might also provide you the list of essential readings.

6. Use of computer is recommended: As you are doing research in the field of Computer Science, then this point is quite obvious.
7. Use right software: Always use good quality software packages. If you are not capable to judge good software then you can lose

quality of your paper unknowingly. There are various software programs available to help you, which you can get through Internet.

8. Use the Internet for help: An excellent start for your paper can be by using the Google. It is an excellent search engine, where you can
have your doubts resolved. You may also read some answers for the frequent question how to write my research paper or find model
research paper. From the internet library you can download books. If you have all required books make important reading selecting and
analyzing the specified information. Then put together research paper sketch out.

9. Use and get big pictures: Always use encyclopedias, Wikipedia to get pictures so that you can go into the depth.

10. Bookmarks are useful: When you read any book or magazine, you generally use bookmarks, right! It is a good habit, which helps to
not to lose your continuity. You should always use bookmarks while searching on Internet also, which will make your search easier.

11. Revise what you wrote: When you write anything, always read it, summarize it and then finalize it.
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12. Make all efforts: Make all efforts to mention what you are going to write in your paper. That means always have a good start. Try to
mention everything in introduction, that what is the need of a particular research paper. Polish your work by good skill of writing and
always give an evaluator, what he wants.

13. Have backups: When you are going to do any important thing like making research paper, you should always have backup copies of it
either in your computer or in paper. This will help you to not to lose any of your important.

14. Produce good diagrams of your own: Always try to include good charts or diagrams in your paper to improve quality. Using several
and unnecessary diagrams will degrade the quality of your paper by creating "hotchpotch." So always, try to make and include those
diagrams, which are made by your own to improve readability and understandability of your paper.

15. Use of direct quotes: When you do research relevant to literature, history or current affairs then use of quotes become essential but
if study is relevant to science then use of quotes is not preferable.

16. Use proper verb tense: Use proper verb tenses in your paper. Use past tense, to present those events that happened. Use present
tense to indicate events that are going on. Use future tense to indicate future happening events. Use of improper and wrong tenses will
confuse the evaluator. Avoid the sentences that are incomplete.

17. Never use online paper: If you are getting any paper on Internet, then never use it as your research paper because it might be
possible that evaluator has already seen it or maybe it is outdated version.

18. Pick a good study spot: To do your research studies always try to pick a spot, which is quiet. Every spot is not for studies. Spot that
suits you choose it and proceed further.

19. Know what you know: Always try to know, what you know by making objectives. Else, you will be confused and cannot achieve your
target.

20. Use good quality grammar: Always use a good quality grammar and use words that will throw positive impact on evaluator. Use of
good quality grammar does not mean to use tough words, that for each word the evaluator has to go through dictionary. Do not start
sentence with a conjunction. Do not fragment sentences. Eliminate one-word sentences. Ignore passive voice. Do not ever use a big
word when a diminutive one would suffice. Verbs have to be in agreement with their subjects. Prepositions are not expressions to finish
sentences with. It is incorrect to ever divide an infinitive. Avoid clichés like the disease. Also, always shun irritating alliteration. Use
language that is simple and straight forward. put together a neat summary.

21. Arrangement of information: Each section of the main body should start with an opening sentence and there should be a
changeover at the end of the section. Give only valid and powerful arguments to your topic. You may also maintain your arguments with

records.

22. Never start in last minute: Always start at right time and give enough time to research work. Leaving everything to the last minute
will degrade your paper and spoil your work.

23. Multitasking in research is not good: Doing several things at the same time proves bad habit in case of research activity. Research is
an area, where everything has a particular time slot. Divide your research work in parts and do particular part in particular time slot.

24. Never copy others' work: Never copy others' work and give it your name because if evaluator has seen it anywhere you will be in
trouble.

25. Take proper rest and food: No matter how many hours you spend for your research activity, if you are not taking care of your health
then all your efforts will be in vain. For a quality research, study is must, and this can be done by taking proper rest and food.

26. Go for seminars: Attend seminars if the topic is relevant to your research area. Utilize all your resources.
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27. Refresh your mind after intervals: Try to give rest to your mind by listening to soft music or by sleeping in intervals. This will also
improve your memory.

28. Make colleagues: Always try to make colleagues. No matter how sharper or intelligent you are, if you make colleagues you can have
several ideas, which will be helpful for your research.

29. Think technically: Always think technically. If anything happens, then search its reasons, its benefits, and demerits.

30. Think and then print: When you will go to print your paper, notice that tables are not be split, headings are not detached from their
descriptions, and page sequence is maintained.

31. Adding unnecessary information: Do not add unnecessary information, like, | have used MS Excel to draw graph. Do not add
irrelevant and inappropriate material. These all will create superfluous. Foreign terminology and phrases are not apropos. One should
NEVER take a broad view. Analogy in script is like feathers on a snake. Not at all use a large word when a very small one would be
sufficient. Use words properly, regardless of how others use them. Remove quotations. Puns are for kids, not grunt readers.
Amplification is a billion times of inferior quality than sarcasm.

32. Never oversimplify everything: To add material in your research paper, never go for oversimplification. This will definitely irritate the
evaluator. Be more or less specific. Also too, by no means, ever use rhythmic redundancies. Contractions aren't essential and shouldn't
be there used. Comparisons are as terrible as clichés. Give up ampersands and abbreviations, and so on. Remove commas, that are, not
necessary. Parenthetical words however should be together with this in commas. Understatement is all the time the complete best way
to put onward earth-shaking thoughts. Give a detailed literary review.

33. Report concluded results: Use concluded results. From raw data, filter the results and then conclude your studies based on
measurements and observations taken. Significant figures and appropriate number of decimal places should be used. Parenthetical
remarks are prohibitive. Proofread carefully at final stage. In the end give outline to your arguments. Spot out perspectives of further
study of this subject. Justify your conclusion by at the bottom of them with sufficient justifications and examples.

34. After conclusion: Once you have concluded your research, the next most important step is to present your findings. Presentation is
extremely important as it is the definite medium though which your research is going to be in print to the rest of the crowd. Care should
be taken to categorize your thoughts well and present them in a logical and neat manner. A good quality research paper format is
essential because it serves to highlight your research paper and bring to light all necessary aspects in your research.

INFORMAL GUIDELINES OF RESEARCH PAPER WRITING

Key points to remember:

®  Submit all work in its final form.
e Write your paper in the form, which is presented in the guidelines using the template.
®  Please note the criterion for grading the final paper by peer-reviewers.

Final Points:

A purpose of organizing a research paper is to let people to interpret your effort selectively. The journal requires the following sections,
submitted in the order listed, each section to start on a new page.

The introduction will be compiled from reference matter and will reflect the design processes or outline of basis that direct you to make
study. As you will carry out the process of study, the method and process section will be constructed as like that. The result segment will
show related statistics in nearly sequential order and will direct the reviewers next to the similar intellectual paths throughout the data
that you took to carry out your study. The discussion section will provide understanding of the data and projections as to the implication
of the results. The use of good quality references all through the paper will give the effort trustworthiness by representing an alertness
of prior workings.
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Writing a research paper is not an easy job no matter how trouble-free the actual research or concept. Practice, excellent preparation,
and controlled record keeping are the only means to make straightforward the progression.

General style:

Specific editorial column necessities for compliance of a manuscript will always take over from directions in these general guidelines.

To make a paper clear

- Adhere to recommended page limits
Mistakes to evade

e |[nsertion a title at the foot of a page with the subsequent text on the next page
e  Separating a table/chart or figure - impound each figure/table to a single page
e  Submitting a manuscript with pages out of sequence

In every sections of your document
- Use standard writing style including articles ("a", "the," etc.)

- Keep on paying attention on the research topic of the paper

- Use paragraphs to split each significant point (excluding for the abstract)

- Align the primary line of each section

- Present your points in sound order

- Use present tense to report well accepted

- Use past tense to describe specific results

- Shun familiar wording, don't address the reviewer directly, and don't use slang, slang language, or superlatives
- Shun use of extra pictures - include only those figures essential to presenting results

Title Page:

Choose a revealing title. It should be short. It should not have non-standard acronyms or abbreviations. It should not exceed two printed
lines. It should include the name(s) and address (es) of all authors.
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Abstract:

The summary should be two hundred words or less. It should briefly and clearly explain the key findings reported in the manuscript--
must have precise statistics. It should not have abnormal acronyms or abbreviations. It should be logical in itself. Shun citing references
at this point.

An abstract is a brief distinct paragraph summary of finished work or work in development. In a minute or less a reviewer can be taught
the foundation behind the study, common approach to the problem, relevant results, and significant conclusions or new questions.

Write your summary when your paper is completed because how can you write the summary of anything which is not yet written?
Wealth of terminology is very essential in abstract. Yet, use comprehensive sentences and do not let go readability for briefness. You can
maintain it succinct by phrasing sentences so that they provide more than lone rationale. The author can at this moment go straight to
shortening the outcome. Sum up the study, with the subsequent elements in any summary. Try to maintain the initial two items to no
more than one ruling each.

Reason of the study - theory, overall issue, purpose
®  Fundamental goal
®  To the point depiction of the research

e  Consequences, including definite statistics - if the consequences are quantitative in nature, account quantitative data; results
of any numerical analysis should be reported

e Significant conclusions or questions that track from the research(es)

Approach:
. Single section, and succinct
®  Asaoutline of job done, it is always written in past tense
e A conceptual should situate on its own, and not submit to any other part of the paper such as a form or table
e  Center on shortening results - bound background information to a verdict or two, if completely necessary
®  What you account in an conceptual must be regular with what you reported in the manuscript

®  Exact spelling, clearness of sentences and phrases, and appropriate reporting of quantities (proper units, important statistics)
are just as significant in an abstract as they are anywhere else

Introduction:

The Introduction should "introduce" the manuscript. The reviewer should be presented with sufficient background information to be
capable to comprehend and calculate the purpose of your study without having to submit to other works. The basis for the study should
be offered. Give most important references but shun difficult to make a comprehensive appraisal of the topic. In the introduction,
describe the problem visibly. If the problem is not acknowledged in a logical, reasonable way, the reviewer will have no attention in your
result. Speak in common terms about techniques used to explain the problem, if needed, but do not present any particulars about the
protocols here. Following approach can create a valuable beginning:

®  Explain the value (significance) of the study

Shield the model - why did you employ this particular system or method? What is its compensation? You strength remark on its
appropriateness from a abstract point of vision as well as point out sensible reasons for using it.

®  Present a justification. Status your particular theory (es) or aim(s), and describe the logic that led you to choose them.
e Very for a short time explain the tentative propose and how it skilled the declared objectives.

Approach:

®  Use past tense except for when referring to recognized facts. After all, the manuscript will be submitted after the entire job is
done.

®  Sort out your thoughts; manufacture one key point with every section. If you make the four points listed above, you will need a
least of four paragraphs.
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®  Present surroundings information only as desirable in order hold up a situation. The reviewer does not desire to read the
whole thing you know about a topic.

e  Shape the theory/purpose specifically - do not take a broad view.

®  Asalways, give awareness to spelling, simplicity and correctness of sentences and phrases.

Procedures (Methods and Materials):

This part is supposed to be the easiest to carve if you have good skills. A sound written Procedures segment allows a capable scientist to
replacement your results. Present precise information about your supplies. The suppliers and clarity of reagents can be helpful bits of
information. Present methods in sequential order but linked methodologies can be grouped as a segment. Be concise when relating the
protocols. Attempt for the least amount of information that would permit another capable scientist to spare your outcome but be
cautious that vital information is integrated. The use of subheadings is suggested and ought to be synchronized with the results section.
When a technique is used that has been well described in another object, mention the specific item describing a way but draw the basic
principle while stating the situation. The purpose is to text all particular resources and broad procedures, so that another person may
use some or all of the methods in one more study or referee the scientific value of your work. It is not to be a step by step report of the
whole thing you did, nor is a methods section a set of orders.

Materials:

®  Explain materials individually only if the study is so complex that it saves liberty this way.
e  Embrace particular materials, and any tools or provisions that are not frequently found in laboratories.
® Do not take in frequently found.

e |[f use of a definite type of tools.
®  Materials may be reported in a part section or else they may be recognized along with your measures.
Methods:

®  Report the method (not particulars of each process that engaged the same methodology)

Describe the method entirely

To be succinct, present methods under headings dedicated to specific dealings or groups of measures

e Simplify - details how procedures were completed not how they were exclusively performed on a particular day.
If well known procedures were used, account the procedure by name, possibly with reference, and that's all.

Approach:

® |t is embarrassed or not possible to use vigorous voice when documenting methods with no using first person, which would
focus the reviewer's interest on the researcher rather than the job. As a result when script up the methods most authors use
third person passive voice.

®  Use standard style in this and in every other part of the paper - avoid familiar lists, and use full sentences.

What to keep away from

®  Resources and methods are not a set of information.
®  Skip all descriptive information and surroundings - save it for the argument.
®  |leave out information that is immaterial to a third party.

Results:

The principle of a results segment is to present and demonstrate your conclusion. Create this part a entirely objective details of the
outcome, and save all understanding for the discussion.

The page length of this segment is set by the sum and types of data to be reported. Carry on to be to the point, by means of statistics and
tables, if suitable, to present consequences most efficiently.You must obviously differentiate material that would usually be incorporated

in a study editorial from any unprocessed data or additional appendix matter that would not be available. In fact, such matter should not
be submitted at all except requested by the instructor.
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Content

Sum up your conclusion in text and demonstrate them, if suitable, with figures and tables.
In manuscript, explain each of your consequences, point the reader to remarks that are most appropriate.
Present a background, such as by describing the question that was addressed by creation an exacting study.
Explain results of control experiments and comprise remarks that are not accessible in a prescribed figure or table, if
appropriate.

e  Examine your data, then prepare the analyzed (transformed) data in the form of a figure (graph), table, or in manuscript form.
What to stay away from

® Do not discuss or infer your outcome, report surroundings information, or try to explain anything.
L] Not at all, take in raw data or intermediate calculations in a research manuscript.

® Do not present the similar data more than once.
®  Manuscript should complement any figures or tables, not duplicate the identical information.

®  Never confuse figures with tables - there is a difference.
Approach

e Asforever, use past tense when you submit to your results, and put the whole thing in a reasonable order.
e  Put figures and tables, appropriately numbered, in order at the end of the report

e |f you desire, you may place your figures and tables properly within the text of your results part.
Figures and tables

e |f you put figures and tables at the end of the details, make certain that they are visibly distinguished from any attach appendix
materials, such as raw facts

®  Despite of position, each figure must be numbered one after the other and complete with subtitle
®  |n spite of position, each table must be titled, numbered one after the other and complete with heading

e Allfigure and table must be adequately complete that it could situate on its own, divide from text
Discussion:

The Discussion is expected the trickiest segment to write and describe. A lot of papers submitted for journal are discarded based on
problems with the Discussion. There is no head of state for how long a argument should be. Position your understanding of the outcome
visibly to lead the reviewer through your conclusions, and then finish the paper with a summing up of the implication of the study. The
purpose here is to offer an understanding of your results and hold up for all of your conclusions, using facts from your research and
generally  accepted information, if  suitable.  The implication of  result  should be  visibly  described.
Infer your data in the conversation in suitable depth. This means that when you clarify an observable fact you must explain mechanisms
that may account for the observation. If your results vary from your prospect, make clear why that may have happened. If your results
agree, then explain the theory that the proof supported. It is never suitable to just state that the data approved with prospect, and let it
drop at that.

®  Make a decision if each premise is supported, discarded, or if you cannot make a conclusion with assurance. Do not just dismiss
a study or part of a study as "uncertain."

®  Research papers are not acknowledged if the work is imperfect. Draw what conclusions you can based upon the results that
you have, and take care of the study as a finished work

®  You may propose future guidelines, such as how the experiment might be personalized to accomplish a new idea.

®  Give details all of your remarks as much as possible, focus on mechanisms.

®  Make a decision if the tentative design sufficiently addressed the theory, and whether or not it was correctly restricted.
®  Tryto present substitute explanations if sensible alternatives be present.

®  One research will not counter an overall question, so maintain the large picture in mind, where do you go next? The best
studies unlock new avenues of study. What questions remain?

e  Recommendations for detailed papers will offer supplementary suggestions.
Approach:

®  When you refer to information, differentiate data generated by your own studies from available information
®  Submit to work done by specific persons (including you) in past tense.
= Submit to generally acknowledged facts and main beliefs in present tense.
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THE ADMINISTRATION RULES

Please carefully note down following rules and regulation before submitting your Research Paper to Global Journals Inc. (US):

Segment Draft and Final Research Paper: You have to strictly follow the template of research paper. If it is not done your paper may get

rejected.
. The major constraint is that you must independently make all content, tables, graphs, and facts that are offered in the paper.

You must write each part of the paper wholly on your own. The Peer-reviewers need to identify your own perceptive of the
concepts in your own terms. NEVER extract straight from any foundation, and never rephrase someone else's analysis.

e Do not give permission to anyone else to "PROOFREAD" your manuscript.

®  Methods to avoid Plagiarism is applied by us on every paper, if found guilty, you will be blacklisted by all of our collaborated
research groups, your institution will be informed for this and strict legal actions will be taken immediately.)
®  To guard yourself and others from possible illegal use please do not permit anyone right to use to your paper and files.
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Please note that following table is only a Grading of "Paper Compilation" and not on "Performed/Stated Research" whose grading
solely depends on Individual Assigned Peer Reviewer and Editorial Board Member. These can be available only on request and after

CRITERION FOR GRADING A RESEARCH PAPER (COMPILATION)
BY GLOBAL JOURNALS INC. (US)

decision of Paper. This report will be the property of Global Journals Inc. (US).

Abstract

Introduction

Methods
Procedures

Discussion

References

XXIII

Grades

Clear and concise with
appropriate content, Correct

format. 200 words or below

Containing all background
details with clear goal and
appropriate  details, flow
specification, no grammar
and spelling mistake, well
organized sentence and

paragraph, reference cited

Clear and to the point with
well arranged paragraph,
precision and accuracy of
facts and figures, well

organized subheads

Well organized, Clear and
specific, Correct units with
precision, correct data, well
structuring of paragraph, no
grammar and spelling
mistake

Well organized, meaningful
specification, sound
conclusion, logical and
concise explanation, highly

structured paragraph
reference cited
Complete and correct

format, well organized

Unclear summary and no
specific data, Incorrect form

Above 200 words

Unclear and confusing data,
appropriate format, grammar
and spelling errors with
unorganized matter

Difficult to comprehend with
embarrassed text, too much
explanation but completed

Complete and embarrassed
text, difficult to comprehend

Wordy, unclear conclusion,
spurious

Beside the point, Incomplete

E-F

No specific data with ambiguous
information

Above 250 words

Out of place depth and content,
hazy format

Incorrect and unorganized

structure with hazy meaning

Irregular format with wrong facts
and figures

Conclusion is not  cited,
unorganized, difficult to

comprehend

Wrong format and structuring
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