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Abstract- Due to the recent advancements in the field of wireless communication and Wireless 
Sensor Networks, the Wireless Body Area Networks (WBANs) have become an area of concern 
for researchers. In military operations, patient monitoring, sports field, among other wireless body 
area networks is used for real time monitoring and smart sensing for eHealth operations. In these 
WBAN, disconnections between the body sensors occur quite often and sometimes of significant 
duration due to the postural mobility nature of the human. These consequently affects the 
efficiency of the entire network hence the need for Delay Tolerant Network (DTN). The DTN 
minimizes delays and adapts itself to cope with long delays if they occur. One of the vital 
mechanisms that can be employed to enhance the efficiency of the network is to determine the 
optimal postural locality of the sink node.
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Anthony M. Mile

Abstract- Due to the recent advancements in the field of 
wireless communication and Wireless Sensor Networks, the 
Wireless Body Area Networks (WBANs) have become an area 
of concern for researchers. In military operations, patient 
monitoring, sports field, among other wireless body area 
networks is used for real time monitoring and smart sensing 
for eHealth operations. In these WBAN, disconnections 
between the body sensors occur quite often and sometimes of 
significant duration due to the postural mobility nature of the 
human. These consequently affects the efficiency of the entire 
network hence the need for Delay Tolerant Network (DTN). The 
DTN minimizes delays and adapts itself to cope with long 
delays if they occur. One of the vital mechanisms that can be 
employed to enhance the efficiency of the network is to 
determine the optimal postural locality of the sink node. The 
human body experiences postural mobility leading to the 
WBAN topological disconnections. A WBAN model was 
created for illustrating and capturing on-body these 
disconnections. In this paper, the Omnet++ simulation tool 
was used to determine the postural locality of a sink node of a 
human body. The results showed that the waist position of the 
coordinator outperforms other positions based on average 
delay and energy consumption. By determining the best 
postural locality of the sink node, among other factors, the 
performance and lifetime of the WBAN can be improved.
Keywords: wireless sensor network (WSN), wireless body 
area network (WBAN), delay tolerant network (DTN), sink 
locality.

I. Introduction

s society advances, smart healthcare services 
become necessary to tackle health challenges. 
For instance, an intelligent healthcare monitoring 

service can be deployed to more effectively monitor a 
patient from anywhere at any time (Chen et al., 2005; 
Darkins et al., 2008; Quwaider & Biswas, 2008; Lv et al., 
2010; Quwaider & Biswas, 2010; Yi et al., 2016).  There 
has been significant research which has been carried 
out in the last decades by both academia and industry 
targeted towards improved adoption and effectiveness 
of this technology development (Prameela & 

Author: PhD in Information Technology from Jomo Kenyatta University 
of Agriculture and Technology, Nairobi, Kenya and is a Scientific 
Computing and Computer Networks lecturer at the School of 
Computing and Mathematics in The Co-operative University of Kenya 

A

Quwaider & Biswas, 2010; Chen et al., 2011; Kumar and 
Singh, 2018; Mile et al., April 2018; Mile et al., June 
2018; Li, 2015; Nabi et al., 2011; Bhandari & Moh, 
2016). The WBAN is a collection of wireless sensors 
placed on the body to collection of the physiological 
body signs (Arefin et al., 2017). In this Wireless Body 
Area Network (WBAN), the sensors node can be 
deployed in two possible ways: implanted and on-body 
sensors.  In the first type of WBAN, sensor nodes are 
placed inside the body, whereas in the latter, sensors 
node are placed on the surface of body (Chen et al., 
2010). Similarly, there are two ways in which data is 
transferred between these sensor nodes and 
coordinator, i.e., Point-to-Point and Multipoint-to-Point 
(Sipal et al., 2015). In first type, data transfer takes place 
between any two sensors nodes on the body, whereas 
in Multipoint-to-Point, data from different sensor nodes 
are transferred through the same sink, i.e., a coordinator 
forwards the data to a server located outside the body. 
Advancements in technology, specifically Nano-
technology and routing strategies, have made the field 
of Wireless Sensor Networking and specifically WBAN 
very attractive for researchers and developers (ul Huque 
et al., 2015; AL Rasyid et al., 2015). 

The WBANs can be deployed in various 
applications in the military, sports, medicine, and 
healthcare, among others (Malik & Singh, 2013; Kumar 
and Singh, 2018). In health monitoring, sensor nodes 
can be placed on a patient’s body to record the patient 
data and send it to the coordinator node. For efficient 
treatment and monitoring, continuous patient monitoring 
is necessary. In WBAN experiencing delay challenges, 
this continuous monitoring may not be achievable. 
Another application is where underwater sensors are 
deployed underwater environments (Climent et al., 
2014). Battlefield networks also are an application of 
WBAN’s. In these battlefields, wireless nodes may be 
distributed in ad hoc topology. In the application of 
sensor technology in wildlife management, location 
and/or movement of wild animals, especially the 
endangered species, is monitored by implementation of 
sensor nodes on various parts of the body. In another 
adaptation of wireless sensor technology, correctional 
facilities adopt the technology to tracking prisoner’s 
movement. This is achieved by implanting of the sensor 
nodes on the body such as ankles. The technology also 

Ponmuthuramalingam, 2016; Gowtham & Ahila, 2017;

(CUK), Nairobi. e-mail: mileanthony@yahoo.com
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assists keeping the security of the prisoners because it 
alarms when one tries to go beyond the designated safe 
zone. 

Sensor nodes are an essential part of WBAN 
developers (ul Huque et al., 2015), responsible for data 
collection and communication with the coordinator for 
transfer the data. Mobility is a vital aspect of WBAN. 
When the body on which sensor nodes have been 
placed or implanted moves, the nodes on the body as 
well moves hence their coordination with one another 
changes accordingly. At one moment, nodes are well 
inside the communication range of one another, and at 
another moment, there is no connection between two 
nodes that were previously communicating. The human 
body shows postural mobility in WBAN, which causes 
disconnections as discussed by Mile et al. (Mile et al., 
April 2018; Mile et al., June 2018). In the WBAN mobility 
situations, instability in the WBAN sensor node 
connections is experienced due to mobility and distance 
variation, which causes the channel fading of the sensor 
node radio frequency.  

There are always some performance 
parameters associated with any network to compute its 
efficiency. Network delay is a vital parameter in both 
Wireless Sensor Network (WSN) and WBAN (Jaimes & 
de Sousa, 2016). In WBAN, we consider three different 
types of delays as propagation delay, holding or 
processing delay, and transmission delay. Propagation 
delay is the delay that the packet takes from the 
transmitter node to the receiver node as the source and 
destination nodes are apart. The propagation delay is 
directly proportional to the distance between the source 
and destination as distance and inversely proportional 
to the speed of data. Holding delay or processing delay 
is the second type of delay in WBAN and it’s the 
processing time of data before transmission it may be 
due to channel busy. Transmission delay is the third 
type of delay in WBAN, and it is the time that the node 
transmits the packet to the destination. It depends on 
packet size and data rate. When the packet size is large, 
the transmission delay becomes high but when the 
packet size is small, transmission delay becomes small. 
The transmission delay is high if data rate is low and 
vice versa. Network average delay is some of the 
propagation delay, proposing delay and transmission 
delay. Another parameter in determining the 
performance of a WBAN is energy consumption, which 
is directly related to battery lifetime. Battery lifetime is an 
important parameter which defines the efficiency of the 
network in WBAN. Such network with a longer battery 
lifetime of sensor nodes with less energy consumption is 
more efficient compared to a network that utilizes more 
energy (Prameela & Ponmuthuramalingam, 2016). 

In WBAN, due to human body postural mobility, 
distance variation occurs from time to time between the 
sensor nodes due to connections drop between sensor 
nodes. Drops in connections can be short or long, 

resulting in delays in data transfer, which affects the 
efficiency of the entire network (Gowtham & Ahila, 2017; 
Gowtham & Ahila, 2017). Therefore, in WBAN with 
postural mobility, it is vital to minimize this delay and 
maximize network lifetime and to create a network that 
selects the best sink node, hence resulting to a Delay 
Tolerant Network (DTN). The DTNs represent the class 
of wireless systems that can support the functionality of 
a network experiencing repeated and long-term 
connectivity disconnects. DTN architecture improves 
performance and extends the range of networks having 
characteristics as described above. The DTN 
architectures are used in situations in which there is no 
conviction about the connection between the sensor 
nodes, such as underwater sensors and wildlife 
tracking, field networks. 

In this paper, through the proposed postural 
selection strategy communication model, a WBAN 
posture selection strategy for determining the sink node 
locality in different human posture in a DTN is proposed. 
The existing models show no known adaptation of any 
sink node selection strategy but rather use statically 
selected sink nodes. By use of the Omnet++ (Varga, 
2015) simulation, the performance of the DTN WBAN 
can be determined under the postural localities of 
running and sitting in order to ascertain the optimal 
postural locality of the sink node. The different postural 
locality of the sink node is evaluated in each of the 
mobility scenarios. The results show that the waist 
locality is the optimal sink position concerning the 
average delay and power efficiency.  

The rest of this paper is organized as follows; 
section II discusses related work. The proposed work on 
the WBAN sink node selection strategy and 
communication model is presented in section III. Section 
IV presents the algorithm of the proposed postural 
selection strategy communication model. Section V 
discusses the simulation of

 
results. Section VI discusses 

the results. We conclude and discuss future work in 
section VII.

 

II.
 

Related Work
 

A lot of work has been carried out in recent past 
in the field of DTN, and categorized into two, namely 
single-copy (Conan et al., 2008; Spyropoulos, Psounis, 
& Raghavendra 2008a; Leguay et al., 2005; Jain, Fall, & 
Patra, 2004) and multi-copy (Spyropoulos et al., 2008; 
Leguay et al., 2007; Lindgren et al., 2004). In single-
copy, a single copy of the information is transmitted to 
the destination node to avoid replication of data packets 
at destination nodes, which minimizes the replication 
overhead (Quwaider & Biswas, 2010), which leads to 
delay minimization but it is necessary that the node is 
connected in their mobility. On the other hand, the 
multiple-copy mechanism defines how multiple copies 
of data packet can reach the destination node through 
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different nodes, which improve the probability of packet 
delivery ratio (Quwaider, Tanghizadeh & Biswas, 2011) 
and also increase the overall network delay which case 
to decrease the network lifetime. 

WBAN is a short-range communication network 
using short transmission range for which different DTN 
routing mechanisms have been developed (Quwaider & 
Biswas, 2012). Delivery delays of various routing 
techniques have been modeled. For the case of single 
and multi-copy DTN routing, to evaluate the 
performance of delay in a mobile WBAN by using a 
working WBAN topology which is developed and use a 
random posture selection without any specific 
information of node location for taking locations of on-
body movements and applied for data packet routing 
which is due to the human postural mobility (Quwaider & 
Biswas, 2012).  

The concept of DTN also has been applied by 
researchers in WSNs to address the problem of 
intermitted network connections due to work 
environments and nodes behavior and to achieve power 
saving in WSNs by the application of Delay Tolerant 
Network protocol (Li, 2009).  

Another research by (Quwaider, Tanghizadeh & 
Biswas, 2011) presented a stochastic modeling 
framework for store and forward packet routing in WBAN 
with postural partitioning. The researchers constructed a 
prototype for experimentally characterizing and 
capturing on-body topology disconnections in the 
presence of ultrashort range radio links, erratic RF 
attenuation, and the human postural mobility. The 
concept was that the routing of packet or forwarding 
would be depended upon the posture of the human 
body in a WBAN. In their research, a WBANs topology 
was built for experimentally characterizing the 
disconnections of link in the presence of a human 
postural mobility, which then tend to develop a Delay 
modeling technique for evaluating single-copy on-body 
DTN routing protocols. This helped reduce the sensor 
count without losing the packet delay.

 

Spyropoulos et al. (Spyropoulos, Psounis, & 
Raghavendra 2008) suggested flooding-based schemes 
to deal with networks with intermittent connectivity like 
the case of mobile wireless sensor networks. While 
flooding-based routing schemes have a high probability 
of delivery, they waste a lot of energy and suffer from 
severe contention, which can significantly degrade their 
performance. They are also plagued by long delays.

 

Vinaya Kumar (Spyropoulos et al., 2008) 
proposed an improved multiple copy mechanism by 
reducing the overhead of flooding-based schemes by 
introducing a new family of routing scheme that “spray” 
a few message copies into the network, and then route 
each copy independently towards the destination. They 
showed that, if carefully designed, spray routing not only 
performs significantly fewer transmissions per message.

 

In conclusion, while the existing single copy 
mechanisms do not have retransmission overheads, the 
data packet losses are high due to loss of end to end 
paths between sensor nodes and sink node leading to 
less efficiency due to packets loss. The mechanisms 
may not be ideal for WBAN, which deals with sensitive 
and critical data in which every single data packet may 
be lifesaving. On the existing multi-copy mechanisms, 
the flooding nature of the data packets to increase the 
chances of data packet delivery leads to energy waste 
and degraded performance. They also result into packet 
delays and losses due to link congestion caused by the 
flooding of traffic. Power saving is an important 
requirement of WBANs; hence these mechanisms are 
not ideal.  In this paper, a new model was presented. 
The model uses an approach of dynamic sink node in 
which while the WBAN nodes are mobile, paths from 
sensor nodes to sink node are always recreated and the 
sink node is always reachable. This results into high 
reliability, high network life-time, and low power 
consumption of the WBAN. 

III. Proposed Network Sink Locality      
for DTN for Different Postures 

This paper presents a postural selection 
strategy model for determining the sink node locality in 
different human posture in a DTN. A WBAN topology in 
Omnet++ is implemented, to demonstrate different sink 
position in WBAN with different postures. In this section, 
we describe the WBAN architecture with different 
postural positions and its applications. 

a) Design Considerations: A WBAN Prototype and 
Variations in Network Topology 

In this research, twelve sensor nodes deployed 
on a human body to construct a WBAN architecture 
(node zero on the head, node one on the neck, node 2 
two on left bicep, node three on right bicep, node four 
on the waist, node five on the left wrist, node six on right 
wrist, node seven on left knee, node eight on right knee, 
node nine on left ankle, node ten on right ankle and 
node eleven on the chest) as shown in Fig. 1. The 
CSMA/CA Mac protocol has been used in the research. 
A WBAN postural mobility can be described as a set of 
several body posture which exhibit in a human body. In 
this research, different experiments are performed on 
every posture to get the optimal position of sink node. 
Data communication and transmission takes place 
between sensor nodes and the sink node in every 
experiment. The responsibility of the sink node is to 
collect data from every sensor node and send that data 
to the sink node which transmits to the monitoring server 
via wireless link. The human body has static and mobile 
posture according to that, hence the WBAN architecture 
also changes. Mobile posture has two possibilities as 
running and walking, in which nodes are mobile, while in 
case of static posture has three possibilities as standing 
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Fig. 1: Running 

 

Fig. 2: Walking 

 

Fig. 3: Standing 
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sitting and lying in which all nodes are stationary. We 
established and simulated both mobile and static 
human postures.

In this research, every posture is run for a 
period interval and the values of delay and energy with 
different sink node are recorded, which is one of the 12 
nodes that communicate to the other nodes. There are 
certain links, that when connected during certain 
postures, can lead to changes in the architecture for 
those postures. Due to the RF attenuation, sometime 
disconnections occur within a posture. Fig. 1 shows the 
running body posture in which some parts of human 
body move continuously. As the leg and hand move 
continuously so it is the distance between the nodes as 
it changes time by time in running posture. Due to lot of 
work in running position, the human body need to send
more data, hence the optimal sink selection is crucial. 

Walking is also a part of mobile posture, as 
shown in Fig. 2. In the running posture, maximum 
mobility was observed on legs and arms, as compared 
to the other nodes on the body. If we compared the 
running posture with walking posture, it is found that 
less mobility was found in the walking as compare to 
running. It is noted from Fig. 3, that standing posture is 
a static posture as classified above. Sensor nodes are 
deployed on the human body to collect data and 
communicate with the sink node. In static case, the 
communication between the nodes depends on the 
distance between the sensor nodes. When we consider 
that the mobility is zero, then the parameter which 
effects the sink location is the distance between the sink 
node and all other nodes. We select the node which has 
a maximum link with minimum distance as a sink node.

Other possible postures are sitting and lying, as 
shown in Figures 4 and 5 respectively. Both the sitting 
and lying are static postures that have no mobility and 
have a single architecture. In this case, all the 
performance metrics depend on the node distances. 
When we consider that the mobility is zeros, then the 
parameter which effects the sink location is the distance 
between the sink node and all other the nodes we must 
select the node which has the maximum link with 
minimum distance as a sink node.

4



 

Fig. 4: Sitting 

 

Fig. 5: Lying down 
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b) MoBAN Posture Selection Strategy
The human body can be in five different 

postures, which are broadly categorized in two ways as 
mobile postures and static or stationary postures. Fig. 6 
shows the MoBAN posture selection scheme and its 
description. We consider two types of postures in our 
scheme, namely Mobile postures and Static postures.

In both case, whether the posture is mobile or 
static, the selector needs to find whether it is a mobile or 
a static posture in first stage. If the posture is mobile, 
then the target location and speed of nodes is specified 
by the coordinator. The node keeps moving until the 
destination reached.

In the static posture case, the simulation time is 
fixed. After time selection, the posture is selected. Once 
the simulation time is complete, a control is sent to the 
posture selector if all postures are not executed. The 
posture is executed until all postures are selected and 
then simulation ends.

c) Network Sink Locality for DTN for different Postures
In a WBAN environment, several sensors are 

placed on a human body for the collection of data 
regarding a medical condition or body movements. We 
created such a WBAN in Omnet++ environment 
composed of 12 nodes strategically placed on different 
body parts, as can be seen in Figures (1, 2, 3, 4, and 5). 
The coordinator node controls the mobility of nodes. It 
also performs the duty of synchronizing the movements 
of sensor nodes. Coordinator plays an equivalent role as 
the human brain in real life scenario, i.e. specifying to 

move, setting target position, setting the speed to move 
towards target position, etc. In this paper, we find the 
most suitable location of the sink node (one of the 12 
nodes) such that minimum network resources are 
utilized, and a more enhanced performance network can 
be realized.
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The selection of suitable sink location can be 
critical for the performance of the network, but this is not 
a straight forward decision. As we select five different 
postures, three of them, as sitting, lying and standing 
are considered as stationary postures, while walking 
and running postures are considered as mobile 
postures. Greater mobility indicates high utilization of 
resources, i.e., battery, time, etc. In WBAN, due to 
postural mobility, there can be long lasting delays 
between different sensors. Therefore, while making a 
suitable selection of sink position, different factors need 
to be considered.

This research simulates a network for all the 
nodes to act as a sink and compared the performance 
of a network. All the sensor nodes transmit the data 
packet to a sink node. The sink node also sends 
packets to all other nodes after a specific time period to 
keep them alive and active. 

The algorithm I describe the general flow of the 
research scenario. The coordinator is a component in 
our scenario which handles the mobility and 

synchronization of sensor nodes. The coordinator 
specifies the target position to each node and node 
moves to the specified location. When nodes reach their 
targeted positions, then the selection of the transmission 
node is done. Out of 12 nodes in our scenario, only one 
node sends the data packet at a time. The selected 
transmission node checks the medium availability. If it 
finds the medium free, it transmits its packet to the 
destination node. Otherwise, a back off counter is 
incremented.  It then checks whether time allotted for 
transmission (transmission counter=0.021 seconds) to 
a specific node expires or not. If the transmission 
counter expires, then another node is selected as the 
transmission node. Otherwise, the selected node waits 
for a specific interval time then checks medium 
availability. Similarly, a random node is selected among 
receiver nodes to acknowledge the reception of packet. 
The selected node checks the availability of medium, 
and in case of free medium, it sends the 
acknowledgement. If the medium is unavailable, the 
backoff counter of the respective node is incremented. 

START

Static or Mobile?

Posture Selection

IF StaticBLEIF MobileSelect destination Select Duration 
(ssec)

Simulate the 
posture

Duration ended?No

Select Speed

Move towards 
destination

Reached Destination

NO

All Postures completed?YES
No

END

YES

Yes

Fig. 6: MOBAN Posture Selection Strategy
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Then, it checks whether time allotted for 
acknowledgment (transmission counter = 0.021 
seconds) expires or not. If transmission counter expires, 
another node for acknowledging the transmission node 
is selected. Otherwise the selected node waits for a 
specific counter before it checks medium availability 
again. After that, it checks the simulation timer expiry. If 
expired, the simulation is ended. Otherwise, control is 
passed to the coordinator which specifies the new target 
position for the nodes and the whole process is 
repeated until the simulation timer (defined before 
simulation) gets expired.  

IV. Algorithm of the Proposed     
Postural Selection Strategy 

Communication Model

a) The Postural Selection Strategy Communication 
Model

The proposed communication model is 
presented in the algorithm below. It shows the flow 
steps from the time the coordinator position is specified 
until the end of simulation time.

Start simulation time specify the coordinator 
position Nodes move in a specific location Select 
transmitting node if medium available for node Transmit 
data wait for acknowledgement if receiver node find 
channel available send acknowledgement if simulation 
timer expires end else Go back and specify the 
coordinator position Repeat process else increment 
backoff counter if simulation timer expires Receiver node 
checks channel availability else wait for a specific time 
Receiver node checks channel availability wait for 
medium free else increment backoff counter if 
transmission counter expire select transmitting node 
check channel availability else wait for a specific time
check channel availability End.

V. Simulation Results

This research has implemented basic postures 
of a human body as static posture (sitting) and mobile 
posture (running) in OMNET++ (v.4.6) and executed a 
sequence of experiments to find the best location of the 
sink node. Data packets from sensor nodes are 
transferred to the destination node. 

In order to avoid collisions, CSMA/CA MAC 
protocol is implemented so that only one node utilizes 
the communication channel at a time. During simulation, 
all nodes in a network forwards data to current sink 
node which transmits the data to the coordinator.

In this paper, the network delay is minimized. 
The network delay depends on the location of sink 
node. It is affected by the distance between the sensor 
nodes and the sink node. Energy Consumptions is 
another performance metric which affect the network 
lifetime. List of parameters used in this scenario is 
shown in Table 1.

Table 1: Simulation Parameters

PARAMETER NAME Value

pMax 110.11mW

Carrier Frequency 2.412x 109Hz

Alpha 3.0

Saturation -110dBm

Time Tx to Rx 0.00012s

Time Tx to sleep 0.000032s

Queue Length 5

Header Length 24bit

Max Tx Attempts 14
Bitrate 15360bps

Tx Power 110.11mW
Sleep Current 10

Tx Current 5000

Rx Current 25

a) Average Delay
Delay is an important parameter describing the 

overall performance of the network. Therefore, we are 
interested in finding a sink node position which 
minimized the overall network delay. In WBAN, the 
distance between the nodes and the sink node is an 
important factor which determine the delay of the 
network. The distance between the sensor nodes and 
sink node change regularly due to postural mobility. 
Distance between a node and sink node is directly 
proportional to the delay. Average delay not only 
depend on the distance of the nodes, but also depends 
on the channel accessibility, i.e., less processing delay. 
Similarly, WBAN mobility also plays a vital role in 
network delay.  As a mobile node changes position in 
the network, it also informs the rest of the nodes about 
its new position. Thus, as mobility increases, these 
positions notification packets also increases increasing 
the congestion and average delay of the network.

Running: The simulation was run for all the nodes as 
sink nodes. Some of the best choices for sink nodes 
(head, waist, chest, wrist, and ankle) are given in Fig. 7. 
The starting point of the average delay curve for every 
node as sink depends upon the time at which the 
respective node was involved in the network. It is evident 
from Fig. 8 that when the node the ankle was selected 
as the sink node due to the high mobility of ankle node 
the delay of network increase, the node at head 
compare to ankle is less mobile, so it shows a small 
increment in delay than ankle node while when select he 
node on the waist as a sink its shows optimal 
performance in mobile network delay due to less 
mobility and nearest to all other nodes. Thus, the node 
at waist proves to be the optimal option to be 
considered as sink node running posture.
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Sitting: The simulation was run for all the nodes as sink 
nodes. Some of the best choices considered as sink 
nodes (head, waist, chest, wrist, and ankle) are given in 
Fig. 8. The starting point for the average delay curve for 
every node as sink depends upon the time at which the 
respective node was involved in the network. Sitting 
posture is a static network, therefore, it does not depend 
on the mobility of nodes, but it depends on the distance 
of the nodes to the sink node as shown in Fig. 8. When 
we select node at the head as a sink node, due to 
maximum distance from other nodes it shows maximum 
delay when compare to the ankle and the waist node 
positions. When the node on waist was selected as the 
sink, its shows optimal performance in sitting posture 
because the waist position is nearest to all other nodes. 
Thus, node at waist proves to be the optimal option to 
be considered as sink node in sitting posture.

Overall Network: The simulation was run for all the nodes 
as sink nodes, but some of the best choices to be 
considered as sink nodes (head, waist, chest, wrist, and
ankle) are given in Fig. 9. The starting point of the 
average delay curve for every node as sink depended 
on the time at which the respective node was involved in 
the network. As in overall network, we consider both the 
mobile posture as well as static posture. As shown in 
Fig. 9, the ankle position as sink node led to high delay. 
This can be attributed to the high mobility nature of the 
legs. The head position when compared to ankle 
position of the node, the head being less mobile than 
the ankle, showed slightly better delay performance than 
the ankle. The node on waist as a sink showed the 
optimal performance in overall network delay due to less 
mobility and nearest to all other nodes. Thus, node at 
waist proves to be the optimal option to be considered 
as sink node.

b) Energy Consumption in different Posture
Battery Battery lifetime is a crucial parameter in 

WSNs and especially in WBAN’s because some of the 
sensor nodes are deployed inside the body, which 
means they are not easily and frequently removed out. 
This means that the battery life is a critical feature of the 
sensor node. Therefore, there is need to minimize the 
energy consumption of sensor nodes to improve the 
battery lifetime and energy consumption. The battery 
lifetime and energy consumption are directly depended 
on both the node distance to the destination node and 
the number of retransmission. In our scheme, all the 
node communicates with the sink node so the distance 
between the sink node the other maximum node should 
be shorter.

In this research, the simulation was run on two 
different postures only, running as the mobile posture 
and sitting as the stationary posture. In the sitting 
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Fig. 10: Average Energy Consumption in running 
posture

posture, all the nodes were considered as stationary for 
comparison of different sink location as the head node, 
the waist node and the ankle node.
Running: The simulation was run for all the nodes as 
sink nodes with head, waist, chest, wrist, and ankle 
positions being considered. The results are shown in 
Fig. 10. In this posture, nodes move continuously, hence 
increasing the energy consumption of the sink. From 
Fig. 10 it is shown that energy consumption of nodes at 
ankle is highest than energy consumption at node 
deployed on the head and the waist due to the high 
mobility of ankle in running posture. Energy 
consumption also depend on the distance between the 
sink and the other node, the node which is nearest to 
the other node has least energy consumption as shown 
in Fig. 10 the energy consumption at the waist node is 
least than the other two so the node at the waist is best 
choice for a sink in running posture according to energy 
consumption.

Sitting: The simulation was run for all the nodes as sink 
nodes. These are the head, waist, ankle, chest and the 
wrist as shown in Fig. 11. Like in the Sitting posture, 
there is no mobility involved, the energy difference is 
based on the postural locality of sink node from other 
nodes and coordinator. The greater the distance 
between the sink node from other nodes and 
coordinator, the greater is the energy consumption of 
that specific node. As node at the waist was located at 
the center of body, its distance from the other nodes 
was smaller as compared to other nodes in Fig. 11. That 
is why energy consumption of node at waist is smaller 
than other nodes in Fig. 11. Therefore, we conclude that 
the node at waist is the ultimate choice of sink node in 
Sitting Posture in relation to energy consumption.

From the review in the introduction, it was 
determined that the selection of suitable sink position 
can be critical for the performance of a DTN WBAN and 
that this selection is not a straight forward decision. In
this study, a posture selection strategy has been 
proposed, as outlined in Fig. 6 and the pseudocode. 
The performance evaluation shows that the average 
delay has been minimized in the proposed sink locality 
under the proposed selection strategy under the running 
and sitting postures. The performance of the different 
sink node under the various localities, such as the head, 
ankle, and the waist location in each postural scenario 
showed that waist location as the best in performance. 
The delay was recorded to increase as the node moves 
away from the sink node. The energy consumption 
showed that the waist position sink node locality has the 
least energy consumption of the three localities 
evaluated. This can be related to the fact that nodes far 
away from waist node have higher mobility hence the 
reason for high energy consumption.

VII. Conclusion and Future Work

The Network lifetime improvement and delay 
minimization is a key research issue in WBAN. Improper 
sink selection is one of the main causes of data loss in 
WBAN due to different posture and WBAN mobility. 
Various parameters need be observed while selecting 
the optimal sink position for all the postures. The node 
with the least mobility and at proximity to the center of 
body is consider as a sink node. This research 
proposed a WBAN posture selection strategy which 
when applied to WBAN with mobility, the best optimal 
sink node locality is selected. This leads to improved 
WBAN performance in terms of average WBAN delay 
and energy consumption. In the evaluation of the sink 
node selection strategy, it is observed that waist sink 
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node locality is the best optimal position as it gives the 
minimum average delay and energy consumption. In the 
future, more work should explore mechanisms for 
dynamic sink node locality to ensure optimal WBAN 
efficiency. 
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Hierarchical Protocols of Wireless Sensor 
Networks 

Chiranjib Patra 

Abstract- It has been found that almost all routing protocols do 
suffer from efficiency of its operation regarding data transfer 
from one point to another. To overcome this process algorithm 
regarding the choice of nodes as cluster heads has to be 
done with utmost care. Failing of this leads to unnecessary 
dissipation of energy such as generating excess ‘Hello’ 
messages and less useful data transfer. In this communication 
we show that the introduction of connected dominating set as 
one of the metric regarding the choice of cluster head leads to 
better data transfer and energy consumption. Moreover we 
implemented this concept in LEACH protocol and found 
acceptable improvement in the performance parameters of the 
protocol. 
Keywords: hierarchical protocol, LEACH, connected 
dominating sets, clustering. 

I. Introduction 

ireless Sensor Network [3, 4] (WSN) consists of 
sensor nodes dispersed randomly over the 
area under consideration. These nodes 

communicate among each other by multi hop are single 
hop depending upon the energy of the nodes. The Base 
Station (BS) is a node which is powered externally does 
the job of data aggregation to the IoT channel or any 
other interpreting software as desired. The BS can also 
communicate the information to each node in the same 
way. Because of the harsh environmental condition 
these sensor nodes once deployed can have limited 
chances of battery replenishment. Hence gathering 
sensed data in an energy efficient manner is time critical 
for the sensor network over a long period of time [5]. 
Hence limiting the energy dissipation and stretching the 
network lifetime is one of the most important factors in 
WSN [4, 5]. 

This paper focuses on cluster based data 
transmission schemes as it helps to prolong the network 
lifetime of WSNs. In this technique nodes are elected as 
CHs from a subset of nodes which are eligible to 
become CH on the basis of energy consideration and 
belong   to   connected   dominating   set   as  additional 
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requirement. The remaining nodes act as non-CH to 
save its own energy, and transmits its data to the 
elected CH. CH performs data aggregation on the data 
received from its member nodes. This method of data 
transmission is energy efficient as the energy required 
for communication is high compared to the energy 
required for computation [6], [7]. The CH should be on 
rotational basis and so are the cluster members to avoid 
early death of CHs. This is required because many 
actions are performed by each elected CH, including 
cluster head announcement through hello packets, an 
announcement of data transmission schedule to the 
member nodes, reception of data from member nodes, 
data aggregation, and transmission of collected data to 
base station.  

Clustering algorithms are divided into two types 
as Distributed Clustering and Centralized Clustering. 
Distributed clustering method is again split into four sub 
types based on the cluster formation idea and 
parameters used for CH election as Identity based, 
Neighborhood information based, Probabilistic, and 
Iterative respectively. Linked Cluster Algorithm [8] 
belongs to Identity based clustering technique that takes 
unique node identifiers as primary key to select the 
cluster heads. In another improvement Linked Cluster 
Algorithm also helps to eliminate chances of multiple 
cluster head selection [8]. There are a good number of 
protocols devised using Neighborhood Information 
based approach. Highest Connectivity Cluster Algorithm 
(HCCA) [8], is based on choosing a sensor node as 
cluster head which has greatest number of neighbors at 
1-hop distance with clock synchronization as an 
additional requirement. Max-Min D- Cluster Algorithm 
[9], selects cluster head in such a way that no neighbors 
are at d-hop distance away from it and thus giving better 
load balancing without any clock synchronization 
requirement. Weighted Clustering Algorithm (WCA) [10], 
functions on the basis of the principle of non- periodic 
initialization of itself only when topology reconfiguration 
has become unavoidable due to a particular node 
dissipating energy. This loss of energy leads to losing 
connectivity with its cluster head which in turn tries to 
balance the combination of several required parameters 
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called 'combined weight’. Grid-clustering routing 
Protocol (GROUP) [11], uses multiple sinks among 
which one of them is considered as 'primary sink'. This 
being responsible for dynamically selecting cluster 
heads which forms a grid-like structure. Probabilistic 
Approaches for clustering in WSN relies upon a prior 
assigned probability values for sensor nodes. Low-
Energy Adaptive Clustering Hierarchy (LEACH) protocol 
in [12] provides a rational use of energy by random 
rotation of cluster heads on the basis of energy. This 
process meanwhile assures uniform load balancing in 
one-hop sensor networks. Hybrid Energy Efficient 
Distributed Clustering (HEED) proposes a way in which 
the remaining energy of sensor nodes and intra-cluster 
data exchange costs in the competitive way of selecting 
the cluster heads in multi hop sensor networks [14, 15]. 
Energy Efficient Clustering Scheme (EECS) proposes 
dynamic, and localized hierarchy based process for 
selection of cluster heads based on the basis of energy 
of sensor nodes providing lower message overhead and 
uniform distribution of cluster heads [14]. Two-Level 
LEACH (TL-LEACH) is proposed in [13], which is an 
extension to LEACH, proposing primary and secondary 
tier of cluster head selection to minimize energy 
utilization.  

Iterative clustering protocols that is be 
mentioned here are: DCA [16], SPAN [17], and ACE 
[18]. Distributed Clustering Algorithm (DCA) protocol 
uses time delayed notification technique for any sensor 
before selecting the cluster head and thus giving a 
chance for other hierarchical preference conditions 
neighbor sensor nodes to become the cluster heads. 
SPAN is a randomized cluster head selection process 
with spatial decision making process which is based on 
number of sensor nodes being benefited and its own 
energy levels for a sensor node that is likely to become 
cluster head. Algorithm for Cluster Establishment is one 
the sought protocol primarily used for energy saving, 
with two distinct phases of cluster head selection: a 
randomized new cluster ‘spawning phase’ and 
‘migration phase’ for existing clusters to achieve highly 
uniform non-overlapping cluster formation. But iterative 
clustering suffers from too much dependency on 
neighbors and thus the network diameter. 

Our communication is divided into six sections 
the first section is the brief introduction to the connected 
dominating set algorithms and clustering process in 
sensor network, second section deals with the brief 
review of the protocols on which will be used to modify 
hierarchical protocol , the third section gives the list of 
assumptions and the theoretical framework of how the 
connected dominating set be integrated with LEACH , 
the fourth section deals with simulator specifics built on 
MATLAB , the fifth section deals with results and 
discussions on the data generated by the simulator, 
sixth section concludes the paper with conclusions and 
future work. 

II. Brief Review on the Protocols used 

LEACH: LEACH is one of the popular clustering routing 
protocols for wireless sensor networks (WSNs) to 
increase the lifespan of network. It is a self-organizing 
protocol that balances the energy load equally among 
all the sensors of the network. In LEACH, nodes elect 
cluster head (CH) and one node from that cluster acts 
as its CH. LEACH chooses high energy sensor node as 
CH but after a round has been performed, it rotates CH 
among all nodes of the network so that the energy of a 
single node is not drained completely. Thus LEACH 
reduces energy dissipation and increases network 
lifetime. For each round, sensors elect themselves as 
CH with certain probability determined by a function. 
The status of these CHs is broadcasted within the 
network with the help of Hello messages. Each sensor 
node selects its CH by choosing the one which requires 
minimum communication energy by evaluating the 
Euclidian distance between the nodes. Then the CH 
uses TDMA for the nodes to transmit data. In this way, 
nodes transmit data to the CH in their time slot and are 
in sleep condition for the rest of the time. So, the energy 
consumption of non-CH sensor node is minimized. 

When the CH receives all the data from non-CH 
sensor node within its cluster, it collects that data and 
sends it to BS. In this way, energy dissipation of the 
whole network is reduced. A CH uses more energy as 
compared to member nodes. To overcome this issue, 
LEACH has a fixed number of CH and a CH is self-
elected at every round. For a node to become CH 
depends on energy of that node. So, node with higher 
remaining energy acts as CH for that round. 

Connected Dominating Set algorithm: This algorithm is 
especially attractive in ad hoc networking in the area of 
mobile communication and sensor networks. This 
algorithm actually is very easy to compute and has the 
complexity of O(n). For example, to connect a backbone 
nodes in ad hoc sensor networks to perform efficient 
routing and broadcasting. A Connected Dominating Set 
(CDS) can be used as a backbone. Backbones 
improves the routing procedure and reduces the 
communication overhead, decreases the overall energy 
consumption, increases the bandwidth efficiency, and, 
at last, increases network lifetime in a WSN. The nodes 
in CDS are called dominator (backbone node) other 
nodes are called dominatee (non-backbone node). This 
process is easy to adapt in case of WSN. 

Rai et al. [1] proposed an algorithm for finding 
Minimum Connected Dominating Set (MCDS) which are 
connected through Steiner tree. The approximation 
algorithm includes of three stages.

 

•
 

The DS is determined through recognizing the
 

maximum degree of those nodes to discover the 
highest cover nodes.
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• The connectivity of the nodes in the DS is verified 
through a Steiner tree. 

• At last, this tree prunes to form the MCDS. 

Xie et al. [3] called their algorithm as Connected 
Dominating Set-Hierarchical Graph (CDS-HG). It is a 
approximate distributed MCDS algorithm. The authors 
proved that this algorithm generates smaller CDS as 
compared with other existing algorithms. Their algorithm 
operates of two phases. 

• At first, in the first phase, (Essential Node 
Determination) is used. According to this step, a set 
of dominators select for each level so that all nodes 
in the next upper level are dominated by these 
dominators. A greedy algorithm is used to select the 
dominators for creating a small initial DS. 

• In the second phase, is used to remove the 
redundant dominators. This process repeated from 
the lowest level to the highest level of the graph. 
Thus the greedy strategy used in previous step 
provides the result as connected DS. 

III. Assumptions and Theoritical 
Background 

Any protocol that guarantees certain properties 
has to make certain valid assumptions. However if the 
assumptions are explicit then it becomes the 
responsibility of the developer to satisfy the 
assumptions. These assumptions are mostly network 
latency and bandwidth, processing time, failures, and so 
on. 

So in the premise of LEACH [19] the following 
are the assumptions: 
1. The sensors in the wireless sensor network are 

distributed randomly in a two dimensional space. 
2. The communication environment is contention- and 

error-free; hence, sensors do not have to retransmit 
any data. 

3. Data exchanged between two communicating 
sensors not within each others’ radio range is 
forwarded by other sensors. 

4. The radio model considered is similar to LEACH. 
5. Randomized, adaptive and self-configuring cluster 

forming. 
6. Localized control over data transfers. 

In the premise of CDS construction Li et al. [2] 
algorithm for constructing CDS is used. It is called as 
Approximation Two Independent Sets based Algorithm 
(ATISA). The ATISA has three stages: 

• Constructing a connected set (CS) 
• Constructing a Connected Dominating Set 
• Pruning the redundant dominators of CDS. 

ATISA constructs the CDS with the smallest 
size, compared with some well-known CDS construction 
algorithms. The message complexity of this algorithm is 
O(n). 

Keeping the view of message complexity part 
the choice of using Li et al algorithm is used. 

In LEACH the distributive algorithm works on 
the basis of selecting clusters which have higher energy 
than threshold value. But the logic of the choice is 
entirely based on energy levels but the connectivity part 
is not taken care of. As the result not all nodes in the 
cluster may be able to send the data to the cluster head. 
Thus by considering the connected dominating set the 
cluster head positions will be in a perfect position to 
receive the data. 

So by using the concept of connected 
dominating as an additional requirement other than 
energy requirements is incorporated in LEACH algorithm 
to get improved performance results. 

Below depicts the hybrid CDS-LEACH flow 
chart for selecting heads and their operation in tandem. 

Figure 1: CDS-LEACH cluster head selection algorithm 

  
The simulation is based on simulating the 

LEACH and CDS-LEACH algorithms in MATLAB 
considering the following parameters as given in the 
table. 

Table 1: The simulation parameters 

Sr. No. Description Value 

1 Radio electronic energy 50nJ 

2 Bitrate 1mbps 

3 Antenna height from  the ground 1.5 m 

4 Antenna Gain factor 1 

5 Signal wavelength 0.325m 

6 Radio Amplifier energy 10pJ/bit/m2 

7 Network size 100mX100m 

8 Radio propagation speed 3X10^8 

9 Base Station Coordinates (0,0) 

10 Optimum Cluster Size [19] C*√N*M/d^2 
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IV. Simulator Specifics



V. Results and Discussions 

The Simulator as described is used with two 
kind of protocols 

1. LEACH 
2. CDS-LEACH 

When these protocols are run according to the 
standard algorithm the following are the output 
regarding the cluster formation and cluster heads. 

 

Figure 2: The LEACH protocol implementation for 250 
nodes network. The cluster shapes are represented in 
voronoi cells and cluster heads in green circles for the 
last round. And the yellow triangles are the normal 
nodes 

The node distribution over the network area is 
random and the base station is at the origin bottom left 
not shown in the picture. 

Similarly for CDS-LEACH the simulation was 
carried out and the screen short of the last round of the 
simulation is as depicted in the figure below. 

 
Figure 3: The screen shot for the last round of the 
execution of CDS-LEACH protocol for 400 nodes. The 
asterisk nodes were the cluster head nodes for the last 
round .Here the base station is in the bottom left not 
shown in the figure. The circles are positions of CDS 
fulfilled nodes 

The performance comparison between the 
LEACH and CDS- LEACH for dead nodes versus round, 
average energy spent versus round and data transfer 
versus round has been shown below to describe the 
performance metrics. 

Below is the representation of 250 node 
simulation for LEACH and CDS LEACH protocol. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: The graph of dead nodes VS rounds and 
Average energy dissipated VS rounds for 250 node 
simulation for LEACH and CDS-LEACH 

Similarly for 400 node simulation was carried 
out and the performance graphs are shown below. 
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Figure 5: The graph of dead nodes VS rounds and 
Average energy dissipated VS rounds for 400 node 
simulation for LEACH and CDS-LEACH 

From Figure 4 and 5 it can be easily seen that 
the performance is not that significant in case of 250 
nodes but it becomes quite significant in case of 400 
nodes structure. 

Below is some of the representative statistics of 
250/400 node simulation figures. 

Table 2: Statistics of important simulation values 

S. 
No. 

Parameters Protocols 250  
nodes 

400  
nodes 

1 First dead node 
round 

LEACH 6 7 

CDS- 
LEACH 

12 13 

2 Total energy 
expended by CHs 

LEACH 5.978611 8.113001 

CDS- 
LEACH 

5.924069 6.270837 

3 Data Transferred 
to CHs 

LEACH 19007 26902 

CDS- 
LEACH 

19276 27800 

The above table depicts the comparison of 
LEACH and CDS- LEACH parameters. Hence it can be 
implied that the CDS- LEACH is more energy efficient 
than that of LEACH. 

VI. Conclusions and Future Work 

It can be easily seen that merely having the 
conditions of higher energy in selecting clusters is not 
energy efficient but having added criteria such as 
connect dominating set helps in proper dissemination of 
the data within the cluster .Moreover the energy savings 
for 400 nodes may be seeming less but this figure may 
find its significance when the number of nodes cross 
1000. 

In future work, the intension is to extend this 
concept of dominating sets in LEACH like protocols 
TEEN, APTEEN, and HEED etc. 
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Security Investigation on Remote Access 
Methods of Virtual Private Network 

Peter S. Nyakomitta α & Dr. Silvance O. Abeka σ

Abstract- Remote access is one of the prevalent business 
trends in today’s computing pervasive business environments. 
The ease of access to internal private networks over the 
internet by telecommuter devices has given birth too many 
security threats to the endpoint devices. The application client 
software and data at rest on the endpoint of remote access 
methods such as: Tunneling, Portal, Desktop Applications and 
Direct Access do not offer protection for the communication 
between the VPN gateway and internal resources. This paper, 
therefore investigate the security pitfalls of remote access for 
establishing virtual private network methods. To address these 
challenges, a remote access method to secure endpoint 
communication is proposed. The study adopted investigative 
research design by use of empirical review on the security 
aspect of the current state VPN Remote Access methods. This 
necessitates the review of the research article on the current 
state and related works which leads to critiques and offer 
proposed solution to remote access endpoint VPN. The scope 
of this study is limited to secure virtual private network 
endpoint data communication. In this paper, an investigation 
of these access technologies given. 
Keywords: remote access, tunneling, portal, desktop 
application, direct application, gateway. 

Abbreviations: Virtual Private Network (VPN), Layer 2 
Forward (L2F), Point-to-Point Tunneling Protocol (PPTP), 
Layer 2 Tunneling Protocol (L2TP), Internet Protocol 
Security (IPsec). 

 

I. Introduction 

n enterprise network normally consists of many 
remotely connected sites located far away from 
each other. Traditionally, leased lines connections 

utilizing frame Relay and Asynchronous Transfer Mode 
(ATM) were used to provide connectivity among these 
customer sites. The growth of this network made it 
become a costly solution and a challenge for network 
scalability. Virtual Private Network (VPN) came as an 
alternative which provide flexible solutions, such as 
securing communication between remote 
telecommuters and organization’s servers, regardless of 
where telecommuters are located. Sandeep et al, 
(2016), in their article describe a Virtual Private Network 
(VPN) as the traditional approach for an end-to-to end 
secure connection between two endpoints through use 
of public or shared telecommunication infrastructure, 
maintaining privacy through the use of a tunneling 
protocol and security procedures. The VPN establishes 
tunnels between servers in a site-to-site VPN, clients and 
servers in a client-to-site VPN (Avani and Ankita, 2017).  
The approach opted to investigate the security in remote 
access methods since most large corporations, 
educational institutions, and government agencies uses 
VPN technology to enable telecommuter to securely 
connect to a private network. 

 
 
 
 
 
 
 
 
 

Figure 1: Remote Access VPN Architecture 

It can be conceptualized as creating a tunnel 
from one network to another, with encrypted data 
travelling through the tunnel before being deciphered at 
its destination. Telecommuters can connect to their 
corporate LAN or any other LAN regardless of where the 
telecommuters are located (Rashikala, 2013). They can 
access resources such as email and documents as if 
they were connected to the LAN as normal. 

   

  

All teleworkers authenticate themselves with the 
VPN server, which is protected by a firewall. Once a user 
is connected to the network, an internal firewall 
guarantees that access is available only to the required 
resources (Butts and Shenoi, 2011). When a data 
packet is transmitted from a teleworker, it sends it 
through a VPN gateway, which adds an Authentication 
Header for routing and authentication. The data is then 
encrypted and, finally, enclosed with an Encapsulating 
Security Payload which contains the decryption and 
handling instructions.  

A 

 

Tele-worker  

 

VPN Server 
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The receiving VPN server strips the header 
information, decrypts the data, and routes it to its 
intended destination. A VPN allows the provisioning of a 
virtual “tunnel” connecting the two endpoints. The traffic 
within the VPN tunnel is encrypted so that other users of 
the public internet cannot eavesdrop by intercepting 
communications (Tarek and Yasser, 2011). By 
implementing a VPN, a company can provide access to 
the internal private network to clients around the world at 
any location with access to the public internet. 

Remote access VPN is one of the prevalent 
business trends in today’s ubiquitous computing era 
which deploy use of secure remote access to corporate 
resources by establishing an encrypted tunnel across 
the network. It is a user-to-LAN connection used by a 
company that has employees who need to connect to 
the private network from various remote locations. 
Remote-access VPNs permit secure, encrypted 
connections between a company's private network and 
remote users through a third-party service provider. 

According to Rajamohan, (2014), they allow 
secure access to corporate resources by establishing 
an encrypted tunnel across the Internet. While a firewall 
protects the systems and data on a LAN from 
unauthorized access, it does nothing to protect the 
confidentiality and integrity of traffic traversing the 
Internet on its way to and from the LAN. That’s the role 
of a virtual private network, or VPN.  VPN technology 
provides encryption and tunneling functions for 
networked traffic across the Internet. Data is 
encapsulated in an IP “wrapper” that travels over the 
Internet. When data is sent, it must be wrapped and 
encrypted by a gateway using an encryption algorithm. 

At the other end of the communication link, the 
destination gateway must “unwrap” the data, decrypt it, 
and route it to its destination. 

II. Remote Access vpn Methods 

This section presents the state-of-the-art 
Remote Access VPN Methods for establishing virtual 
private network. The remote access methods are most 
commonly used for teleworkers. This section describe 
four categories based on their high-level architectures 
and the security implications. The categories include: 
tunneling, portals, remote desktop access, and direct 
application access. The sub-section below gives an 
investigation of mote access in VPN, as follows. 

a) Tunneling 
Many remote access methods offer a secure 

communications tunnel through which information can 
be transmitted between networks, including public 
networks such as the Internet. According to Murugiah 
and Karen, (2016), tunneling involves establishing a 
secure communications tunnel between a telework client 
device and a remote access server, often a virtual 
private network (VPN) gateway buy use of cryptography 
to protect the confidentiality and integrity of the 
transmitted information between the client device and 
the VPN gateway. The VPN gateway can take care of 
user authentication, access control and other security 
functions for teleworkers. The tunnel uses cryptographic 
protocols like IPsec, SSL and SSH tunnels to protect the 
confidentiality and integrity of the communications. The 
figure 2.shows the tunneling architecture used to set 
tunneling remote access. 

 
 
 
 
 
 
 
 
 
 

Figure 2: Tunneling Architecture

Once a VPN tunnel has been established 
between a teleworker’s client device and the 
organization’s VPN gateway, the teleworker can access 
many of the organization’s computing resources 
through the tunnel.  To use this application of VPN, 
users must either have the appropriate VPN software on 
their client devices or be on a network that has a VPN 
gateway system on it. The VPN gateway can control 
access to the parts of the network and the types of 
access that the teleworker gets after authentication. For 
example, a VPN might allow a user to only have access 
to one subnet, or to only run particular applications on 

certain servers on the protected network. In this way, 
even though the cryptographic tunnel ends at the VPN 
gateway, the gateway can add additional routing to the 
teleworker's traffic to only allow access to some parts of 
the internal network. 

  

A portal is a server that offers access to one or 
more applications through a single centralized interface 
(Murugiah and Karen, 2016). A teleworker uses a portal 
client on a telework client device to access the portal. 
The application client software is installed on the portal 
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server, and it communicates with application server 
software on servers within the organization. The Figure 3 
shows the basic portal solution architecture. The portal 
protects communications between the client devices 

and the portal, and portals can also authenticate users 
and restrict access to the organization’s internal 
resources. 

 
 
 
 
 
 
 
 
 
 

Figure 3: Portal Architecture 

In terms of security, portals have most of the 
same characteristics as tunnels: portals protect 
information between client devices and the portal, and 
they can provide authentication and access control. The 
application client software and data at rest resides on 
the portal server which then get transferred to the client 
devices which are then typically stored on the client 
devices much more temporarily than data for a tunneled 
solution is. Having the application client software 
centralized gives an organization more control over how 
the software and data is secured as opposed to more 
distributed remote access solutions.  Portals limit the 
access a teleworker has to particular application clients 
running on the portal solutions. 

c) Desktop Application Access 
A remote desktop access solution gives a 

teleworker the ability to remotely control a particular 
desktop computer at the organization, most often the 
user’s own computer at the organization’s office, from a 
telework client device. The solution allows the user to 
access all of the applications, data, and other resources 
that are normally available from their PC in the office. 
Figure 4, shows the basic remote desktop access 
architecture. 

 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 4: Remote Desktop Access Architecture 

Remote desktop access uses a proprietary 
protocol, Remote Desktop Protocol (RDP) to enables 
users to interfaces with another computer through a 
graphical interface. It allows users to gain access to the 
desktop of another computer. According to (Karen, Paul 
and Murugiah, 2009), the remote desktop access 
software protects the confidentiality and integrity of the 
remote access communications and also authenticates 
the user to ensure that no one else connects to the 
internal workstation. However, because this involves 
end-to-end encryption of the communications across 
the organization’s perimeter, the contents of the 
communication are hidden from the network security 
controls at the perimeter, such as firewalls and intrusion 
detection systems. A remote desktop access client 

program is installed on each telework client device, and 
it connects directly with the teleworker’s corresponding 
internal workstation on the organization’s internal 
network. 

d) Direct Application Access 

With direct application access, remote access 
can be accomplished without using remote access 
software. A teleworker can access an individual 
application directly, with the application providing its 
own security like communications encryption, user 
authentication. According to Murugiah and Karen 
(2016), one of the most common examples of direct 
application access is Web-based access to email, also 
known as Webmail. The teleworker runs a Web browser 
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and connects to a Web server that provides email 
access. The Web server runs HTTP over SSL (HTTPS) to 
protect the communications and the Webmail 
application on the server authenticates the teleworker 

before granting access to the teleworkers email. The 
Figure 5, shows the high-level architecture for direct 
application access. 

 
 
 
 
 
 
 
 
 
 
 

Figure 5: Direct Application Access Architecture 

The application client software installed on the 
telework client device initiates a connection with a 
server, which is typically located at the organization’s 
perimeter. The direct application access architecture is 
generally only acceptable if the servers being accessed 
by the teleworkers are located on the organization’s 
network perimeter or in a public-facing cloud, and not 
internal networks. Servers that are directly accessible 
from the Internet should already be well-secured to 
reduce the likelihood of compromise. Many 
organizations choose to provide direct application 
access to only a few lower-risk applications that are 
widely used, such as email, and use tunnel or portal 
methods to provide access to other applications, 
particularly those that would be at too much risk if they 
were directly accessible from the Internet. 

III. Related Work 

In (Ernest et al, (2015) proposed advanced 
technologies to provide tremendous support for network 
administrators by implementing a secure remote system 
administration app that runs on android smartphones to 
aid them administer their servers remotely when they 
(network administrators) are out stationed using their 
smartphones. The android app developed in eclipse 
establishes a secure connection with a remote server 
running a PHP application. The app was developed 
based on the Remote Frame Buffer (RFB) protocol. The 
RFB protocol, a display protocol has some security 
lapses including being vulnerable to Man-In-The-Middle 
(MITM) attack using a few tools and techniques 
(Masthan, Kumar and Prasad, 2013). This paper 
therefore incorporated a self-signed Secure Socket 
Layer (SSL) certificate in the android app to enable 
secure encrypted connections to be established 
between the android app and the remote server to 
ensure end-to-end security against attacks such as 
Man-In-The-Middle (MITM). The secure RFB protocol 
proposed and implemented in the android app was 
compared with other existing software for remote 

system administration such as Remote Desktop (RDP), 
and RFB protocols using ICMP ping command. The 
results show that the average response time of the RDP 
protocol was 436ms, that of the RFB protocol was 
496ms and that of the android app which is based on a 
proposed secure RFB protocol was 474ms. The 
proposed android app which will act as an interface to 
the network server will connect to the server using Virtual 
Private Network (VPN) technology. 

With this system, a system administrator can 
create a user remotely, create, view and modify text files 
remotely, check network status, shutdown a server and 
set user privileges. The system was developed based 
on a proposed secure RFB protocol with self-signed 
Secure Socket Layer (SSL) certificate incorporated into 
this RFB protocol to ensure end to- end encrypted 
connections between the smart device (client) and 
server. Mobile Devices Management (MDM) 
applications are developed to address some of the 
challenges associated with mobile devices (such as 
policy management, software distribution, and inventory 
management) that are not related to BYOD security. 
MDM functionality is similar to that of PC configuration 
life-cycle management (PCCLM) tools; however, mobile-
platform specific requirements are often also included in 
MDM suites (Gartner, 2014). 

On their paper, (Kumari and Khan, 2014) 
proposed a symmetric key and smart card-based 
remote user password authentication scheme that was 
intended to provide anonymity while resisting all known 
attacks. On their part, (Shehzad et al, 2015). An 
enhanced privacy preserving remote user authentication 
scheme with provable security.  Security Comm. 
Networks. 8:3782–3795 proposed a supplemented 
scheme to overcome security weaknesses of the 
scheme proposed in (Kumari and Khan, 2014). The 
authors claim to have analyzed the security of the 
proposed scheme in random oracle model which 
confirmed the robustness of the scheme against all 
known attacks. 
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A study by (Madhusudhan and Hegde, 2017), 
pointed out that two robust remote user authentication 
schemes using smart cards that were claimed to defend 
against ID-theft attacks, reply attacks, undetectable on-
line password guessing attacks, off-line password 
guessing attacks, user impersonation attack, server 
counterfeit attack and man-in-the-middle attack.  In 
(Gartner, 2014), the authors discuss that a smart-card 
based remote user authentication scheme consisting of 
four phases, which include initialization, registration, 
login, and authentication has been proposed. 

A wireless body area network (WBAN) is a 
system that provides automatic health monitoring and 
sends crucial health-related data remotely to the doctors 
with the help of body sensors. The protection of these 
health records is therefore very critical to prevent 
malicious and fraudsters accessing these data and 
impersonating the patients. These networks have an 
authentication system as their backbone because a 
lapse in such technologies could lead to the death of a 
patient. In (Salama, Taha, and Elmahdy, (2015), a 
scheme known as PMAS is proposed for mutual 
authentication between the sink (patients’ personal 
cellular phone) and sensor nodes focused on the 
advanced idea behind the Diffie-Hellman key exchange 
scheme. Here, a trusted third party (TTP) distributes 
keys (public and private) to the medical sensor node 
and sink (mobile / cellular phone). 

Recently, elliptic curve cryptography (ECC) has 
been implemented widely in multi-factor authentication. 
It is basically a public key encryption technique based 
on elliptic curve theory that can be used to create 
smaller keys, which yields faster and more efficient 
algorithms as a result (Chande, et al, 2016). It was 
developed to reduce computational costs while 
providing the same level of security as other similar 
operations such as modular exponentiation and it finds 
applications in authentication protocols involving smart 
cards, RFIDs, wireless networks, digital signatures and 
other authentication techniques. 

IV. Critique of the Current Remote  
Access Technologies 

The four remote access methods discussed 
above were noted to have a number of security 
setbacks that render them ineffective in VPN 
deployments. To start with, Tunneled IP traffic may not 
receive the intended level of inspection or policy 
application by network-based security devices unless 
such devices are specifically tunnel aware. This reduces 
defense in depth and may cause security gaps. This 
security weakness applies to all network-located devices 
and to any end-host-based firewalls whose existing 
hooking mechanisms would not show them the IP 
packet stream after the tunnel client does decapsulation 
or before it does encapsulation. In addition, IP 
addresses inside tunnels are not subject to ingress and 

egress filtering in the network they tunnel over, and 
hence may allow malicious content into internal 
networks. Moreover, if the encapsulated IP packet 
specifies source routing beyond the recipient tunnel 
client, the host may forward the IP packet to the 
specified next hop. This may be unexpected and 
contrary to administrator wishes and may have 
bypassed network-based source routing controls. 

On the part of portals applications, Tomas 
(2014) point out that they are faced with challenges 
regarding authentication including user identification, 
authorization, auditing or logging and session 
management. Desktop application access face screen 
sharing security setback that allow an attacker to 
penetrate an enterprise's defenses. In addition, many 
enterprises permit or fail to regulate the use of third-
party file storage services to facilitate remote access to 
data, and when files end up in cloud-based repositories, 
enterprises lose control. On its part, direct application 
access requires the use of IPv6 exclusively to distribute 
addressing to connecting endpoints. This presents a 
larger management problem when it comes to client 
addressing and identification. 

Due to the setbacks noted in the four access 
methods discussed above, a number of protocols have 
been developed to address some of these challenges. 
Unfortunately, these protocols also introduce 
vulnerabilities that render them insecure. For instance, 
the RFB protocol, a display protocol has some security 
lapses including being vulnerable to Man-In-The-Middle 
(MITM) attack using a few tools and techniques (Ernest 
et al, 2015). Despite the fact that RFB protocol uses 
encrypted passwords and network, any communication 
over the network is vulnerable and can be attacked by a 
Man-In-The-Middle (MITM) by using a few tools and 
techniques. In addition, the applications of VNC which 
are developed based on RFB protocol are generally 
slower, offer fewer features and security options than 
Remote Desktop (RD) which is based on the RDP 
protocol (Masthan, Kumar and Prasad, 2013). Though 
the data sent between the server and client is encrypted, 
the RDP protocol may be prone to Man-In-The-Middle 
attack because there is no verification of the identity of 
the server when setting up the encryption keys for a 
session. 

Although businesses are mainly concerned with 
maintaining security, employees are worried about 
preserving the convenience they need to work from their 
mobile devices, as well as the privacy they expect 
regarding the personal information on the device 
(Morufu et al, 2015). One of the biggest challenges for 
organizations is that corporate data are being delivered 
to devices that are not managed by the IT department. 
This has security implications for data leakage, data 
theft, and regulatory compliance. Thielens, (2013), noted 
that the real BYOD challenge is security and that the real 
security challenge is not actually about the devices, it is 
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about controlling access from the devices to the 
corporate data. Moreover, Vignesh and asha, (2015), 
points out that sensitive data on organization and 
personal data are present in these devices and such 
any attack on these devices can expose these data. 

Many enterprises view most of the MDM 
applications as a solution to the security challenges of 
BYOD. However, MDM does not completely address the 
security challenges of BYOD. MDM does not prevent a 
hacker from attacking an employee’s device or a thief 
from stealing it and accessing sensitive data. Data 
leakage, distributed denial of service (DDoS), and 
malware are the most challenging security threats to 
BYOD (Gartner, 2014). Further, Manmeet, Chen and 
Zakiah, (2017), explain that security threat in the 
paradigm of BYOD creates a great opportunity for 
hackers or attackers to find new attacks or vulnerabilities 
that could possibly exploit the students’ mobile devices 
and gains valuable data from them. 

Gokulakrishnan, Jayanthi, and Thulasi, (2014) 
point out that VPN does not provide strong user 
authentication by default. This means that users can 
enter a simple username and password to gain access 
to an internal private network from home or via other 
insecure networks. On its part, the Point-to-Point 
Tunneling Protocol (PPTP) which is the most widely 
supported VPN protocol among Windows users 
establishes the tunnel, but does not provide encryption 
(Alshalan et al 2016). In their paper, Muhammad et al, 
(2016) discuss that a number of users employ mobile 
VPN clients to either circumvent censorship or to access 
geo-blocked content, and more generally for privacy 
and security purposes. Their experiments reveal that 
several instances of VPN applications that expose users 
to serious privacy and security vulnerabilities, such as 
use of insecure VPN tunneling protocols, as well as IPv6 
and DNS traffic leakage. In addition, a number of mobile 
VPN applications actively perform TLS interception while 
other applications inject JavaScript programs for 
tracking, advertising, and for redirecting e-commerce 
traffic to external partners. 

Another study by Varmarken et al, (2015), 
pointed out that some VPN applications implement 
tunneling protocols without encryption despite 
promising online anonymity and security to their users. 
In addition, it was noted that other VPN applications do 
not tunnel IPv6 and DNS traffic through the tunnel 
interface respectively due to lack of IPv6 support, mis-
configurations or developer-induced errors. Both the 
lack of strong encryption and traffic leakages can ease 
online tracking activities performed by in-path middle-
boxes such as commercial WiFi APs harvesting user’s 
data and by surveillance agencies. 

As Shehzad et al, (2015) points out, a 
symmetric key and smart card-based remote user 
password authentication scheme that was intended to 
provide anonymity while resisting all known attacks is 

still vulnerable to anonymity violation attack as well as 
smart card stolen attack. Chin-Ling et al, 2018) 
demonstrated that schemes that the two robust remote 
user authentication schemes using smart cards are still 
vulnerable to ID-theft attack, off-line password guessing 
attacks, undetectable on-line password guessing 
attacks and user impersonation. This is particularly true 
in situations where the user lost a smart card or the 
malicious legal user. In addition, the smart-card based 
remote user authentication scheme consisting of four 
phases has been shown by Gartner, (2014) to be 
vulnerable to offline password guessing attack under 
their non-tamper resistance assumption of the smart 
cards; and it fails to provide forward secrecy. 

The challenge of the WBAN authentication is 
that TTP distributes all the credentials without applying 
any cryptographic functions or any mathematical 
computations. It dictates that the insider person can 
identify different keys of various users easily. Once 
important credentials are available with any malicious 
internal person, then he/she can distribute confidential 
data to others illegally. 

Swapnoneel and Chanchal, (2017) point out 
that mutual authentication has been introduced in 
remote user verification and access control. However, a 
password can be compromised during transmission if 
an efficient scheme is not followed. To address this 
problem, elliptic curve cryptography (ECC) has been 
implemented widely in multi-factor authentication. 
However, the computational cost of one bilinear pairing 
(an important operation of ECC) is about twice as high 
as that of one modular exponentiation operation at the 
same security level. Therefore, the computationally-
intensive nature of ECC leaves a security loophole in the 
protocols that use it. An attacker can force the server or 
client to repeatedly perform ECC operations in order to 
clog them, resulting in one or all of them wasting 
resources by performing unnecessary computations. 

V. Proposed Solution 

In recent years, mobile devices have replaced 
desktop personal computers as the primary computing 
platform for many users. This trend brings to the 
workplace where nowadays the employees use their 
personal owned mobile devices to access company’s 
data. BYOD causes a lot of cyber-attacks towards the 
users and the organization. The proposed solution for 
BYOD addresses the shortcomings noted in some of the 
remote access technologies such as platform integrity 
that lacks in tunneling, authentication such as user 
identification, authorization, auditing or logging and 
session management that lacks in portals applications, 
regulation of file storage services to facilitate remote 
access to data, a feature that is missing in desktop 
application access, client addressing and identification 
that is lacking in direct application access as shown in 
Figure 6 below. 
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Figure 6: Problems Addressed By the Proposed Protocol

a) Architecture of the Proposed Protocol 
The conventional remote access technologies 

have been noted to have a number of setbacks related 
to identification, authorization, auditing, session 
management, source routing, secure storage and 
addressing. Figure 7 shows the architectural design of 
the proposed protocol. As this figure shows, the 
proposed protocol will comprise of six attack prevention 

mechanisms namely IP scanning, hashing, MAC and IP 
based identification and addressing, digital certificates, 
one time passwords (OTP) and logging capability. IP 
scanning will be effective against source routing attacks 
where attackers make use of intranet IP addresses so as 
to fool the firewall against inspecting the traffic utilizing 
these internal IP addresses. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7: Proposed Protocol Architecture 

The other salient feature of the proposed 
protocol is its hashing activity for any requested storage 
access to ensure secure storage of this vital 
organizational resource. To prevent masquerading 
attacks using false identification and addressing, the 
proposed protocol will utilize a combination of media 
access control (MAC) and IP address of the client and 
server machines for identification and addressing. 
Session management will be secured using digital 
certificates that will serve to protect the VPN 
communication against session hijacking attacks. On 
the other hand, one time passwords (OTP) will be 
instrumental in curtailing privilege escalation for 
authorized users such that once they accomplish any 
authorized activity, they require another set of 
authorization for the next activity. Covert attacks will be 
prevented by the proposed protocol’s logging feature 
that will facilitate auditing during forensic analysis. 

b) Secure Remote Access Method (SRAM) 
Table 3.2 confirms that to secure VPN 

connections, a layered protection approach is 
necessary. The proposed VPN protection protocol will 
be implemented in all the four layers of the TCP/IP stack. 
Figure 3.2 shows the implementation design of the 
proposed protocol 

Table 3.2: Layered Attacks and their likely target 

TCP Layer Attacks to be Prevented 

Application Layer Fingerprinting, Reconnaissance 

Transport Layer Modifications, replay 

Network Layer Source routing, packet redirection 

Physical Layer Masquerading attacks 
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As this figure illustrates, the proposed Secure 
Remote Access Method (SRAM) will be implemented in 
the region between the VPN end devices and the 

firewall. This is because the packets moving in the 
regions between the two firewalls are protected by SSL 
and TLS via the VPN tunnel. 

 
 
 
 
 
 
 
 
 
 
 

Figure 8: Proposed Secure VPN Access Method 

As such, most attacks are only possible 
immediately these packets exit the tunnel and are 
passed through firewalls. All the layered protection 
discussed above will therefore implemented in the 
regions between firewalls and VPN endpoints (VPN 
client and VPN server). 

VI. Conclusion and Recommendation 

In this study, an investigation of remote access 
methods for establishing virtual private network a has 
been carried out. From this examination, it has been 
noted that all of them fall short of endpoint security, 
making it possible for attackers to carry out 
unauthorized data transfers from their victim machines 
due to lack of cryptographic protocols for securing the 
data that reside at the client device. 

Towards the end of this paper, a protocol that 
could potentially address the security gap endpoint 
remote access client devices has been provided. One of 
the pillars of this protocol is encryption that would help 
enciphered the content of the data at the endpoint 
device and secondly component of this protocol is the 
dual-factor authentication that will requires the presence 
of two or more factors to prove the authenticity of the 
account holder. Owing to its security entropy, this 
protocol is therefore recommended for implementation 
in remote access methods for establishing virtual private 
network. 
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The Media Layers of the OSI (Open Systems 
Interconnection) Reference Model: A Tutorial 

Koffka Khan

Abstract- The Media Layers of the open systems 
interconnection (OSI) reference model convert bits to packets. 
It is a very important aspect of network communication and 
consists of various networking protocols. At the lowest level 
the physical layer deals with Media, Signal and Binary 
Transmission of Bits. Then there is the Data Link layer which 
deals with media access control (MAC) and logical link control 
(LLC) Physical Addressing of Frames, for example Ethernet. 
Finally, there is the Network layer which deals with Path 
Determination and IP Logical addressing of Packets. This 
article gives a review of these Media Layers and will contribute 
to adding knowledge for a networking novice while 
consolidating concepts for an experienced professional or 
academic. 
Index Terms: media, layers, OSI, physical, bits, data link, 
frames, ethernet, network, packets. 

I. Introduction 

e first talk about being globally connected, then 
we're going to take a look at the internet, then 
we're going to look at the network as a platform 

and then we're going to look at the changing Network 
environment. So, what does globally connected mean in 
today's world? We are being increasingly connected 
more than any time in human history. The globe is 
getting smaller (not the actual earth!!!) but we as a 
people are able now to communicate around the globe 
in real time, whereas we weren't able to do that a 
hundred years ago. You know if you go back to about 
1900 in the United States it would take you about one 
week to send a letter across the United States. But in 
today's world we have communication with cell phone 
technology, or we have chat technology, or we 
collaborate on videos or we can chat to with each other 
with text and there are people from the UK from Canada 
from United States and from New Zealand and Australia 
and we all communicate together and collaborate. So, 
the network really has no boundaries! We live and work 
in a global community, we communicate together 
through networks and on a global basis and we work, 
and we play together.  

Let's take a look at what allows us to connect 
together globally. Networks connect us together. 
Networks come in many different sizes. We can have a 
small home office network where you might connect two 
or three different computers to a printer over a Wi-Fi  link 
 
Author: Department of Computing and Information Technology, The 
University of the West Indies, Trinidad and Tobago, W. I.  
e-mail: koffka.khan@gmail.com 

[58]. You might also have a file server [34]. However, 
you might not have a web server [24] on a home office 
or an office network but on a medium to large networks 
you are going to have those different devices. You're 
going to have some type of email service for email, a 
server for web clients etc. All these devices can be 
connected using a switch. You may have a router then 
that sends messages out of the network and again 
you'd have print sharing and file sharing  [45],  [66].  

In this paper you would learn about clients and 
servers and what are clients and servers [8]. When 
you're talking about networks and when we hear the 
term client and server where the client is not necessarily 
a PC and a file server which is a very powerful 
computer. The term client and server typically means 
when you've got a client requesting information and the 
server provides that information. This model involves tow 
computers. Therefore, you in that could have two 
different computers “talking” to each other. One is 
requesting information from another (e.g. the file server). 
Note that in some network environments a computer 
“acts” as a server because it's serving up a file. It 
doesn't necessarily have to be a physical large server. 
Hence, in this case the two communicating machines 
(M2M or machine to machine communication [4], [13]) 
can be two different devices requesting information from 
each other.  

When we talk about peer-to-peer networks [62] 
where you have devices that are connected without 
some type of server in place each computer can be 
both client and server. There are advantages and 
disadvantages to either client-server or peer-to-peer 
communication architectures. One advantage of peer-
to-peer is that it's easy to set up and is low cost. To set 
up doesn't take a lot of equipment and it doesn't take a 
lot of knowledge to be able to set up a peer-to-peer 
network. However, the security is not as good as you are 
not able to scale to a larger network easily. You're going 
to have to then go in and put routers in and create 
different setup connections. 

When we're talking about different network 
components, you're going to hear the term end devices. 
End devices are those devices that are requesting 
information. They can be a computer, a mobile device 
[60], a tablet [57], or a Smart Watch [36]. An 
intermediary device are those devices that connect 
endpoints together or connects an endpoint to another 
network. They connect the individual end devices to the 
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network and they ensure data flows across the network 
by providing connectivity. Examples of an intermediary 
device is a switch. Network media allows us to transmit 
that data we are transmitting ones and zeros. You'll learn 
about the OSI model [53] but the OSI model and the 
TCP/IP model [25] illustrates how the data gets broken 
down into ones and zeros. Once it gets broken down 
into ones and zeros it is transported across the network 
via various types of network media. Your media is going 
to be anything from the wireless or your wired cable that 
you have. You might have copper (category 5e or cat6 
or coax) [10] or fiber optics [55] or wireless [74] or radio 
(Bluetooth) [9] to transmit over. You should familiarize 
yourself with the different networking icons and what 
they look like [20].  

The network represented by physical and 
logical models. A physical model actually shows how 
devices are connected together while the logical model 
shows your IP addresses and information needed for 
computer to communicate. Thus, you have two different 
type of topology diagrams. The physical diagram shows 
the devices and then you have logical shows you the 
communication information that might be your IP 
address that might be your IPv4 address [42] and your 
IPv6 address [33]. There are different types of networks. 
You have Local area networks (LANs) [61]. A LAN 
usually span across a small geographical area. If you're 
in a classroom on a college campus or you're at a small 
cafe shop or you go to someone's house (they have 
three or four computers set up at their house) or in a 
small office are all examples of local area networks 
(LANs). All the computers can see each other, usually 
the devices are all interconnected together. At a house 
you can have a router that comes into your ISP provider 
[56] or cable provider [2] and then it gets sent to 
different devices. One can be for video gaming which 
forms its own local area network and then you can have 
the rest of the house into an another separate local area 
network so other family members can all “see” each 
other and can share files between computers or all 
persons can print to the same device that's usually 
going to provide some type of high-speed bandwidth to 
internal devices.  

A wide area network (WAN) [16] connects 
multiple LANs together. You can kind of think of the 
Internet as a LAN because it's a lot of local area 
networks that are connected together. You might think 
of a college campus. Let's say that a college has three 
or four different locations and with those locations you're 
going to connect various LANs or different buildings 
together and then you're going to have a campus area 
network (CAN) [43]. There are more network types for 
example a metropolitan area network (MAN) [16] which 
might be a city that's connected together. The internet 
can be considered a large wide area network (WAN) but 
it's a worldwide collection of interconnected networks. 
The internet isn't one just one big network it's a bunch of 

networks connected together—a Network of Networks! 
and it's not owned by any one individual or group or 
country. It's really all of them connected together 
example you might have a government LAN that's 
connected into intermediary devices, you might have a 
branch LAN for a company, you know somebody at 
home is getting connected through their ISP (Internet 
Service Provider), you might have schools and you 
might have a large corporation maybe International 
Business Machines Corporation (IBM) is connecting into 
the internet or their ISP and so forth.  

A company’s intranet means that 
communication is going to be only available internally. If 
you have your security set up properly no one outside 
the company is supposed to access company 
information. Extra nets [78] are not open to the public. 
They are opened up to the internal business then 
suppliers, collaborators, customers. You might have to 
have some type of login if you log into a portal into your 
college that you're attending.  

When we're talking about how we connect to the 
Internet we have different types of connectivity. I've 
already mentioned the ISP which is an Internet service 
provider. That's a company that connects into a faster 
connection they have usually have some kind of fiber-
optic system coming in to their local supply so for 
example where you live in the town then AT&T maybe 
your service provider and they have run cable from their 
main headquarters out to all the different homes and 
they pretty much can have all monopolies in your area. 
There is a DSL company but they're not very they can't 
really compete on speeds and there's a there's another 
company that offers a broadband wireless that you can 
put an antenna on your home or Digicel providing 
broadband cable [7]. Note that high-speed is not 
necessarily broadband and broadband is not 
necessarily high speed. Broadband just means that it's 
not the old plain old telephone the telephone system 
(POTS). It is usually coax or fiber optic cable. 
Broadband cable means you have broadband digital 
subscriber line or DSL [79] using the older copper 
phone lines. You might have Wireless that's connects to 
some mobile devices. Business DSL [54] is not much 
different than digital subscriber or broadband 
customers. It's usually the same lines but it is sometimes 
put in a different category. You can do leased lines and 
that's where you may have a company those might run 
anywhere from you know anywhere from $250 a month 
maybe up to $1,000 a month depending on where you 
are (location you live in) and those give you much faster 
access to the Internet. You can lease multiple lines so 
that you can have multiple company and then you also 
have Metro Ethernet [59]. Some towns local power 
company does provide some fiber optics to particular 
areas. However, they may not run it all the way to the 
city. Google is putting Google Fiber [3], [73] in two 
different cities if you're lucky enough to be in one of 
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those cities you can get fiber optics from there and then 
the different types of Internet connections e.g. to a home 
or small office home office or business. 

We use the term network as a platform where 
we talk about the term converged networks. The term 
converged means that things are being meshed 
together in traditional separate networks. Each network 
had its own rules and regulations. In pervious networks 
you have a network that only did email, you had a 
network that only did file service or only did the 
database and that was it. However, the converging 
network allows us to connect to devices that they have 
their own technology, that it's capable of delivering data 
voice, video over the same network infrastructure. Thus, 
when you hear the term converging network it means 
everything's being merged into the same network. It's 
using the same media so you don't put one line in for 
just doing an email server and interconnect endpoint 
devices and you're going to have totally different lines 
for your phones. We just don't do that anymore!!! Where 
are the converged network? The converged network 
may have a cat5e or cat6 cable coming in it, goes out to 
the desktop and it goes into the phone and then the 
phone connects over to the desktop and then that they 
all get the same Internet through a router. So the same 
cable is used. You have some type of medium that goes 
out and it's the devices and the messages that get sent 
on the same medium so that's the converged network.  

There's four characteristics of a network 
architecture. The first one that you need to have is fault 
tolerance. Fault tolerance just means that it's not going 
to go down on you or there's backup to it so if you have 
multiple lines going to a server for example in a fault 
tolerant server you might have multiple power supplies 
so if one power supply goes down it runs on the backup 
or you may have two network cards into a server so 
you've got one as a backup. Lack of Scalability means 
that you can't upgrade that network and put more in 
devices on it without having to upgrade the major 
infrastructure. Scalability means that you put things in 
place so let's say that you put a router and you know a 
24 port switch in place. You know Jim only have ten 
devices on it to begin with, well you know that you can 
scale all the way up to 24 devices on that switch without 
having to go and purchase a new switch. That's 
scalability. Quality of service (QoS) [41], [17]means that 
you're going to get is consistent bandwidth so for 
example if you know that you're supposed to be pushing 
75 megabits of download speed you're going to 
consistently get 75 megabits of download speed that's 
an example of quality of service. Security is the last 
component and is a very important part of the whole 
overall network structure. 

Bringing your own devices to work or to your 
workplace or to the college has become very popular in 
recent years. In the past companies didn't like 
employees bringing their own devices their own cell 

phones or iPhones. However, companies have realized 
that bringing your own device is OK and be able to get 
on the network because it keeps them from having to 
purchase it and it keeps them from having to support it 
other than just the connection to the internet or to the to 
the network yet allows for online collaboration. Online 
collaboration is growing e.g. Google Hangouts [15] or 
YouTube streaming. YouTube stream is essentially an 
online collaboration because in University students can 
come into that live stream and they can ask questions 
and the lecturer can answer those questions in live time 
on 2-way video communications. You've got Skype and 
Zoom etc. We have cloud computing where you can put 
your servers in the cloud. We have Amazon services; 
you've got Google services and Microsoft services. 
Cloud services [39] means don't have to store them 
locally. Cloud computing is putting your information up 
somewhere other than your local machine where others 
can access it. 

Smart homes and the Internet of Things (IoT) 
[69] are some trends in technology where household 
devices communicate to each other and the outside 
world. You can connect on the Internet then you can put 
in devices on your refrigerators to monitor and buy your 
food. Power line networking uses the existing electrical 
wiring to connect devices together. Whether you realize 
you could do that or not the existing electrical wiring is 
copper wiring and you can then send your ones and 
zeros or you can send your network across the same 
electrical wiring and then we have wireless broadband. 
Now that's where you have a wireless internet service 
provider as you might put an antenna on your house 
that broadcast that across a wireless broadband service 
using cellular technology. Cellular technology also 
allows you to connect to the internet. If you don't have 
Wi-Fi you can turn your Bluetooth on and then 
broadcast over to your tablet and or even laptop. If you 
could get internet on your laptop you could use 
Bluetooth tethering [29] to get internet on your phone. 

II. Communication and Network 
Protocols 

We're going to talk about rules of 
communication, we're going to talk about network 
protocols and standards and we're going to look at data 
transfer in the network. Why do we have rules of 
communication? What do we call rules? What are they? 
If we're going to communicate between two different 
languages and I want to speak to someone in English or 
in French and someone that's French wants to speak to 
me in English or from French to English. We must 
establish rules of how we're going to communicate. If I 
don't speak French and they don't speak English, then 
we're not going to be able to communicate. We must 
establish common rules for instance when we speak, 
we're going to use French or we're going to use 
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Spanish. Let's say that we both speak Spanish, but the 
French-speaking person does not speak English and I 
don't speak French but we both speak Spanish so we're 
going to establish rules that when we communicate with 
each other we're going to use Spanish. That's an 
example of establishing rules in the networking world. 
We established rules and there's a group of people that 
get together and they establish rules. For example, let’s 
assume there are two different networks and group says 
that they we're going to put this network together. They 
are going to set chosen protocols up, rules that are 
going to happen (so the rules that we establish in 
networking is that we identify the sender and receiver so 
we need to know who the sender is and we need to 
know who the receiver is), we need to have a common 
language and grammar, we need to have the speed and 
timing of the delivery established and we need 
confirmation or acknowledgement of requirements (if 
that's required then we look at message encoding: how 
are we going to encode those messages so that they 
can be sent through the system).  

The process of converting information into 
another acceptable form is the message encoding. 
When a message goes from your computer to the wire 
or to a wireless medium, we need to know how that 
message is going to be encoded or translated, the 
message formatting and encapsulation, the message 
size, the message timing, the message delivery options 
is it going to be uncast multicast or broadcast.  

We've established our rules now we're going to 
look at protocols and standards. We need to have 
protocols and standards because we need to let things 
work together. We're going to have a common ‘thread’ 
so devices can communicate with each other. The rules 
that govern communications are called protocols. Let's 
say that we're going to have an official meeting between 
two politicians, and we stablished protocols beforehand. 
We say when those politicians meet, they're going to 
shake hands then they're going to take pictures then 
they're going to talk with each other for 15 minutes and 
then then they're going to do another photo op. That's 
protocols we're establishing, what's going to happen. In 
the world of networking the role of protocols [22] we 
establish is how the message is formatted and 
structured, it's the process by which networking devices 
share information about pathways with other network 
and it's how and when error system messages are 
passed between devices. The protocol also does the 
setup and termination of data transfer sessions. The 
protocol interaction would be for example between a 
web server and a client. For example, we establish a 
protocol and I have a computer and I open up a browser 
and that browser has certain protocols to say okay I'm 
going to want a web page pull down to my computer. 
Well there's certain protocols in place to say I need it in a 
particular format for instance, I need it in HTML [44] 
format and so it establishes those protocols to do that. 

We have a client it goes through the Internet of the cloud 
and it sends a packet of information and it says I need 
to get information from this web server, so the protocol 
stack says we're going to use HTTP (Hypertext Transfer 
Protocol) [46]. We're going to use Transmission Control 
Protocol (TCP) [68] and then Internet Protocol (IP) [70] 
and then we're going to go across the Ethernet so that's 
our set of protocols or how they are established.  

We have protocol Suites and there's been a 
number of them. The TCP/IP is an open standard [28]. 
The TCP/IP is the one of the most common that we use 
today in networking. The TCP/IP models have your 
application layer, your transport layer, your internet layer 
and your network access layer. In each layer you have 
these different protocols that we set up for example you 
know at the application layer we set up DNS  [50]or you 
set up by FTP [27] or HTTP and then down at the 
network access layer you set up Ethernet to be able to 
go across your medium.  

Standards organizations like the International 
Organization for Standardization (ISO) [31] sets up open 
standards. There are some advantages to open 
standards are that they can be easily adopted by 
anybody, they're not controlled by any one person 
because they're put out on the market. We still have 
organizations that get together and they regulate open 
standards. The TCP/IP model benefits by having a 
reference model (OSI model). The Open Systems 
Interconnection (OSI) [81] is layered and provides a list 
of functions. There are seven layers. It describes the 
interaction between the layers. You do need to 
memorize the OSI and TCP/IP models if you're going 
into networking. There are relationships between the two 
models for example you have the top three (five six and 
seven) of the OSI model have been collapsed into the 
application layer on the TCP/IP side and the transport 
layer is the same, the network layer is called Internet on 
the TCP/IP and the bottom two (the data link and the 
physical layers) have been collapsed into the network 
access layer. Thus, the TCP/IP model is not simpler, it's 
just collapsed down into four layers instead of seven.  

When we transfer data, we have to put it onto 
the medium and we have to send it along. We can't just 
send a whole bunch of ones and zeros as the receiving 
side needs to know when each individual packet is 
finished. It needs to know what requests came from who 
or in what order else all those ones and zeros would just 
get me garbled and the receiver wouldn't be able to 
make sense of anything. It wouldn't be able to 
communicate. Thus, based on our protocols we say 
we're going to have message segmentation 
(segmentation means that we're going to break that 
communication into pieces) so we're going to take those 
ones and zeros and we're going to segment them out 
into little blocks. Multiplexing [1] is another term (also 
called interleaving) the pieces which means that they 
can arrive at different times and then be put back. 
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Multiplexing is a method by which multiple analog or 
digital signals are combined into one signal over a 
shared medium. A protocol data unit (PDU) is a single 
unit of information transmitted among peer entities of a 
computer network. A PDU is composed of protocol 
specific control information and user data. 
Encapsulation is a method of designing modular 
communication protocols in which logically separate 
functions in the network are abstracted from their 
underlying structures by inclusion or information hiding 
within higher level objects.  

Encapsulation means that when we are going 
down the protocol stack and I'm going to move back up 
to the other end, we encapsulate data. What we're doing 
is we're taking information at a layer and we're sending it 
down the OSI model. At the packet is being 
encapsulated so information is taken, and it's taken to 
the next layer and it's sent along etc. For example, I'm 
going to add some information to a layer and then when 
it gets to the another layer I'm going to add the 
networking address, you know what where is it coming 
from where's it going to at the network and then the data 
link information and when I get down to another layer I'm 
going to give it what medium it's going to go on so by 
the time it gets down to this layer we have a full packet. 
The full packet gets put onto the medium whether it's 
wireless or wired. It gets sent along and when we get to 
the other end that full packet information comes. It gets 
de-encapsulated as it goes back up. It gets up to the 
application, let's say if it's a web browser or an email 
client.  

For data access we have our network 
addresses (we have our source IP address, we have our 
destination IP address) that can either be an IPv4 or 
IPv6. The addresses ensures the delivery of the IP 
packet from the original source to the final destination 
either on the same network or the remote network. The 
data link addresses (you have the source data link 
address and you have the destination data link address) 
ensures the delivery of the data link frame from one 
network interface card or NIC [11] to another NIC card 
on the same network. Therefore, the difference between 
network addresses and data link addresses is that one 
sends it from one destination to the other on the same 
network or remote network and the data link addresses 
are on the same network.  

III. Network Access 

The data link layer protocol is made up of sub-
layers. You have the logical link control (LLC) [52]

 
which 

communicates with the network layer and then you have 
the Mac which defines the media access processes. 
The term MAC address [40]

 
is “a bit of” the data link 

layer. Data link layer standards are
 
Institute of Electrical 

and Electronics Engineers
 

(IEEE), International 
Telecommunication Union (ITU), ISO and American 

National Standards Institute (ANSI). We saw some of 
these previously when discussing the Physical layer. 
Now media access control is when we control access to 
the media. But what does this mean? What we're really 
talking about is the topologies (physical topology and 
logical topology). Our physical topology is when we're 
saying what is the actual equipment. So, when you 
design your physical topology, you're laying your 
physical topology out. You are going to say I've got a 
server in a room; I've got a switch at a location and a 
router located elsewhere. It's going to show where 
everything is and it's going to label everything so you're 
going to know where physical equipment it is. Logical 
topology is the arrangement of devices on a computer 
network and how they communicate with one another. 
Logical topologies describe how signals act on the 
network. For example, you may have switch 1 (S1) but, 
on the diagram, we're listing out which connection it's 
tied to. We're giving our IP address [23]; we're saying 
this is on G0/0 (the link going out to the Internet). We're 
giving our IP address for that subnet. We're not giving 
out all the IP addresses we're just saying this is the 
subnet IP range. 

The common physical LAN topologies are 
point-to-point, hub-and-spoke and mesh [37]. Point to 
Point topology is the simplest topology that connects 
two nodes directly together with a common link. A hub 
and spoke network is a traditional, proven, and widely 
used topology for all types of networks; it's also called 
the star topology. Essentially, the access point is 
physically connected to the Internet with a wire; like 
spokes on a wheel, all user devices connect to the 
wireless router in the center. A mesh topology can be a 
full mesh topology or a partially connected mesh 
topology. In a full mesh topology, every computer in the 
network has a connection to each of the other 
computers in that network. Mesh is more expensive to 
put into place because you have more wiring in place or 
you have more media connecting it but it has more 
redundancy to it. Two star networks connected gives a 
hybrid. Half duplex [38] of a communications system or 
computer circuit allows the transmission of signals in 
both directions but not simultaneously. Full-duplex [38] 
data transmission means that data can be transmitted in 
both directions on a signal carrier at the same time.  

Carrier Sense Multiple Access or CSMA [71] is 
a Media Access Control (MAC) protocol that is used to 
control the flow of data in a transmission media so that 
packets do not get lost and data integrity is maintained. 
There are two modifications to CSMA, the CSMA CD 
(Collision Detection) [64] and CSMA CA (Collision 
Avoidance) [14], each having its own strengths. CSMA 
operates by sensing the state of the medium in order to 
prevent or recover from a collision. A collision happens 
when two transmitters transmit at the same time. The 
data gets scrambled, and the receivers would not be 
able to discern one from the other thereby causing the 
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information to get lost. The lost information needs to be 
resent so that the receiver will get it. CSMA CD operates 
by detecting the occurrence of a collision. Once a 
collision is detected, CSMA CD immediately terminates 
the transmission so that the transmitter does not have to 
waste a lot of time in continuing. The last information 
can be retransmitted. In comparison, CSMA CA does 
not deal with the recovery after a collision. What it does 
is to check whether the medium is in use. If it is busy, 
then the transmitter waits until it is idle before it starts 
transmitting. This effectively minimizes the possibility of 
collisions and makes more efficient use of the medium. 
Another difference between CSMA CD and CSMA CA is 
where they are typically used. CSMA CD is used mostly 
in wired installations because it is possible to detect 
whether a collision has occurred. With wireless 
installations, it is not possible for the transmitter to 
detect whether a collision has occurred or not. That is 
why wireless installations often use CSMA CA instead of 
CSMA CD. Most people do not really have to deal with 
access control protocols as they work behind the 
scenes in order for our devices to work together. CSMA 
CD has also fallen out of favor with modern wired 
networks as they were only necessary with hubs and not 
with modern switches that route the information instead 
of broadcasting it. 
Summary: 

1. CSMA CD takes effect after a collision while CSMA 
CA takes effect before a collision. 

2. CSMA CA reduces the possibility of a collision while 
CSMA CD only minimizes the recovery time. 

3. CSMA CD is typically used in wired networks while 
CSMA CA is used in wireless networks. 

A frame is a unit of communication in the data 
link layer. Data link layer takes the packets from the 
Network Layer and encapsulates them into frames. If the 
frame size becomes too large, then the packet may be 
divided into small sized frames. At receiver’ end, data 
link layer picks up signals from hardware and 
assembles them into frames. Each frame type has three 
basic parts: Header, Data and Trailer. The structure of 
the data link layer frame may be specialized according 
to the type of protocol used. The frame structure used in 
two protocols: Point – to – Point Protocol (PPP) [65] and 
High-level Data Link Control (HDLC) [26] will be 
different.  

We're going to be looking at the physical layer 
protocols we talked about protocols in previous slides 
as well as we're going to be talking about the physical 
layer protocols in these slides. We're going to be looking 
at Network media, the data link layer protocols and the 
media access control. Now we are going to identify 
types of network connections. When we talk about the 
physical layer connections, we're talking about how we 
transfer data from one end point to another end point or 
from an end point to another device. The different types 

of connections we have maybe a Cisco [77] wireless 
router or a home router. On the diagram of the router: 
Your Ethernet switch is where you can plug in your 
Ethernet cable. Your internet connection is where you 
put your LAN port. Your embedded wireless antenna 
doesn't actually pop up but some do. You can use 
wireless as well broadcast to a wireless card so the 
network interface card or you'll hear the term NIC. You 
can connect NICs in a lot of different ways. You can plug 
in an Ethernet cable to an RJ-45 connection [30] or you 
can use wireless routers. You can use also put our 
range extenders. This picks up the signal from the wire 
or from the router and then passes it on to devices so 
that if you're not getting a signal far enough you can put 
those in place. 

The purpose of the physical layer is to accept a 
complete frame from the data link layer and encodes it 
(remember the encapsulation and de-encapsulation 
processes [21]. It encodes it as a series of signals that 
are transmitted onto the local media (it encapsulates the 
message and it sends it on the media). The digital signal 
consists of ones and zeroes. You can describe the 
physical layer media types by either Ethernet which is 
your copper or you can have fiber optics which is your 
light-emitting or you can have Bluetooth transmission or 
you can have wireless transmission through Wi-Fi and 
there's a few other ones too. 

We have standards in place for physical layer. 
The standards organizations we talked about those in 
previous slides. Here we're talking about physical layer 
standards. You have those organizations that say if 
you're going to do a physical layer or standards in place 
that says they have to meet these certain specifications. 
E.g. Ethernet must have X amount of wires and it has to 
be a certain diameter and it has to be able to carry a 
certain amount of signal and so forth. These Standards 
are set forth in that physical layer characteristics. You 
have the functions of the physical layer, you have the 
physical components to it, you have encoding and 
signaling and the functions supporting the data transfer. 
The data transfer is impacted by the bandwidth. The 
term bandwidth means the capacity to a medium to 
carry data e.g. a highway or a road can fit a maximum of 
2 or 8 lanes of cars. A small bandwidth might have a 
two-lane road with traffic going both ways and if you 
want to increase your bandwidth you add more lanes to 
that highway so you may have a six-lane highway where 
you have three lanes on each side or you have three 
lanes or six lanes of traffic that you can send data. 
Bandwidth is the “size” of the medium that you can 
transfer data through. Throughput is a little bit different. 
It is the measure of the transfer of bits across the media. 
Thus, bandwidth is how much capacity you have, while 
your throughput is the actual measure of the transfer of 
bits. The actual throughput of the data that's actually 
being sent through occurs over different types of 
physical media. 
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Copper cabling [47] is one of the most common 
physical media in networking. The reason it's so 
common is because it's inexpensive compared to other 
types of media. Fiber optics is expensive where Ethernet 
or copper cabling isn't expensive. Ethernet or copper 
cabling is inexpensive, it's easy to install, it's low 
resistance to electrical current, the distance and the 
signal interference is also a good. Characteristics of the 
copper cabling is that you have pretty good distance 
with it, and depending upon which category of Ethernet 
you have or which category of cabling you have it's 
going to go different differences based on whether it's a 
coax cable or an Ethernet. Different types of copper 
cabling are unshielded twisted-pair and shielded 
twisted-pair. Unshielded twisted-pair is less expensive 
as shielded twisted-pair uses some extra material (the 
shielding that goes over the wiring). Let’s explore the 
reason for shielding. Let's say for example you're going 
to be putting in copper cabling and you've got to put it in 
next to some high-voltage lines or you're going to be 
putting it in next to some lights that are causing some 
interference. You're going to get some kind of electrical 
interference, so we have to put shielded twisted-pair in 
so the interference doesn't impact the data being sent to 
those copper cables. It's shielded so will cost you more. 
However, the unshielded cheaper but it's more 
susceptible to interference.  

Unshielded twisted pair (UTP) cable [67] 
cancels out Electromagnetic interference (EMI) and 
Radio Frequency Interference (RFI) signals. You have 
different types of UTP cable: rollover, crossover and 
straight through. They are different depending upon how 
you put the wires through so depending on how the 
signals get sent through whether it's a rollover or 
crossover. You can also test you unshielded twisted-pair 
cable based on the cable pin outs. A device I can plug a 
point in and then I can use another little small cable that 
plugs in on the other end or I can plug both ends in and 
it will send a signal through the wire to tell me is it wired 
properly. This is the t568a and this is a t568b. The 
device is going to tell me whether I need a rollover a 
crossover or straight through. The device is going to tell 
me if I got that proper wiring done and did those signals 
get sent through which wires (wire one, two, three, four, 
five, six, seven, eight) and if is it correct on both ends. 

Fiber-optic cabling allows you to transmit data 
over long distances. I mean much longer distances than 
regular unshielded twisted-pair Ethernet. It's flexible but 
the thin strands of glass can be broken so you must be 
careful when you handle it. It transmits with less 
attenuation which means it has less signal loss over a 
greater amount of distance and it's immune to EMI and 
RFI. It's immune to electromagnetic interference and 
radio frequency interference. If you do break a bundle of 
fiber optics cable it takes special tools to reconnect 
those back up. If you cut an Ethernet cable, it's easy just 
to take those pairs of wires and connect them back in. 

Fiber optics types include media single mode and 
multimode. You have fiber optic connectors that go on 
the end. Now we talk about UTP vs Fiber optics. Fiber 
optics is much more expensive to use so that's why you 
usually run fiber optics on longer distances or maybe 
between buildings. Thus, if you're connecting two local 
area networks together you may see fiber optics go 
between those buildings. You might see a city having 
fiber optics being put in and then when you get to the 
local building or the local area network is where you 
might use copper for the local area network. Bandwidth 
support from UTP is up to 10 gigabits, while on fiber 
optics it is from 10 megabits all the way up to a hundred 
gigabits. The distance is about 100 to 100,000 meters 
for fiber optics, while it's one to a hundred meters for 
UTP. UTP is very susceptible to EMI, RFI and electrical 
hazards, while fiber-optic side and it come completely 
immune to EMI, RFI and electrical hazards. However, 
the high cost, installation skills and safety precautions 
are impediments for fiber-optic usage.  

Data communications over wireless media 
using radio or microwave frequencies passes distances 
which are much smaller or much shorter based upon 
what you're using that is, whether it's Bluetooth or Wi-Fi 
Bluetooth. Wi-Fi is over a much smaller range. There are 
different types of Wi-Fi e.g. we have Wi-Fi Bluetooth and 
WiMAX. There's some other ones out there too e.g. Wi-
Fi-802.11a [19], Wi-Fi-802.11b [19], Wi-Fi-802.11g [19] 
and Wi-Fi-802.11n [6]. The first WLAN standard was 
created by the Institute of Electrical and Electronics 
Engineers in 1997. They called it 802.11 [32] after the 
group's name that was established to monitor its growth. 
Unfortunately, 802.11 only endorsed a maximum 
network bandwidth of 2 Mbps which was too slow for 
most applications. Therefore, 802.11 wireless products 
are no longer produced. However, from this original 
standard, a whole family has emerged. At home you 
may have a Wireless local area network and you might 
have a router. The router you may have set up and you 
have your you have your Wi-Fi come in to it. Then you 
broadcast out and your different devices pick up that 
signal and they can connect to the internet or your 
network based upon protocol set up. Thus, if you have 
Wi-Fi set up let's say on a mobile device and you can 
connect to the router and get signal and we call the 
router a wireless access point. A wireless access point 
allows you to broadcast messages out. There are also 
wireless NIC cards or Wireless NIC adapters. You can 
put a wireless NIC adapter on most laptops. However, 
before 2017 some older ones did not have NICs and 
you would have to plug those in using a wired 
connection for them to receive any network signal. 

IV. Ethernet Protocol 

We're going to talk about Ethernet protocol, 
we're going to look at the sub layers and the Ethernet 
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MAC address, we're going to look at LAN switches and 
we're going to look at address resolution protocol or 
ARP [5]. Ethernet encapsulation is when the ethernet 
operates in the data link layer and the physical layer. 
Ethernet supports data bandwidth from 10 megabits 
through 100 gigabits and Ethernet standards defined 
both the layer 2 protocols and the layer 1 protocols of 
the OSI model.  The MAC sub-layer constitutes the lower 
sub layer of the data link layer and it's responsible for 
the data encapsulation and media access control. 
Ethernet has been evolving since its creation in 1973. 
Ethernet frame structure adds headers and trailers 
around the layer three PDU to encapsulate the message 
being sent. The minimum Ethernet frame size is 64 
bytes and the maximum size is 1518 bytes. The frames 
frame smaller than the minimum or greater than the 
maximum are dropped. This is because anything 
smaller or greater could be the result of collisions or 
unwanted signals. A collision means you get data that 
hit each other and didn't come all the way through so 
you have an incomplete frame. If it's lower than 64 you 
know let's say if it's 61 bytes that's an invalid frame and if 
it's 1520 that’s got extra signal information in there 
(there's ones and zeros in there that could be corrupt or 
not wrong information). Thus, the layer just drops those 
frames as well.  

Your Ethernet Frame Fields include your 
preamble, your destination MAC address, your source 
MAC address, your Ether Type, your data and then your 
FCS field. The Ethernet MAC address or MAC 
addresses or media access control address is written in 
hexadecimal. It's 48 bits long and expressed as 12 
hexadecimal digits. The vendor must use the assigned 
to the first three bytes so if you look at a machine 
address code or if you look at a MAC address you can 
look at the first three bytes and you can research that on 
the internet and you can find out who the vendor was of 
that of that that device. All MAC address is with the 
same OUI (Organizationally Unique Identifier) must be 
assigned a unique value in the last three bytes. When 
frames are processed the NIC card compares the 
destination MAC address in the frame with the device's 
physical MAC address stored in RAM. If there's a match 
that frame is passed up the OSI layer. If it doesn't match 
it passes it on, it discards that frame. It reads all the way 
up to the destination MAC and it then discards the rest, 
but it does read it partially. Thus, it does read all frames 
that come across that local area network. A 
representation of a MAC address: 00-50-2D-3B-07-BD. 
It can be represented with colons, dashes or dots and is 
case insensitive, so it doesn't matter if you capitalize       
B or C.   

Let's talk about unicast broadcast and 
multicast. A unicast address is used when a frame is 
sent from a single transmitting device to a single 
destination device. It is one to one (1-1). A broadcast 
MAC address is used to address all nodes in a 

segment. The destination MAC address is the FF 
FFFFFFFF. It's a 48 1s in binary. It’s one too many (1-M) 
or one too all (1-A). A multicast MAC address used to 
address groups of nodes in the segment or endpoints. 
The multicast MAC address is a special value that 
begins with the first six hex digits and within an IP range. 
It’s one to some (1-S).  

Let's switch gears to LAN switches so what are 
switches. They operate at the layer 2 of the OSI model. 
An Ethernet switch is a layer 2 device. A switch is a layer 
2 device. Sometimes you have hybrids, you have hybrid 
routers and switches and so those are at layers 2 and 3, 
but we're just talking about just switches. At this point it 
uses the MAC address to make forwarding decisions. It 
does not need IP addressing because IP addressing 
(IPv4, IPv6) goes to the layer 3 of the OSI model. The 
MAC address table is sometimes referred to as a 
content addressable memory or CAM table. The switch 
will build a table, a MAC address table [48]. Now 
learning the MAC addresses. Switches dynamically build 
the CAM by monitoring source MACs. When you plug a 
device into a switch the switch will start broadcasting 
and saying who's out there, who is this connected too 
and the end device if it's set up properly will broadcast 
back and say hey I'm here, I'm a network interface card 
and here's my MAC address (and here's a base basic 
information). Thus, the switch builds a table so every 
frame that enters a switch is checked for new addresses 
and the frame is forwarded based on the CAM. The 
switch does really if you think about what the old-time 
telephone switch operators do. A person sitting there at 
a switchboard. They say. “ok who are you calling” and 
you say “well I'm calling number 0 0 1” and the operator 
says “ok well let me plug you into that person” and then 
the next person says “okay I'm calling 0 0 3” and the 
operator says “well I will plug you into 0 0 3.” But you're 
not actually routing it outside the network because that's 
a router’s job. You are keeping it internally on that local 
area network (LAN). Since the switch knows where to 
find specific MAC addresses it can filter frames to that 
port only. Filtering is not done if the destination MAC is 
not present in the CAM. Once the tables been built it can 
dynamically forward those frames, but it needs to build 
that table first to be able to do that.  

Local Area Network (LAN) Switches [63] 
support different Switching Methods. Important 
Switching Methods are store and forward, cut-through 
and fragment-free. Switching Methods determine how a 
switch receives, processes, and forwards a Layer 2 
Ethernet frame. Frame forwarding methods has store-
and-forward and cut through switching. Cut through 
switching is a method for packet switching systems, 
wherein the switch starts forwarding a frame (or packet) 
before the whole frame has been received, normally as 
soon as the destination address is processed. It is fast 
forward switching, it's the lower lowest level of latency. 
Low latency and speed is obtained as it immediately 
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forwards a packet after reading the destination address. 
In cut-through switching, the switch copies into its 
memory only the destination MAC address (first 6 bytes 
of the frame) of the frame before making a switching 
decision. A switch operating in cut-through switching 
mode reduces delay because the switch starts to 
forward the Ethernet frame as soon as it reads the 
destination MAC address and determines the outgoing 
switch port. Problem related with cut-through switching 
is that the switch may forward bad frames. Fragment-
free (runtless switching) switching is an advanced form 
of cut-through switching. Fragment free switching switch 
stores the first 64 bytes of the frame before forwarding. 
The switches operating in cut-through switching read 
only up to the destination MAC address field in the 
Ethernet frame before making a switching decision. The 
switches operating in fragment-free switching read at 
least 64 bytes of the Ethernet frame before switching it 
to avoid forwarding Ethernet runt frames (Ethernet 
frames smaller than 64 bytes). In Store and Forward 
switching, Switch copies each complete Ethernet frame 
into the switch memory and computes a Cyclic 
Redundancy Check (CRC)  [12]for errors. If a Cyclic 
Redundancy Check (CRC) error is found, the Ethernet 
frame is dropped and if there is no Cyclic Redundancy 
Check (CRC) error, the switch forwards the Ethernet 
frame to the destination device. Store and Forward 
switching can cause delay in switching since Cyclic 
Redundancy Check (CRC) is calculated for each 
Ethernet frame. 

An Ethernet switch [35] may use a buffering 
technique to store and forward frames. Buffering may 
also be used when the destination port is busy. The area 
of memory where the switch stores the data is called the 
memory buffer. This memory buffer can use two 
methods for forwarding frames, port-based memory 
buffering and shared memory buffering. In port-based 
memory buffering frames are stored in queues that are 
linked to specific incoming ports. A frame is transmitted 
to the outgoing port only when all the frames ahead of it 
in the queue have been successfully transmitted. It is 
possible for a single frame to delay the transmission of 
all the frames in memory because of a busy destination 
port. This delay occurs even if the other frames could be 
transmitted to open destination ports. Shared memory 
buffering deposits all frames into a common memory 
buffer which all the ports on the switch share. The 
amount of buffer memory required by a port is 
dynamically allocated. The frames in the buffer are 
linked dynamically to the destination port. This allows 
the packet to be received on one port and then 
transmitted on another port, without moving it to a 
different queue. The switch keeps a map of frame to 
port links showing where a packet needs to be 
transmitted. The map link is cleared after the frame has 
been successfully transmitted. The memory buffer is 
shared. The number of frames stored in the buffer is 

restricted by the size of the entire memory buffer, and 
not limited to a single port buffer. This permits larger 
frames to be transmitted with fewer dropped frames. 
This is important to asymmetric switching, where frames 
are being exchanged between different rate ports. 

Full duplex means that both ends of the 
connection can send and receive simultaneously. Half 
duplex means that only one into the connection can 
send at a time. Automatic medium-dependent interface 
crossover (Auto-MDIX) [80] is a feature that allows the 
switch interface to detect the required cable connection 
type (straight-through or crossover) and automatically 
configure the connection appropriately. Auto MDX 
detects the type of connection required and configures 
the interface accordingly. It helps reduce configuration 
errors. What happens is that the newer devices have 
Auto MDX on them will automatically detect and set its 
connection to full duplex if the other person is using this.  
Layer 2 addresses are used to move the frame within 
the local network. That's key to remember when we're at 
the layer 2, we're staying with inside the local area 
network. Layer 3 addresses are used to move the 
packets through remote networks which are outside 
your LAN.  That's when it goes to the routing portion and 
gets routed somewhere else. A destination on the same 
network: physical addresses or MAC addresses are 
used for Ethernet NICs to Ethernet NIC communications 
on the same network. They communicate on the LAN 
without being routed and use layer 2 only. If you need to 
route outside of your LAN, you will go to your layer 3 and 
start to use IP addressing. ARP is address resolution 
protocol that is the combination of MAC and IP to 
facilitate to end-to-end communication. Address 
Resolution Protocol (ARP) is a procedure for mapping a 
dynamic Internet Protocol address (IP address) to a 
permanent physical machine address in a local area 
network (LAN). The physical machine address is also 
known as a Media Access Control or MAC address. The 
job of the ARP is essentially to translate 32-bit 
addresses to 48-bit addresses and vice-versa. This is 
necessary because in IP Version 4 (IPv4), the most 
common level of Internet Protocol (IP) in use today, an 
IP address is 32-bits long, but MAC addresses are 48-
bits long. ARP works between network layers 2 and 3 of 
the Open Systems Interconnection model (OSI model). 
The MAC address exists on layer 2 of the OSI model, the 
data link layer, while the IP address exists on layer 3, the 
network layer. In IPv6, which uses 128-bit addresses, 
ARP has been replaced by the Neighbor Discovery 
protocol [51]. When a new computer joins a LAN, it is 
assigned a unique IP address to use for identification 
and communication. When an incoming packet destined 
for a host machine on a particular LAN arrives at a 
gateway, the gateway asks the ARP program to find a 
MAC address that matches the IP address. A table 
called the ARP cache maintains a record of each IP 
address and its corresponding MAC address. All 
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operating systems in an IPv4 Ethernet network keep an 
ARP cache. Every time a host requests a MAC address 
in order to send a packet to another host in the LAN, it 
checks its ARP cache to see if the IP to MAC address 
translation already exists. If it does, then a new ARP 
request is unnecessary. If the translation does not 
already exist, then the request for network addresses is 
sent and ARP is performed. ARP broadcasts a request 
packet to all the machines on the LAN and asks if any of 
the machines know they are using that particular IP 
address. When a machine recognizes the IP address as 
its own, it sends a reply so ARP can update the cache 
for future reference and proceed with the 
communication. 

V. Network Layer 

We discuss the network layer protocols so we're 
doing the layer 3, we describe the purpose of the 
network IPv4 vs. IPv6 and we're going to take a look at 
routers. What is the network layer? The network layer is 
the layer 3 of the OSI model. In the previous sessions 
we looked at the physical and the data link layer. We 
looked at switches in previous session and how those 
worked. Well in this session we're going to look at the 
networking layer. The networking layer provides end-to-
end transport processes. It addresses devices, it 
encapsulates, it routes and it de-encapsulates. The layer 
of protocols that we're going to talk about and use is the 
IPv4 and IPv6. In the case of the sender the layer 3 is 
going to encapsulate data, it's going to take the data 
and encapsulate it and send it down to the network 
stack. The network layer is going to encapsulate the 
information and say okay here's my IP address and so 
forth and then the layer 2 is going to put the MAC 
addressing information and it's going to send it down to 
the physical medium. Let's talk about the characteristics 
of the IP protocol. When we encapsulate the IP 
segments into IP packets for transmission the network 
layer adds a header so packets can be routed to the 
destination. If you have IP connectionless it means the 
sender doesn't know if the receiver is listening or 
whether the message arrived on time. The receiver 
doesn't know anything that is coming so when you hear 
IP connectionless you just mean that the sender is trying 
to send the information but with no guarantees. In some 
countries when you send a piece of mail to the Postal 
Service you just put a piece of mail in your mailbox. A 
postal worker picks it up that morning. The person 
receiving the mail may or may not know that they're 
getting a piece of mail. On the other end that mail just 
shows up so that's connectionless. But if you go to the 
post office and you say I want to send this piece of mail 
but I want a return receipt. This means when the main 
gets to the receiver the person that receives the piece of 
mail signs a piece of paper and says “yes” I've received 
this message/mail and then you get the message/mail 
back. This would be connection oriented. IP best effort 

delivery means there's no guarantees that a delivery is 
going to be made. Think about the time when you've 
tried to access a web site and you went you typed in the 
website address and it come back up and it said 
destination address unavailable. That's the “best effort” 
it just gives you what it can give you and that's it. It just 
says “I'm going to give you what I can and I'm not going 
to care about the rest.” The network layer is media 
independent so IP can travel over different types of 
media. It doesn't care if it's copper or if it's Wireless or 
fiber optics.  

The IPv4 packet has been around a long time 
but it's being phased out. IPv6 is coming in because we 
ran out of IPv4 addresses. But IPv4 is going to be 
around for a long time. It is still very important. We now 
look at the IPv4 packet header and packet information. 
We have version, Internet header length, differentiated 
services, total length, identification, flag, fragment offset, 
time-to-live, header checksum, source IP address and 
destination IP address. The time-to-live means the 
packet will not hang out on the network forever. It's just 
going to say it's got so this got so long to live and if it 
doesn't get to its destination in an amount of time it just 
going to be destroyed. You don't want packets just 
floating around forever and gumming up everything. The 
IPv6 address space has improved packet handling and 
it eliminates the need for network address translation 
(NAT) [75]. You don't have to do NAT tables anymore 
which is nice because every device has an IPv6 
address. Thus, encapsulating the IPv6 you have a 
simplified header format. There's no checksum process 
so it's more efficient. We have version, traffic class, flow 
label, payload length, next header, hop limit, source IP 
address and destination IP address. The 20-bit flow 
label field in the IPv6 header can be used by a source to 
label a set of packets belonging to the same flow. A flow 
is uniquely identified by the combination of the source 
address and of a non-zero Flow label. The purpose of 
flow label is to maintain the sequential flow of the 
packets belonging to a communication. The source 
labels the sequence to help the router identify that a 
particular packet belongs to a specific flow of 
information. The flow label field makes routing more 
efficient. A Next Header field in the IPv6 header indicates 
the next extension header. Within each extension header 
is a Next Header field that indicates the next extension 
header. The last extension header indicates the upper 
layer protocol (such as TCP, UDP [76] (User Datagram 
Protocol), or ICMPv6 [18] (Internet Control Message 
Protocol, version 6)) contained within the upper layer 
protocol data unit. The 8-bit field also puts an upper limit 
on the maximum number of links between two IPv6 
nodes. In this way, an IPv6 data packet is allowed a 
maximum of 255 hops before it is eventually discarded. 
An IPv6 data packet can pass through a maximum of 
254 routers before being discarded. The 16-bit payload 
length field contains the length of the data field in 
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octets/bits following the IPv6 packet header. The 16-bit 
Payload length field puts an upper limit on the maximum 
packet payload to 64 kilobytes. You have your source IP 
address and your destination IP address. We've looked 
at IPv4 and we've looked at IPv6 so now let's take a look 
at routing. 

When we are leaving the local area network 
there needs to be a decision about the next hop. There's 
three types of destination. You can send it to yourself, 
the local host or remote host. The router reads the 
routing information it gets and says “I'm not going to do 
anything with this packet again” or “I will send it to a 
computer within my LAN” or “do I need to send it out to 
my remote host.” (via my remote connections). You can 
set up a default gateway. It's typically a router that goes 
outside the local area network. It routes traffic to other 
networks. It has a local IP address in the same address 
range as other hosts on the network. It's a gateway, it's a 
gatekeeper, it tells what goes in and out of the LAN. The 
host will use the default gateway when sending packets 
to remote host. You can use the netstat command 
netstat dash R to display the hosts routing table on a 
Windows machine and you would get the same thing on 
Linux. A router routing tables have a forwarding decision 
to make. Routers and host forward packets in a similar 
fashion. However, the main difference is that routers 
have more interfaces, while hosts have only one. 
Devices on a remote network are reached through a 
gateway. In the IPv4 routing table the router routing table 
stores information that the router knows about. You can 
use “show ip route” to display the routing table. The 
table also has information on how the route was learned, 
its trustworthiness and a rating on it. It also contains 
which interface to use to reach that specific destination. 
Directly connected routing table entries can be either C 
or an L. C identifies a directly connected network. It's 
automatically created when the interface is connected 
with an IP address and activated. L identifies if this is a 
local interface. This is the IPv4 address of the interface 
on the router.  

We now look at remote network routing table 
entries. A remote destination can't be reached directly 
so packets have to be routed. Remote routes contain 
the addresses of the intermediate devices to be used to 
reach the destination. A router in a LAN knows nothing 
about the devices in another LAN. Thus for the two to 
communicate, the router in one LAN says “hey I've got a 
packet but I've got an ID” (let's just say that two end 
device are trying to communicate), the router says “ok 
well that's not on the local network so let me forward this 
onto my known destinations, and I'm going to forward it 
to this next router.” An intermediate router picks up the 
message and says “hey wait a minute I know that IP 
address, it's on my routing table and I'm going to 
forward it on internally.” (The IP is on the intermediate 
router’s LAN). Then the switch on the same LAN 
forwards it on through based on MAC addressing (that 

ARP table that we talked about in the previous sessions, 
where you have an ARP table and an IP address that are 
that are known). The next hop is among the series of 
routers that are connected together in a network and is 
the next possible destination for a data packet. More 
specifically, next hop is an IP address entry in a router's 
routing table, which specifies the next closest/most 
optimal router in its routing path.  

The physical anatomy of a router. They have a 
CPU, they have memory, they have input/output 
devices, they use an operating system, they have power 
supplies, they have RAM built (your main RAM is built 
into the board), they have ROM and flash memory. They 
have lots of ports that support different types of 
connections. You have LAN and WAN interfaces. routers 
have LAN and WAN ports with LAN being local and 
WAN being white area. Different models ship with 
different ports depending upon the age. Ethernet it's a 
very common on different router models. When you're 
talking about the software the iOS image file is stored in 
the flash. Flash stores other system files and NVRAM 
[49] (Non-volatile random-access memory) stores 
configuration parameters.  Your “startup-config” is in 
NVRAM. Random access memory is your running 
memory that gets that gets reset every time the device 
reboots. When you boot up the router says “ok I'm going 
to go to my flash, what image do I have? let me load 
that, do I need to load any other system files? then I'm 
going to go to NVRAM to pick up my configuration file 
and start running. In RAM I will now have my iOS [72] 
running, my running config and any changes I make. 
Remember you need to save those changes to your 
startup-config or the next time you reboot those 
changes won't work. You can also do a show version 
output to get the amounts of memory installed. 

VI. Conclusion 

The Media Layers of the open systems 
interconnection (OSI) reference model convert bits to 
packets. It is a very important aspect of network 
communication and consists of various networking 
protocols. At the lowest level the physical layer deals 
with Media, Signal and Binary Transmission of Bits. Then 
there is the Data Link layer which deals with media 
access control (MAC) and logical link control (LLC) 
Physical Addressing of Frames, for example Ethernet. 
Finally, there is the Network layer which deals with Path 
Determination and IP Logical addressing of Packets. 
This article gives a review of these Media Layers and will 
contribute to adding knowledge for a networking novice 
while consolidating concepts for an experienced 
professional or academic. 
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important concepts related to research work. Ask, “What words would a source have to include to be truly valuable in a 
research paper?” Then consider synonyms for the important words.

It may take the discovery of only one important paper to steer in the right keyword direction because, in most databases, 
the keywords under which a research paper is abstracted are listed with the paper.

Numerical Methods

Numerical methods used should be transparent and, where appropriate, supported by references.

Abbreviations

Authors must list all the abbreviations used in the paper at the end of the paper or in a separate table before using them.

Formulas and equations

Authors are advised to submit any mathematical equation using either MathJax, KaTeX, or LaTeX, or in a very high-quality 
image.

Tables, Figures, and Figure Legends

Tables: Tables should be cautiously designed, uncrowned, and include only essential data. Each must have an Arabic 
number, e.g., Table 4, a self-explanatory caption, and be on a separate sheet. Authors must submit tables in an editable 
format and not as images. References to these tables (if any) must be mentioned accurately.
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Techniques for writing a good quality computer science research paper:

1. Choosing the topic: In most cases, the topic is selected by the interests of the author, but it can also be suggested by the 
guides. You can have several topics, and then judge which you are most comfortable with. This may be done by asking 
several questions of yourself, like "Will I be able to carry out a search in this area? Will I find all necessary resources to 
accomplish the search? Will I be able to find all information in this field area?" If the answer to this type of question is 
"yes," then you ought to choose that topic. In most cases, you may have to conduct surveys and visit several places. Also, 
you might have to do a lot of work to find all the rises and falls of the various data on that subject. Sometimes, detailed 
information plays a vital role, instead of short information. Evaluators are human: The first thing to remember is that 
evaluators are also human beings. They are not only meant for rejecting a paper. They are here to evaluate your paper. So 
present your best aspect.

2. Think like evaluators: If you are in confusion or getting demotivated because your paper may not be accepted by the 
evaluators, then think, and try to evaluate your paper like an evaluator. Try to understand what an evaluator wants in your 
research paper, and you will automatically have your answer. Make blueprints of paper: The outline is the plan or 
framework that will help you to arrange your thoughts. It will make your paper logical. But remember that all points of your 
outline must be related to the topic you have chosen.

3. Ask your guides: If you are having any difficulty with your research, then do not hesitate to share your difficulty with 
your guide (if you have one). They will surely help you out and resolve your doubts. If you can't clarify what exactly you 
require for your work, then ask your supervisor to help you with an alternative. He or she might also provide you with a list 
of essential readings.

4. Use of computer is recommended: As you are doing research in the field of computer science then this point is quite 
obvious. Use right software: Always use good quality software packages. If you are not capable of judging good software, 
then you can lose the quality of your paper unknowingly. There are various programs available to help you which you can 
get through the internet.

5. Use the internet for help: An excellent start for your paper is using Google. It is a wondrous search engine, where you 
can have your doubts resolved. You may also read some answers for the frequent question of how to write your research 
paper or find a model research paper. You can download books from the internet. If you have all the required books, place 
importance on reading, selecting, and analyzing the specified information. Then sketch out your research paper. Use big 
pictures: You may use encyclopedias like Wikipedia to get pictures with the best resolution. At Global Journals, you should 

Figures

Figures are supposed to be submitted as separate files. Always include a citation in the text for each figure using Arabic 
numbers, e.g., Fig. 4. Artwork must be submitted online in vector electronic form or by emailing it.

Preparation of Eletronic Figures for Publication

Although low-quality images are sufficient for review purposes, print publication requires high-quality images to prevent 
the final product being blurred or fuzzy. Submit (possibly by e-mail) EPS (line art) or TIFF (halftone/ photographs) files only. 
MS PowerPoint and Word Graphics are unsuitable for printed pictures. Avoid using pixel-oriented software. Scans (TIFF 
only) should have a resolution of  at  least 350  dpi  (halftone)  or 700  to 1100 dpi              (line  drawings).  Please  give  the  data 
for figures in black and white or submit a Color Work Agreement form. EPS files must be saved with fonts embedded (and 
with a TIFF preview, if possible).

For scanned images, the scanning resolution at final image size ought to be as follows to ensure good reproduction: line 
art: >650 dpi; halftones (including gel photographs): >350 dpi; figures containing both halftone and line images: >650 dpi.

Color charges: Authors are advised to pay the full cost for the reproduction of their color artwork. Hence, please note that 
if there is color artwork in your manuscript when it is accepted for publication, we would require you to complete and 
return a Color Work Agreement form before your paper can be published. Also, you can email your editor to remove the 
color fee after acceptance of the paper.
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9. Produce good diagrams of your own: Always try to include good charts or diagrams in your paper to improve quality. 
Using several unnecessary diagrams will degrade the quality of your paper by creating a hodgepodge. So always try to 
include diagrams which were made by you to improve the readability of your paper. Use of direct quotes: When you do 
research relevant to literature, history, or current affairs, then use of quotes becomes essential, but if the study is relevant 
to science, use of quotes is not preferable.

10.Use proper verb tense: Use proper verb tenses in your paper. Use past tense to present those events that have 
happened. Use present tense to indicate events that are going on. Use future tense to indicate events that will happen in 
the future. Use of wrong tenses will confuse the evaluator. Avoid sentences that are incomplete.

11. Pick a good study spot: Always try to pick a spot for your research which is quiet. Not every spot is good for studying.

12. Know what you know: Always try to know what you know by making objectives, otherwise you will be confused and 
unable to achieve your target.

13. Use good grammar: Always use good grammar and words that will have a positive impact on the evaluator; use of 
good vocabulary does not mean using tough words which the evaluator has to find in a dictionary. Do not fragment 
sentences. Eliminate one-word sentences. Do not ever use a big word when a smaller one would suffice.

Verbs have to be in agreement with their subjects. In a research paper, do not start sentences with conjunctions or finish 
them with prepositions. When writing formally, it is advisable to never split an infinitive because someone will (wrongly) 
complain. Avoid clichés like a disease. Always shun irritating alliteration. Use language which is simple and straightforward. 
Put together a neat summary.

14. Arrangement of information: Each section of the main body should start with an opening sentence, and there should 
be a changeover at the end of the section. Give only valid and powerful arguments for your topic. You may also maintain 
your arguments with records.

15. Never start at the last minute: Always allow enough time for research work. Leaving everything to the last minute will 
degrade your paper and spoil your work.

16. Multitasking in research is not good: Doing several things at the same time is a bad habit in the case of research 
activity. Research is an area where everything has a particular time slot. Divide your research work into parts, and do a 
particular part in a particular time slot.

17. Never copy others' work: Never copy others' work and give it your name because if the evaluator has seen it anywhere, 
you will be in trouble. Take proper rest and food: No matter how many hours you spend on your research activity, if you 
are not taking care of your health, then all your efforts will have been in vain. For quality research, take proper rest and 
food.

18. Go to seminars: Attend seminars if the topic is relevant to your research area. Utilize all your resources.

7. Revise what you wrote: When you write anything, always read it, summarize it, and then finalize it.

8. Make every effort: Make every effort to mention what you are going to write in your paper. That means always have a 
good start. Try to mention everything in the introduction—what is the need for a particular research paper. Polish your 
work with good writing skills and always give an evaluator what he wants. Make backups: When you are going to do any 
important thing like making a research paper, you should always have backup copies of it either on your computer or on 
paper. This protects you from losing any portion of your important data.
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19. Refresh your mind after intervals: Try to give your mind a rest by listening to soft music or sleeping in intervals. This 
will also improve your memory. Acquire colleagues: Always try to acquire colleagues. No matter how sharp you are, if you 
acquire colleagues, they can give you ideas which will be helpful to your research.

6. Bookmarks are useful: When you read any book or magazine, you generally use bookmarks, right? It is a good habit 
which helps to not lose your continuity. You should always use bookmarks while searching on the internet also, which will 
make your search easier.



 

 
 

 

 

 

 

 

20. Think technically: Always think technically. If anything happens, search for its reasons, benefits, and demerits. Think 
and then print: When you go to print your paper, check that tables are not split, headings are not detached from their 
descriptions, and page sequence is maintained.

21. Adding unnecessary information: Do not add unnecessary information like "I have used MS Excel to draw graphs." 
Irrelevant and inappropriate material is superfluous. Foreign terminology and phrases are not apropos. One should never 
take a broad view. Analogy is like feathers on a snake. Use words properly, regardless of how others use them. Remove 
quotations. Puns are for kids, not grunt readers. Never oversimplify: When adding material to your research paper, never 
go for oversimplification; this will definitely irritate the evaluator. Be specific. Never use rhythmic redundancies. 
Contractions shouldn't be used in a research paper. Comparisons are as terrible as clichés. Give up ampersands, 
abbreviations, and so on. Remove commas that are not necessary. Parenthetical words should be between brackets or 
commas. Understatement is always the best way to put forward earth-shaking thoughts. Give a detailed literary review.

22. Report concluded results: Use concluded results. From raw data, filter the results, and then conclude your studies 
based on measurements and observations taken. An appropriate number of decimal places should be used. Parenthetical 
remarks are prohibited here. Proofread carefully at the final stage. At the end, give an outline to your arguments. Spot 
perspectives of further study of the subject. Justify your conclusion at the bottom sufficiently, which will probably include 
examples.

23. Upon conclusion: Once you have concluded your research, the next most important step is to present your findings. 
Presentation is extremely important as it is the definite medium though which your research is going to be in print for the 
rest of the crowd. Care should be taken to categorize your thoughts well and present them in a logical and neat manner. A 
good quality research paper format is essential because it serves to highlight your research paper and bring to light all 
necessary aspects of your research.

Informal Guidelines of Research Paper Writing

Key points to remember:

• Submit all work in its final form.
• Write your paper in the form which is presented in the guidelines using the template.
• Please note the criteria peer reviewers will use for grading the final paper.

Final points:
One purpose of organizing a research paper is to let people interpret your efforts selectively. The journal requires the 
following sections, submitted in the order listed, with each section starting on a new page:

The introduction: This will be compiled from reference matter and reflect the design processes or outline of basis that 
directed you to make a study. As you carry out the process of study, the method and process section will be constructed 
like that. The results segment will show related statistics in nearly sequential order and direct reviewers to similar 
intellectual paths throughout the data that you gathered to carry out your study.

The discussion section:

This will provide understanding of the data and projections as to the implications of the results. The use of good quality 
references throughout the paper will give the effort trustworthiness by representing an alertness to prior workings.

Writing a research paper is not an easy job, no matter how trouble-free the actual research or concept. Practice, excellent 
preparation, and controlled record-keeping are the only means to make straightforward progression.

General style:

Specific editorial column necessities for compliance of a manuscript will always take over from directions in these general 
guidelines.

To make a paper clear: Adhere to recommended page limits.
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Mistakes to avoid:

• Insertion of a title at the foot of a page with subsequent text on the next page.
• Separating a table, chart, or figure—confine each to a single page.
• Submitting a manuscript with pages out of sequence.
• In every section of your document, use standard writing style, including articles ("a" and "the").
• Keep paying attention to the topic of the paper.
• Use paragraphs to split each significant point (excluding the abstract).
• Align the primary line of each section.
• Present your points in sound order.
• Use present tense to report well-accepted matters.
• Use past tense to describe specific results.
• Do not use familiar wording; don't address the reviewer directly. Don't use slang or superlatives.
• Avoid use of extra pictures—include only those figures essential to presenting results.

Title page:

Choose a revealing title. It should be short and include the name(s) and address(es) of all authors. It should not have 
acronyms or abbreviations or exceed two printed lines.

Abstract: This summary should be two hundred words or less. It should clearly and briefly explain the key findings reported 
in the manuscript and must have precise statistics. It should not have acronyms or abbreviations. It should be logical in 
itself. Do not cite references at this point.

An abstract is a brief, distinct paragraph summary of finished work or work in development. In a minute or less, a reviewer 
can be taught the foundation behind the study, common approaches to the problem, relevant results, and significant 
conclusions or new questions.

Write your summary when your paper is completed because how can you write the summary of anything which is not yet 
written? Wealth of terminology is very essential in abstract. Use comprehensive sentences, and do not sacrifice readability 
for brevity; you can maintain it succinctly by phrasing sentences so that they provide more than a lone rationale. The 
author can at this moment go straight to shortening the outcome. Sum up the study with the subsequent elements in any 
summary. Try to limit the initial two items to no more than one line each.

Reason for writing the article—theory, overall issue, purpose.

• Fundamental goal.
• To-the-point depiction of the research.
• Consequences, including definite statistics—if the consequences are quantitative in nature, account for this; results of 

any numerical analysis should be reported. Significant conclusions or questions that emerge from the research.

Approach:

o Single section and succinct.
o An outline of the job done is always written in past tense.
o Concentrate on shortening results—limit background information to a verdict or two.
o Exact spelling, clarity of sentences and phrases, and appropriate reporting of quantities (proper units, important 

statistics) are just as significant in an abstract as they are anywhere else.

Introduction:

The introduction should "introduce" the manuscript. The reviewer should be presented with sufficient background 
information to be capable of comprehending and calculating the purpose of your study without having to refer to other 
works. The basis for the study should be offered. Give the most important references, but avoid making a comprehensive 
appraisal of the topic. Describe the problem visibly. If the problem is not acknowledged in a logical, reasonable way, the 
reviewer will give no attention to your results. Speak in common terms about techniques used to explain the problem, if 
needed, but do not present any particulars about the protocols here.
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The following approach can create a valuable beginning:

o Explain the value (significance) of the study.
o Defend the model—why did you employ this particular system or method? What is its compensation? Remark upon 

its appropriateness from an abstract point of view as well as pointing out sensible reasons for using it.
o Present a justification. State your particular theory(-ies) or aim(s), and describe the logic that led you to choose 

them.
o Briefly explain the study's tentative purpose and how it meets the declared objectives.

Approach:

Use past tense except for when referring to recognized facts. After all, the manuscript will be submitted after the entire job 
is done. Sort out your thoughts; manufacture one key point for every section. If you make the four points listed above, you 
will need at least four paragraphs. Present surrounding information only when it is necessary to support a situation. The 
reviewer does not desire to read everything you know about a topic. Shape the theory specifically—do not take a broad 
view.

As always, give awareness to spelling, simplicity, and correctness of sentences and phrases.

Procedures (methods and materials):

This part is supposed to be the easiest to carve if you have good skills. A soundly written procedures segment allows a 
capable scientist to replicate your results. Present precise information about your supplies. The suppliers and clarity of 
reagents can be helpful bits of information. Present methods in sequential order, but linked methodologies can be grouped 
as a segment. Be concise when relating the protocols. Attempt to give the least amount of information that would permit 
another capable scientist to replicate your outcome, but be cautious that vital information is integrated. The use of 
subheadings is suggested and ought to be synchronized with the results section.

When a technique is used that has been well-described in another section, mention the specific item describing the way, 
but draw the basic principle while stating the situation. The purpose is to show all particular resources and broad 
procedures so that another person may use some or all of the methods in one more study or referee the scientific value of 
your work. It is not to be a step-by-step report of the whole thing you did, nor is a methods section a set of orders.

Materials:

Materials may be reported in part of a section or else they may be recognized along with your measures.

Methods:

o Report the method and not the particulars of each process that engaged the same methodology.
o Describe the method entirely.
o To be succinct, present methods under headings dedicated to specific dealings or groups of measures.
o Simplify—detail how procedures were completed, not how they were performed on a particular day.
o If well-known procedures were used, account for the procedure by name, possibly with a reference, and that's all.

Approach:

It is embarrassing to use vigorous voice when documenting methods without using first person, which would focus the 
reviewer's interest on the researcher rather than the job. As a result, when writing up the methods, most authors use third 
person passive voice.

Use standard style in this and every other part of the paper—avoid familiar lists, and use full sentences.

What to keep away from:

o Resources and methods are not a set of information.
o Skip all descriptive information and surroundings—save it for the argument.
o Leave out information that is immaterial to a third party.
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Results:

The principle of a results segment is to present and demonstrate your conclusion. Create this part as entirely objective 
details of the outcome, and save all understanding for the discussion.

The page length of this segment is set by the sum and types of data to be reported. Use statistics and tables, if suitable, to 
present consequences most efficiently.

You must clearly differentiate material which would usually be incorporated in a study editorial from any unprocessed data 
or additional appendix matter that would not be available. In fact, such matters should not be submitted at all except if 
requested by the instructor.

Content:

o Sum up your conclusions in text and demonstrate them, if suitable, with figures and tables.
o In the manuscript, explain each of your consequences, and point the reader to remarks that are most appropriate.
o Present a background, such as by describing the question that was addressed by creation of an exacting study.
o Explain results of control experiments and give remarks that are not accessible in a prescribed figure or table, if 

appropriate.
o Examine your data, then prepare the analyzed (transformed) data in the form of a figure (graph), table, or 

manuscript.

What to stay away from:

o Do not discuss or infer your outcome, report surrounding information, or try to explain anything.
o Do not include raw data or intermediate calculations in a research manuscript.
o Do not present similar data more than once.
o A manuscript should complement any figures or tables, not duplicate information.
o Never confuse figures with tables—there is a difference. 

Approach:

As always, use past tense when you submit your results, and put the whole thing in a reasonable order.

Put figures and tables, appropriately numbered, in order at the end of the report.

If you desire, you may place your figures and tables properly within the text of your results section.

Figures and tables:

If you put figures and tables at the end of some details, make certain that they are visibly distinguished from any attached 
appendix materials, such as raw facts. Whatever the position, each table must be titled, numbered one after the other, and 
include a heading. All figures and tables must be divided from the text.

Discussion:

The discussion is expected to be the trickiest segment to write. A lot of papers submitted to the journal are discarded 
based on problems with the discussion. There is no rule for how long an argument should be.

Position your understanding of the outcome visibly to lead the reviewer through your conclusions, and then finish the 
paper with a summing up of the implications of the study. The purpose here is to offer an understanding of your results 
and support all of your conclusions, using facts from your research and generally accepted information, if suitable. The 
implication of results should be fully described.

Infer your data in the conversation in suitable depth. This means that when you clarify an observable fact, you must explain 
mechanisms that may account for the observation. If your results vary from your prospect, make clear why that may have 
happened. If your results agree, then explain the theory that the proof supported. It is never suitable to just state that the 
data approved the prospect, and let it drop at that. Make a decision as to whether each premise is supported or discarded 
or if you cannot make a conclusion with assurance. Do not just dismiss a study or part of a study as "uncertain."
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Research papers are not acknowledged if the work is imperfect. Draw what conclusions you can based upon the results 
that you have, and take care of the study as a finished work.

o You may propose future guidelines, such as how an experiment might be personalized to accomplish a new idea.
o Give details of all of your remarks as much as possible, focusing on mechanisms.
o Make a decision as to whether the tentative design sufficiently addressed the theory and whether or not it was 

correctly restricted. Try to present substitute explanations if they are sensible alternatives.
o One piece of research will not counter an overall question, so maintain the large picture in mind. Where do you go 

next? The best studies unlock new avenues of study. What questions remain?
o Recommendations for detailed papers will offer supplementary suggestions.

Approach:

When you refer to information, differentiate data generated by your own studies from other available information. Present 
work done by specific persons (including you) in past tense.

Describe generally acknowledged facts and main beliefs in present tense.

The Administration Rules

Administration Rules to Be Strictly Followed before Submitting Your Research Paper to Global Journals Inc.

Please read the following rules and regulations carefully before submitting your research paper to Global Journals Inc. to 
avoid rejection. 

Segment draft and final research paper: You have to strictly follow the template of a research paper, failing which your 
paper may get rejected. You are expected to write each part of the paper wholly on your own. The peer reviewers need to 
identify your own perspective of the concepts in your own terms. Please do not extract straight from any other source, and 
do not rephrase someone else's analysis. Do not allow anyone else to proofread your manuscript.

Written material: You may discuss this with your guides and key sources. Do not copy anyone else's paper, even if this is 
only imitation, otherwise it will be rejected on the grounds of plagiarism, which is illegal. Various methods to avoid 
plagiarism are strictly applied by us to every paper, and, if found guilty, you may be blacklisted, which could affect your 
career adversely. To guard yourself and others from possible illegal use, please do not permit anyone to use or even read 
your paper and file.
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Please note that following table is only a Grading of "Paper Compilation" and not on "Performed/Stated Research" whose grading 
solely depends on Individual Assigned Peer Reviewer and Editorial Board Member. These can be available only on request and after 
decision of Paper. This report will be the property of Global Journals Inc. (US).

Topics Grades

A-B C-D E-F

Abstract

Clear and concise with 
appropriate content, Correct 
format. 200 words or below 

Unclear summary and no 
specific data, Incorrect form

Above 200 words 

No specific data with ambiguous 
information

Above 250 words

Introduction

Containing all background 
details with clear goal and 
appropriate details, flow 
specification, no grammar 
and spelling mistake, well 
organized sentence and 
paragraph, reference cited

Unclear and confusing data, 
appropriate format, grammar 
and spelling errors with 
unorganized matter

Out of place depth and content, 
hazy format

Methods and 
Procedures

Clear and to the point with 
well arranged paragraph, 
precision and accuracy of 
facts and figures, well 
organized subheads

Difficult to comprehend with 
embarrassed text, too much 
explanation but completed 

Incorrect and unorganized 
structure with hazy meaning

Result

Well organized, Clear and 
specific, Correct units with 
precision, correct data, well 
structuring of paragraph, no 
grammar and spelling 
mistake

Complete and embarrassed 
text, difficult to comprehend

Irregular format with wrong facts 
and figures

Discussion

Well organized, meaningful 
specification, sound 
conclusion, logical and 
concise explanation, highly 
structured paragraph 
reference cited 

Wordy, unclear conclusion, 
spurious

Conclusion is not cited, 
unorganized, difficult to 
comprehend 

References
Complete and correct 
format, well organized

Beside the point, Incomplete Wrong format and structuring
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