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Abstract- A Mobile Adhoc networks also known as MANET or Wireless Adhoc Network is a 
network that usually has aroutable networking environment on top of  a Link Layer ad hoc 
network. It consist of a set of mobile nodes connected wirelessly in a self-configured, self-healing 
network without having a fixed infrastructure. Recent studies and fieldwork have pointed in the 
direction of making MANETS a publicly viable option in the event of another world event/crisis 
such as the recent COVID-19 pandemic. As opposed to their traditional military and emergency 
uses, this has become a focal point due to the evident strain that was observed on mainstream 
Internet Service Providers as substantial adjustments had to be made to facilitate a new 
’working-from-home’ public. A primary aspect that must be considered before public adoption is 
addressing the issue of MANET risk and Security which leads into identifying and classifying risks 
associated with MANETS. 
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Abstract-

 

A Mobile Adhoc networks also known as MANET

 

or 
Wireless Adhoc Network is a network that usually has 
aroutable networking environment on top of 

 

a Link Layer ad 
hoc

 

network. It consist of a set of mobile nodes connected 
wirelessly

 

in a self-configured, self-healing network without 
having a fixed

 

infrastructure. Recent studies and fieldwork 
have pointed in the

 

direction of making MANETS a publicly 
viable option in the

 

event of another world event/crisis such as 
the recent COVID-19

 

pandemic. As opposed to their traditional 
military and emergency

 

uses, this has become a focal point 
due to the evident strain

 

that was observed on mainstream 
Internet Service Providers

 

as substantial adjustments had to 
be made to facilitate a new

 

’working-from-home’ public. A 
primary aspect that must be

 

considered before public 
adoption is addressing the issue of

 

MANET

 

risk and Security 
which leads into identifying and

 

classifying risks associated 
with MANETS. This paper seeks

 

to analyze the various existing 
fields and meta-data within

 

various networking datasets, 
protocols as well as scenarios and

 

subsequently establish 
what aspects of existing network traffic

 

can be classified into 
axioms

 

(Risk Classifying arguments) to

 

determine Risk Profiles 
of MANETS. The paper also seeks to

 

determine and propose 
the ideal data fields within Network traffic

 

for classifying Risk 
Profiles.

 

Index Terms:

 

MANET, risk profile, dataset, IDS, network,

 

traffic. 

I.

 

Introduction

 

esearch on the usage of wireless protocols and 
networks

 

such as Bluetooth,

 

NFC and MANETS in 
a public capacity has

 

recently undergone a 
resurgence due to Global events such as

 

the COVID-19 
pandemic. And whilst protocols such as NFC

 

and 
bluetooth has been explored in varying settings such as

 

mentioned in, [1], [2] and further research was done in 
light of

 

the Global Pandemic as per [3] and [4]. There 
was an evident

 

need for greater public usage and 
adoption of these protocols

 

to test the reliability and 
uses of them in light of the traditional

 

reliance on 
mainstream Internet Service providers. To this end,

 

advances in multiplexing connectivity for the Bluetooth 
protocol were made as per the work conducted in [5], 
[6]

 

and [7] to allow for more simultaneous connectivity 

amongst mobile nodes in a network. However, the 
challenge of having a reliable wide-area infrastructure 
less network remained a challenge. Consequently, the 
prospects of utilizing MANETS in a public setting was 
explored. 

As mentioned in the Abstract a MANET is a 
network that usually has a routable networking 
environment on top of a link layer ad hoc network. It 
consists of a set of mobile nodes connected wirelessly 
in a self-configured, self-healing network without having 
a fixed infrastructure. However, prior to delving into any 
discourse on public adoption, it is imperative to 
underscore a critical focal point: the risks and security 
considerations inherent to Mobile Ad-Hoc Networks 
(MANETs). 

Based on [8] and [9] both qualitative and 
quantitative research has alluded to the fact that there is 
an evident disparity in probability-based Risk 
determination not only within MANETS but generally in 
Networking on a whole. An evident trend in Risk and 
Security analysis within MANETS has also shown that 
most Intrusion and Anomaly detection and prevention 
systems undertake a reactive approach to network 
security events which can be attributed to the 
dominance of ’impact-based’ studies and techniques 
developed to address MANET and Network security.  

This paper serves as an extended and in-depth 
analysis, aiming to substantiate the concept of Risk 
Profile generation introduced in [10]. Through 
meticulous examination, the study identifies specific 
domains within Network Traffic that can be readily 
categorized into axioms, laying the foundational 
groundwork for constructing an initial Risk Profile for 
Mobile Ad-Hoc Networks (MANETs). The research also 
assesses the optimal fields suitable for establishing 
axioms crucial to the generation of a risk profile. This 
analysis is integral to complementing both the passive 
and active phases proposed in [10] for a 
comprehensive solution and/or framework. 

II. Literature Review 

The following dataset was used in [11], [12] and 
[13], the work of these papers focused on developing a 
reference model to address the constraint of limiting 
user data usage in a generalized manner due to a 

R
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subsection of ‘feature-rich’, ‘bandwidth-heavy’ over the 
top (OTT) applications. This paper focused on 
personalizing service degradation policies by providing 
guidelines for users’ OTT consumption behavior 
classification based on Incremental Learning (IL). 

In essence, the research focused on creating a 
tailored framework designed to pinpoint users 
influencing network service quality through Over-The-
Top (OTT) applications. This approach steered clear of a 
generalized strategy that would restrict data to all users, 
instead honing in on specific individuals. Notably, the 
dataset employed, denoted as Uninauca 141 
applications, encompassed a diverse array of fields, a 
subset of which is exemplified in Figures 1 and 2 
respectively. 

 

Fig. 1: Features and Fields Captured in the Uninauca 
Dataset 

 

Fig. 2: Features and Fields captured in the Uninauca 
dataset continued 

One of the immediate observations was that this 
network traffic focused heavily on layer 7 (application 
layer) information as the usage of applications by nodes 
connected were being monitored hence in the ‘category’ 
column for all Network packet captures there was a 
reading of ‘unkown’ for the application layer. 

This dataset contains 50 features in which each 
instance holds the information of an IP flow generated 
by a network device i.e., source and destination IP 
addresses, ports, flow durations, interarrival times, 
packet sizes and layer 7 protocol (application) used on 
that flow as the class. For this dataset Axiom1 (Device 
Type) may not be easily achievable as the data 
suggests that of all protocols used ARP was not cap-
tured/utilized as it is a layer 3 protocol and thus, 
identifying MAC addresses for resolution would not be 
possible via this means. The only method would be to 
deduce the device type by patterns observed in network 
traffic, or type of requests made and what protocols 
were used. 

Axiom2 (malicious node/repeat offender) is 
more achievable as one of the methods to identify a 
malicious node is to observe

 

the identified anomalous 
nodes based on cached IPs or observe

 

patterns for 
suspicious node behaviour, this can be derived

 

from 

understanding (Source IP, Destination IP, Protoc

 

ols 
being

 

used).

 

The research conducted in [14] and [15], an in 
depth

 

analysis was conducted on existing bodies of 
datasets to

 

determine the accuracy of their usage in 
contemporary Intrusion Detection and Intrusion 
Prevention systems. What was

 

found was that the 11 
datasets used since the year 1998

 

was grossly outdated 
and unreliable which therefore lead to

 

inaccurate 
deployment, analysis and evaluation of IDS’s and

 

IPS’s. 
Additionally, it was found that some of the datasets

 

such 
as ‘DARPA98’, ‘KDD99’, ‘ISC2012’, ‘ADFA13’ suffered 
from lack of traffic diversity and volumes, there were

 

disparities in terms of the types of attacks the datasets 
covered.

 

Thus, the authors produced reliable datasets 
which contained

 

benign and seven common attack 
network flows that meet

 

real world criteria. All with the 
aim to evaluate performance

 

of a comprehensive set of 
network traffic features and ML

 

algorithms to give an 
indication of the optimum set of features

 

for detecting 
certain attack categories.

 

The datasets

 

(CICIDS2017dataset) provided 
covered network traffic for 5 days of the week (Monday 
through Friday)

 

and identified different types of Network 
attacks such as:

 

‘DDos’, ‘PortScan’, ‘Infilteration’, 
‘WebAttacks’, ‘Brute Force

 

SSH’. This was a guided 
approach based on the attack listing

 

provided by 
McAffee.

 

Apart from the well-known network traffic meta-
data, there

 

were several other noted meta-data fields, 
most notably the

 

datasets were categorized by Network 
Behavioural patterns

 

observed in traffic and 
subsequently labeled based on the

 

perceived type of 
attack the network experienced. This label

 

was also 
observed to form the basis of the “Label” field within

 

each of the Network traffic Datasets as shown in the 
below

 

figures 3, 4, 5 and 6 respectively:
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Fig. 3:
 
Brute Force Attack

Fig. 4:

 

Distributed Denial of Service Attack

 

 

Fig. 5:

 

Distributed Denial of Service Attack cont’d

 

 

Fig. 6:

 

Showing an Infiltration Attack

 

One of the most integral points to note on this 
paper was

 

the method of labelling and classification 
utilized to further

 

fine tune the dataset for more accurate 
and relevant Intrusion

 

Detection and Prevention 
analysis. The most critical meta data

 

field can be 
recognized by the ‘Label’ field as it distinguished

 

between a benign Network activity and a specific attack.

 

Similarly, a strain of this methodology is desired for the

 

determination of Risk Profile for a MANET based on the

 

identified axioms.

 

Another Dataset that

 

was examined from the 
work conducted by [16] was captured from a Network 
Intrusion Detection System and captured fields such as 
‘Source Address

 

Bytes’, ‘Destination Address bytes’, ‘Ip 
Address’, ‘Port Number’, ‘Fragmentation Bit’, ‘Mac ID’, 
‘Protocol Type’, ‘DNS’,

 

‘TLS – transport security layer’, 
just to name a few, However

 

one of the most critical 

Meta Data fields captured in this

 

dataset was observed 
to be the ‘Mac ID’ field. As it pertains to

 

the current 
direction of the proposed solution for establishing

 

Risk 
Profiles, One of the most basic Axiom defined for

 

classifying the risk level of the MANET identifies device

 

types. The MAC Id can be observed as an iterative step

 

towards determining device type once it has been 
sourced and

 

the device determined. This therefore,

 

leads to a much more

 

accurate determination of devices 
as opposed to observing

 

network node behaviours 
which are more reliant on experience

 

and humanistic 
determinations. The below figures 7 and 8

 

show 
examples of Network Meta Data fields that were

 

captured:
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Fig. 7:
 
Showing Packet Data Captured from an Intrusion Detection System

 

Another dataset
 

(UNSWNB15) that was 
analyzed was derived from several papers [17], [18], 
[19] and [20]. These

 
papers are namely “UNSW-NB15: 

a comprehensive data
 

set for network intrusion 
detection systems (UNSW-NB15

 
network data set)”, 

“The evaluation of Network Anomaly
 
Detection Systems: 

Statistical analysis of the UNSW-NB15
 
dataset and the 

comparison with the KDD99 dataset”, “Novel
 
geometric 

area analysis technique for anomaly detection using
 

trapezoidal area estimation on large-scale networks”, 
“Big data

 
analytics for intrusion detection system: 

statistical decision- making using finite dirichlet mixture 
models.”

 

 
 

 

 

 

 

 

 

 

 

 

Fig. 8:
 
Showing Packet Data Captured from an Intrusion Detection System

 
Cont’d

 

The Datasets utilized in these papers can be 
viewed as a

 
combination of a 100Gb network traffic

 

(PCAP files) and the
 
generated datasets created by the 

IXIA PerfectStorm tool in the
 
Cyber Range Lab of the 

Australian Centre for Cyber Security
 
(ACCS). The work 

done primarily focused on improving the
 
resilience of 

intrusion detection within Networks specifically
 
for the 

protocols: “Domain Name System
 
(DNS)”, “Hyper Text

 

Transfer Protocol (HTTP)” and “Message Queue 
Telemetry

 
Transport

 
(MQTT)”. A main focal point for 

these protocols
 
was the extensive usage of same by 

internet of Things
 
(IOT)

 
devices within a network and the 

likelihood of cyber threats
 
against them and the services 

they utilize.
 
The Dataset contains

 
nine distinct type of 

attacks namely:
 

•
 

Fuzzers
 

•
 

Analysis
 

•
 

Backdoors
 

•
 

Denial of Service
 

•
 

Exploits
 

•
 

Generic
 

•
 

Reconnaissance
 

•
 

Shellcode
 

•
 

Worms
 

Features of the Dataset with class labels were 
developed

 
by 12 algorithms. The below diagram depicts 

all 49 of the
 
generated features of the Dataset:

 

In Addition to improving the resilience of IDS’ 
the research conducted was also aimed at reducing the 
amount of

 
‘false positives’ generated by IDS in response 

to zero-day
 

vulnerabilities and other type of Network 
threats. In [20]:

 
Statistical Decision-Making Using Finite 

Dirichlet Mixture
 

Models” focus was placed on 
developing a scalable framework

 
for building an 

effective and lightweight anomaly detection
 
system. The 

framework consisted of three
 
(3) modules:

 

•
 

Capturing and Logging – Responsible for sniffing 
and

 
collecting network data.

 

•
 

Pre-processing – Responsible for analyzing and 
filtering

 
data to improve performance of the decision 

engine.
 

•
 

Decision Engine – Designed based on the Dirichlet 
mixture model with lower upper interquartile range 
as

 
decision engine.
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The framework’s performance was based on 
the two main datasets the NSL-KDD and UNSQ-NB15 
with the aim of determining which technique provided a 
higher detection rate and lower false alarm rate than 
other predominant techniques. 

 
 
 
 
 

The below are snippets of the datasets utilized 
as well as the ‘attack’ classification schema: 

 
 
 
 
 
 
 
 
  

 
 
 
 
 
 
 

Fig. 9: Showing features of the Dataset USNW-NB15 dataset 

 
 

Fig. 10: Showing features of the Dataset USNW-NB15 dataset cont’d 

 

Fig. 11: Showing the Packet Data Captured in the USNW-NB15 Dataset 

 

Fig. 12: Showing the Packet Data Captured in the USNW-NB15 Dataset Cont’d 
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Fig. 13: Showing the Packet Data Captured in the 
USNW-NB15 Dataset Cont’d 

The following Dataset snippets captured the 
various types of attack events as well as their respective 
number of occurrences and associated protocols/attack 
sub-category for the recorded period: 

Fig. 14: Showing the Attack Events of the USNW-NB15 
dataset 

 
  

After completion of substantial qualitative 
research and analysis. A determination of ideal fields for 
Risk Profiles were established based on current network 
traffic data. This was done to establish an idea of the 
accuracy of a generated Risk profile with existing 
datafields in MANET traffic. Additionally, proposed 
meta-data and nominal data fields were introduced and 
would be covered in the ’Discussion’ section. These 
proposed fields would seek to establish a more 
accurate Risk Profile calculation. 
 

 
Fig. 15: Showing the Attack Events of the USNW-NB15 

dataset cont’d 

Fig. 16: Showing the Attack Events of the USNW-NB15 
dataset cont’d 

III. Methodology 

The methodology undertaken was an iterative 
one which stemmed from the previously mentioned 
paper [3] which pro-posed an approach for identifying 
risk levels within MANETS. Several datasets with diverse 
attributes and situations such as data from: 
• Network Intrusion Detection Systems 
• Network Intrusion Prevention Systems 
• Application layer network traffic 
• MANET traffic 
• Network (peer to peer, multihop, traditional) traffic 
• generated Network traffic datasets from training and 
• modeling data 

These were subsequently sourced. This was 
done to gain a current perspective of the available meta-
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data fields that are typically captured within network 
traffic. Based on the identified fields within the datasets, 
a comparative analysis was then conducted based on 
the general description of each. 

IV. Discussion 

The analysis conducted on the datasets led to 
the determination of the common fields captured within 
typical network traffic as well as the additional fields that 
were captured based on the type of traffic being 
observed. Some realizations that were observed are as 
follows: 
• Datasets varied based on the nature of the traffic 

being captured. 
• Different levels of granularity were observed across 

the numerous datasets. In terms of what were the 
typical network traffic fields being captured versus 
more nominal value fields that were identified by the 
packet tracers/network monitors. 

The results of the assessment conducted on 
current network data captures revealed that some of the 
most common network traffic fields identified were: 
• Source IP 
• Destination IP 
• Protocol 
• Port 
• Length 
• Info 
• number 

Some of the other datafields that were observed 
from the network data captures were: 

• MAC Id 
• application protocol 
• web service (i.e. http, private, ecoi, https) 
• category 
• label(distinguishing type of attack experienced) 
• service (i.e. http, private, ecoi, https) 
• DNS 
• attack cat 
• label (binary value 0 = normal, 1= attack records) 

Based on a general description of Axioms, they 
form the basis for classifying risk levels within MANETS. 
Axiom 1 primarily pertained to the device types that are 
currently on a MANET, apart from observing node 
behaviours to gauge what type of device they may be, 
some helpful fields for Axiom 1 would be: ’Source IP’, 
’Destination IP’, ’Protocol’, ’MAC Id’, ’application 
protocol’, ’label’, ’attack cat’, ’DNS’ 

Axiom 2 would have generally pertained to 
whether a node is a repeat offender or not and thus, the 
data fields that would  be most useful for determining 
Axiom2 would be: ’Source IP’, ’Destination IP’, ’Protocol’, 
’application protocol’, ’label’, ’attack cat’, ’DNS’, 
’category’ However, these fields consist of what 

currently exists in typical Network traffic or IDS traffic 

data schemas. The addition of the following fields would 
improve the accuracy of the determined risk level of the 
given MANET as it would act as additional classification 
criteria to determine a malicious node, similar to the 
machine learning classification techniques used in [21] 
and [22]: 

• Axiom 1 - a Binary value of (0= positive, 1= 
negative) 

• Axiom 2 - a Binary value of (0= positive, 1= 
negative) 

• Risk Score - Ranging from 1-5 (1= being very, 2= 
good, 3= fair, 4= warning, 5= critical) 

V. Future Work 

The prospective work outlined in this paper 
involves implementing the Risk Profiles methodology on 
datasets that align with the current spectrum of Network 
Traffic fields being recorded. The outcome of this 
implementation will unveil the present Risk Profile of a 
designated MANET/Network. A comparative analysis will 
then be conducted, juxtaposing the existing dataset 
schema against the proposed fields outlined in the 
Discussion. This comparative assessment aims to 
illuminate the accuracy levels in dealing with the limited 
data fields currently available, as opposed to the 
introduction of Axioms for refining the precise 
determination of Risk Profiles. 

VI. Conclusion 
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Abstract-

 

Intrusion Prevention in computer networking refers

 

to 
the set of techniques and technologies used to detect and

 

prevent unauthorized access, malicious activities, and attacks

 

on a network. It involves actively monitoring network traffic,

 

identifying potential threats or anomalies, and taking action

 

to 
mitigate or block those threats. In the realms of Mobile

 

Adhoc 
Networks and computer networking, substantial work has

 

pointed to

 

the gaps experienced with respect to proactively 
identifying and mitigating risks and network malicious 
behaviours

 

and attacks. This paper seeks to highlight the 
existing intrusion

 

detection and prevention techniques 
currently being utilized

 

in MANETS and general computer 
networking and how the

 

introduction of the novel Risk Profile 
approach based on Axiom

 

theory can be utilized or integrated 
to improve the accuracy of

 

existing models of Intrusion 
Detection and Prevention systems.

 

With a dual purposed aim 
of bolstering public confidence

 

in utilizing MANETs and 
improving the security posture of

 

networks which depend 
heavily on Security controls to protect

 

their information and 
assets.

 

Index Terms:

 

IDS, IPS, manets, attacks, anomalous, risk,

 

Malicious. 

I.

 

Introduction

 
ntrusion prevention, as mentioned previously, refers 
to the

 

set of techniques and technologies used to 
detect and prevent

 

unauthorized access, malicious 
activities, and attacks on a

 

network. Furthermore, the 
primary goal of network intrusion prevention is to protect 
the network infrastructure, systems,

 

and data from 
various types of attacks, such as denial- of- service 
(DoS) attacks, malware infections, unauthorized

 

access 
attempts, and network exploits.

 

While the majority of intrusion detection and 
prevention

 

systems and frameworks strive to achieve 
the aforementioned

 

objectives, research highlights a 
persistent gap in

 

IDPS—specifically, the challenge of 
accurately predicting

 

and preventing potential future 
attacks without a notable

 

increase in false positives. 
Addressing this, there is a crucial

 

demand for the 
development of predictive intrusion

 

prevention 
techniques that move beyond reliance solely on

 

knowledge-based approaches derived from past attack 
types.

 

Instead, there is a call for incorporating 

probability and risk- based criteria, empowering IDPS to 
proactively anticipate and thwart potential attacks before 
their occurrence. 

In the investigations detailed in [1], [2] and [3] 
evidence of a lack of risk based approaches within 
MANETS were unearthed and a solution founded upon 
’Axiom Theory’ was developed to provide the 
probabilistic means required to establish the full picture 
of risk associated with a MANET and establish an 
accurate numerical value of Risk associated with the 
given MANET. In the upcoming papers [4] and [5], the 
developed solution was tested against current MANET 
and network traffic which stemmed from numerous real 
world networks such as: 

• Public MANETS 
• Military Network Traffic 
• Intrusion Detection Systems 
• Intrusion Prevention Systems 
• Mobile Networks 
• VANETS 

Whereby it was able to produce accurate 
representations of risk levels associated with the 
pertinent networks based on the Axiom criteria used in 
the Risk Profile formula. 

The focus of this paper is to firstly establish the 
state of contemporary predictive Intrusion Detection and 
Prevention techniques via the review of literature and 
related works and secondly to integrate the ’Axiom 
Based’ Risk Profile approach of the previous papers into 
Intrusion Detection and prevention systems and 
frameworks to address the aformentioned problem, 
enable or further bolster the accuracy of their prediction 
capabilities and establish another layer of controls in 
accurately addressing risk within Manets and computer 
Networking with the integration of both impact based 
and likelihood based data. 

II. Literature Review 

In this section, we look at the state of the 
current body of research surrounding MANET and 
Network predictive intrusion prevention techniques. An 
overview of the frameworks and systems currently in use 
will be conducted whereby a comparative analysis and 
introduction to MANET Risk Profile via axiom theory 

I
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would be discussed in the ”Results and Discussion” and 
”Future Work” section. 

In the work done by [6] a review of Network 
Intrusion Detection Systems (NIDS) was conducted 
whereby the commonly faced problem of false positives 
and the generation of a high volume of low-quality alerts 
was further dissected. This lead to the critical review of 
the state-of-the- art cyber- attack prediction solution 
which was based on NIDS Intrusion Alerts, its models 
and limitations. The solution utilized a technique known 
as ’intrusion alert correlation (AC) which included 
similarity-based, statistical- based, knowledge-based, 
and hybrid-based approaches. 

The paper further elaborates that the technique 
deployed places reliance on raw networking alerts 
recieved and subsequently seeks to identify the 
association between different alerts and classifies or 
contextualize information into their pertinent categories 
all in an effort to predict a forthcoming alert/attack. The 
paper highlighted the current state of NIDS post-

processing approaches to overcome the limitations of 
NIDS. The below diagram represents the taxonomy of 
existing alert correlation approaches which are classified 
as: 
• Statistical-based: The basic idea of these 

approaches is that relevant attacks have similar 
statistical features, and a proper classification can 
be found by detecting these similarities. 

• Knowledge-based: Based on two main components 
which are, scenario-based approaches to predict 
multi-step attacks and concequence-based which 
observe and control implications of alerts and 
existing knowledge in the network and then predict 
the security event. 

• Similarity-based: Defined as the similarity between 
two alerts or alert clusters. This approach is known 
to cluster similar alerts in time to reduce the amount 
of alerts and increase its ability to discover known 
attacks. 

 

Fig. 1: Showing the taxonomy of Alert Correlation Approaches 

As heavy reliance was placed on alerts and alert 
correlation, to address the limitations of the previously 
stated model, an alert correlation model was developed 

to ensure effective, efficient and accurate alerts were 
utilized for intrusion classification and prediction as 
shown in the below figure: 

Fig. 2: Showing the Mapping of Alerts Correlation Components with Research Problems 

Mobile Adhoc Networks and Networking – An Overview of Existing Intrusion Prevention Techniques and
Predictive Intrusion Prevention
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In the work done by [7] another angle to 
intrusion detection and prevention from the traditional 
approach was taken. The proposed solution was aimed 
at cyber-attacks such as Stuxnet [8] and Maroochy [9] 
which target critical infrastructure to affect physical 
processes to cause harm. Rather than examine network 
packet behaviour or the possibility of anamolous                  
behaviour or malicious attacks within the network, this 
approach utilized a payload analysis-based Intrusion 
prevention system. The embedded process prediction 
Intrusion Prevention System (EPPIPS) examined packets 
that were destined for a programmable Logic Controller 
(PLC) which interacted with a physical process. If the 
EPPIPS predicted that these packets or programs were 
indeed harmful it would potentially prevent or limit the 
harm. 

The paper further postulates that the EPPIPS 
system acts as a middleman or proxy process within the 
PLC to act as the innermost layer of defense relative to 
the PLC in the case of any cyber-attacks. It addresses 
the immediate risk of a malicious payload that can 
interact with a Supervisory Control and Data Acquisition 
(SCADA) system and cause destruction, inefficiencies, 
and sabotage of cyber-physical systems. The work can 
be viewed as a variant of existing IDSs and IPSs as it 
focuses primarily on detecting malicious payloads that 
are sent to SCADA systems via the programmable Logic 
Controller. Emphasis is therefore placed on the 
calculation of possible effects that these malicious 
payloads can incur on the system and depending on the 
pertinent risk, possible preventative measures are 
enforced by the EPPIPS. 

The studies done in [10] an examination of the 
numerous cyber attacks and their increasing 
frequencies was under- taken. It was noted that despite 
the existence of advanced cyber-defence systems, 
attacks and intrusions were still very prevalent. The 
studies highlighted the current or traditional operations 
of defence systems which attempt to: 

• Block previously known attacks 
• Stop ongoing attacks 
• Detect occurred attacks 
and their inability to minimize the damage caused by an 
attack which is catastophic. This pointed to the need for 
not only for improved intrusion detection systems but 
also intrusion prediction. The paper highlighted the need 
for more robust intrusion prediction systems by 

examining and investigating existing intrusion prediction 
systems as well as the current intrusion detection 
systems. The usage of improved prediction techniques 
was proposed with an aim of improving security 
capabilities for defence systems. The paper primarily 
sheds light on the gaps of existing intrusion defence 
systems as well as the necessary improvements 
required for intrusion prediction systems. 

In [11] an ensembles approach towards 
intrusion detection and prediction was utilized to 
improve anomaly detection accuracy in a network 
intrusion environment. The paper indicates that the 
learning mechanism is based on automated machine 
learning and the prediction model is based on the 
Kalman filter. This approach was developed in light of 
the expeditious rise in the development of network and 
communication technologies. The paper highlighted that 
with an increase in pervasive computing networks such 
as the Internet of Things (IoT), an enormous amount of 
data is generated. 

The data generated is considered to be high-
dimensional as it consists of a variety of meta-data fields 
which pertain to the type of network the data was 
captured from. Additionally, IoT creates another 
challenge as diverse datasets which stem from various 
IoT devices makes it difficult for rule-based approaches 
for analysis of enormous data. The proposed IDS based 
on the ensemble of prediction and learning mechanisms 
is based on autoML. It is based on autoML to address 
the issue of nonlinear and high dimentional data. The 
paper highlighted that work had been done in both 
Convolutional neural networks (CNN) and long short-
term memory (LSTM) in separate streams. Whereby, for 
data nonlinearity has been addressed in CNN and LSTM 
[12], [13], [14] and high dimensional data in CNN and 
LSTM are handled by a deep learning paradigm, [15], 
[16], [17]. 

The automated neural architecture search 
paradigm was shown as improving the accuracy of the 
learning model using parameter optimization and an 
optimal Kalman filter-based IDS is produced using, 
measuring and updating errors. It was found that the 
usage of the o-DNN and Kalman filters together created 
the ensemble intrusion detection model which was 
based on the weighted voting mechanism. The below is 
a conceptual diagram of the ensemble IDS: 
 

 

Fig. 3: Showing the Conceptual Diagram of Ensemble of Learning and Prediction Mechanism for Anomaly Detection 

Mobile Adhoc Networks and Networking – An Overview of Existing Intrusion Prevention Techniques and
Predictive Intrusion Prevention
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The paper [18] focuses on the development of 
an intrusion prevention system to overcome the static 
signature detecting mechanisms to identify intruders 
that exists in all host-based IPSs. This system was 
proposed within the context of quick evolution of IPS to 
provide high levels of security such as, which may 
replace existing security solutions, such as firewalls and 
anti-viruses. The solution encompasses a four-tier host 
based IPS that uses data mining technique known as 
”Decision Tree”. This technique is utilized in the capacity 
of a detecting mechanism in the IPS. The IPS’s decision 
tree consist of choices such as: 

• Most infected computer resource by intruders 
• Most targeted computer resource by intruders 

As opposed to static signature databases. The 
paper sheds light on three experiments conducted with 
the proposed solution in an effort to assess the 
effectiveness of the IPS to classify untruders correctly. 

In paper [19] the work explores the absence of 
widely accepted metrics for assessing information 
security issues and identifies the lack of empirical data 
validation as a contributing factor. The authors 
investigate the potential use of metrics derived from 
security devices, specifically intrusion detection and 
prevention system (IDPS) alert events, as indicators of 
security incidents. By analyzing IDPS data from a large 
organisation with 40,000 computers, the researchers 
conducted an empirical case study. The findings 
suggest that alert characteristics can effectively depict 
trends in certain security concerns, thereby serving as 
indicators of security performance. This information can 
aid security experts in prioritizing security inspections 
and developing new rules for incident prevention. 

The paper did not focus directly on specific 
intrusion prevention systems but rather the indicators of 
key security events and incidents. The general approach 
encompassed analyzing ’big-data’ which consisted of 
security alerts which were captured from 40,000 
endpoint devices in the organisation. This paper focuses 
more on indicators of security performance versus the 
ability to pro-actively identify and remediate risk within 
the network. 

The research [20] introduces a system called E-
NIPS (Event-based Network Intrusion Prediction System) 
that goes beyond the capabilities of intrusion detection 
systems (IDSs) by not only detecting attacks but also 
predicting future potential attacks. The system is 
designed to partition network penetration scenarios into 
multiple phases based on the sequence of events 
during an attack. Each phase consists of attack classes 
that serve as precursors to attack classes in the 
subsequent phase. Attack classes represent sets of 
attacks with similar objectives, enabling generalization of 
network penetration scenarios and reducing the 
prediction engine’s workload. The prediction of future 

attacks is based on the detection of attack classes in 
earlier phases of a penetration scenario. 

The proposed automatic intrusion prediction 
system aims to provide critical time for network 
fortification, alert network administrators about possible 
attacks, and mitigate the dam- age caused by attacks. 
The paper describes the architecture, operation, and 
implementation of E-NIPS, and evaluates a prototype 
implementation using commonly occurring network 
penetration scenarios. The experimental results 
demonstrate that the prototype effectively provides 
valuable information about the occurrence of future 
attack events. 

Finally, the work done by [21] can be viewed as 
the closest model towards the proposed predictive 
intrusion Detection and prevention approach/system of 
this thesis. The research takes a closer examination on 
cloud computing and the associated risks involved. The 
paper goes on to speak on the fact that cloud 
computing is the new paradigm which exploits already 
existing computing technologies in a new framework. 
Therefore alluding that cloud computing also inherited 
computing problems that are still challenging. The paper 
focuses on the challenge of cloud computing security as 
it requires strong security systems to protect the system 
and the valuable data stored and processed in it. 

In addressing the security concerns of cloud 
computing, the topic of intrusion prevention was 
explored whereby it was found that typical IDPSs do 
posses limitations such as: 

• Attacks being detected at the time that the damage 
of the attack was already done. 

• Inability to deal with the speed and diversity of 
emerging cyber threats/attacks. 

The proposed solution of this paper involves an 
Intrusion prediction system which is capable of sensing 
an attack before it happens in cloud or non-cloud 
environments. The primary workings of this system 
ensure 2 core activities: 

• Assessing the host systems vulnerabilities 
• Monitoring the network traffic for attack 

preparations. 

These core activities are executed in the newly 
proposed method of statistical selective analysis for 
network traffic searching for an attack or intrusion 
indication which forms part of the first module. The 
second module of the system consists of vulnerability 
assessements which search for weak-nesses and faults 
in the identified system and subsequently measures the 
probability that the system can be compromised via a 
cyber-attack. And the third module also known as the 
prediction module performs the combination of outputs 
from the first and second modules, performs a risk 
assessment and subsequently gives a reading on the 
probability of an attack for that given network. 

Mobile Adhoc Networks and Networking – An Overview of Existing Intrusion Prevention Techniques and
Predictive Intrusion Prevention
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What should be noted with this system, is the 
method in which risk is calculated as well as the inputs 
required for a fair-accurate risk calculation. A 
comparative analysis would be done in the  
”Discussion” section which dissects the uniqueness of 
the proposed risk calculation of this paper and the risk 
profile calculation using axiom theory. 

III. Methodology 

The methodology deployed in this research of 
the existing body of studies in the field of: 

• Intrusion Prevention systems and methodologies 
• Intrusion Prediction systems and methodologies 
• Predictive Intrusion Detection and Prevention 

systems and methodologies 

Consist primarily of qualitative research and 
analysis geared towards further understanding and 
discussing the current uses and applications of IDS and 
IDPS systems. Emphasis was placed on the methods 
and systems that utilized probability or predictive based 
methods to ascertain risk levels within networks. 

This methodology ensured that Risk 
Management and Risk Predictions and response plans 
were observed not only in the sphere of MANETS but in 
the general area of computer networking. The over-
arching aim was to establish a position on 
contemporary IDS and IDPS systems which utilized 
similar approaches or techniques in ascertain risk levels 
and further compare this work to the developed ”MANET 
Risk Profile determination via axiom theory” of the 
current thesis. 

The work done can be seen as the foundation 
for introducing an integration of the ”MANET Risk 
Profile” approach in the realm of general networking as 
well as an additional layer of control in identifying and 
proactively remediating potential network threats. 

IV. Discussion 

Based on the qualitative analysis conducted it 
was found that there was a plethora of different ways in 
which intrusion detection and intrusion prediction 
occurred. It was observed in one approach that primary 
reliance was placed on intrusion alerts with the aim of 
identifying associations among alerts, categorizing them 
accordingly and forming the basis for a more accurate 
Intrusion Prediction. In this model, this information was 
identified as an input into an Intrusion Detectionn 
System (IDS). 

In another paper, it was observed that the role 
of intrusion detection and prevention was primarily 
focused on malicious attacks that target physical 
equipment and infrastructure. Instead of the usual 
approach of examining network traffic and trying to 
analyze packet behaviour or identify possibly malicious 
nodes, the paper focused on analyzing malicious 

payloads that were destined for the programmable 
Logic Controller in physical machines. The proposed 
intrusion prevention solution acted as a middleman or 
an additonal layer of control between transmitted 
payloads and the PLC of Supervisory control and Data 
Acquisition (SCADA) equipment. 

Furthermore it was observed that other papers 
utilized a combination of techniques in addressing both 
the early detection and prevention of intrusions before 
they occur such as using an ensembles approach which 
utilized automated machine learning for the threat 
learning module and Kalman filtering for threat 
prediction. Another utilized a decision tree methodology 
whereby the technique was utilized in the capacity of a 
detecting mechanism in the IPS and some of the 
choices would have ranged from ”most infected 
computer resource by intruders” to ”most targeted 
computer resource by intruders”. 

Another noteable approach observed was the 
usage of event based network intrusion detection, which 
in design, was aimed at partitioning network penetration 
scenarios into multiple phases based on the sequence 
of events during an attack. A subsequent categorization 
of attacks into attack classes was done and utilized for 
generalizing network penetration scenarios and further 
inmproving the efficiency of the system’s prediction 
module. In this approach reliance was placed on 
network penetration testing activities and results to 
further bolster the accuracy of attack predictions. 

The work conducted can be noted as 
substantial, however there were some noteable re-
occurring themes that were observed and stated below: 

• Most of the observed intrusion prediction models 
were within the domain of general networking and 
not Mobile Adhoc Networks. 

• Most of the identified approaches whilst different 
methods of executions were observed, they lacked 
the actual calculation of Risk and correlation to a 
numerical risk score. 

One of the cornerstones of the Axiom Theory 
Risk Score calculation is the numerical representation of 
Risk which can subsequently be categorized 
accordingly and give an accurate picture of risks 
associated with a given MANET. Of all papers 
researched, [21] was identified as one of the closest 
models to the proposed method of risk calculation. Part 
of the methodology of proactively identifying and 
implementing controls to prevent attacks on the network 
was the usage of a risk scoring calculation. Risk was 
calculated via the below formula: 

Risk = Ex P (Th∞) 
Whereby: 

• Ex = The level of exposure 

• Th∞
 = The probability of an absolute threat 
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This method of Risk calculation assimilated 
both threat and likelihood factors into the calculation of 
risk, however when compared to the Axiom Theory Risk 
Calculation, some stark observations and differences 
were noted. [19]’s approach was aimed primarily at 
resolving cloud and to an extent non-cloud intrusions 
within the domain of a typical cloud or network 
architecture setup. This setup would comprise of 
network devices such as: 
• Switches 
• Routers 
• Modems 
• Firewalls 

This method is not suitable for MANETS as 
MANETS are infrastructureless and do not consist of a 
typical network setup but rather interconnected and 
rapidly changing endpoint nodes. 

Another observation was the overhead required 
to sustain the model would require large amounts of 
resources for processing of data and analyzing packet 
behaviour to feed into the prediction module. This type 
of calculation assumes that the environment would 
primarily be a cloud environment where resources are 
easily scalable per network requirements. This may not 
be suitable for an infrastructureless setup such as 
manets which have very limited resources and is 
dynamic.   

Whilst the method of acquiring information to 
generate the risk score was very detailed, a point noted 
in the score’s calculation was that the score would 
increase by 1 point for every scan performed on a 
network device. When observed this has the potential to 
skew the final Risk Score and subsequently skew the 
prediction results. 

When observing the Axiom Theory Risk Profile 
formula, in its design and also its performance, it was 
observed that it was easily adaptable to MANETS as it 
was lighter weight in terms of the inputs required to 
generate the score as well as easily customizable as 
Axioms could be added or removed depending on the 
level of granularity required for the specific MANET.  

It was also noted that the Axiom Theory Risk 
Profile formula had an additional advantage of acting as 
a second or third layer of defence in organisational 
networks, due to its level of flexibility and adaptability in 
terms of the classifying criteria for risk. This means that it 
can be easily integrated with Next Generation Firewalls 
(NGFWs) to further bolster the accuracy of intrusion 
prevention and enforce predictive intrusion prevention 
based on the Risk Apetite of a given organisation. 

V. Conclusion 

In summary, this paper’s examination 
underscores the substantial body of work and research 
in the dynamic field of intrusion detection, prevention, 
and prediction. Notably, diverse methods have been 

devised and implemented in various contexts, some 
geared towards anticipating intrusions, while others 
focus on fortifying network infrastructure and physical 
systems reliant on network communications. Despite 
these advancements, significant gaps persist, 
particularly in the domain of ascertaining risk scores to 
enhance the efficacy of predictive intrusion detection 
and prevention systems. A notable observation is that 
the majority of predictive methods in this domain are 
applied in the broader context of general computer 
networking, lacking specificity tailored to the unique 
challenges presented by Mobile Ad-Hoc Networks 
(MANETs). The inherent infrastructureless nature of 
MANETs adds complexity to enforcing robust risk 
management compared to traditional network setups 
with diverse network devices, as discussed. 
Furthermore, one of the examined papers revealed a 
method employing a risk score approach in intrusion 
prediction and prevention. However, upon comparison 
with the Axiom-based Risk Score methodology, a 
discernible disparity emerged in its adaptability across 
various network types and the perceived level of 
accuracy when juxtaposed with the latter. These findings 
underscore the need for targeted approaches, 
specifically tailored to the distinct characteristics of 
MANETs, to advance the field of predictive intrusion 
detection and prevention. 

VI. Future Work 
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Abstract-

 

Intrusion Prevention in computer networking refers to 
the set of techniques and technologies used to detect and 
prevent unauthorized access, malicious activities, and attacks 
on a network. It involves actively monitoring network traffic, 
identifying potential threats or anomalies, and taking action to 
mitigate or block those threats. In the realms of Mobile Adhoc 
Networks and general computer networking, substantial work 
has pointed to the gaps experienced with respect to 

                

proactively identifying and mitigating risks and network 
malicious behaviours and attacks. Further research was 
conducted to establish the current state of contemporary 
intrusion detection, prediction and prevention techniques and 
their effectiveness to pro-actively identify

 

and mitigate network 
attacks and malicious activity. However, it was found that the 
techniques utilized were very few or required futher accuracy 
improvements and for the identified effective techniques, they 
required substantial amount of data processing

 

power and a 
robust network architecture to support its implementation. The 
work of this paper, introduces the integration of the MANET 
Risk Scoring methodology based on Axiom theory into the 
realm of general networking. All in an effort to increase the 
efficiency and accuracy of existing predictive intrusion 
prevention systems such as next generation Firewalls in 
corporate networks.

 

Index Terms:

 

IDS, IPS, manets, attacks, anomalous, risk, 
malicious, prediction. 

I.

 

Introduction

 

ntrusion Prevention as mentioned previously in the 

             

abstract, involves the set of techniques and 
technologies used to detect and prevent unauthorized 

access, malicious activities, and attacks on a network. 
The common or normal uses of typical intrusion 
detection and prevention systems saw the usage of 
techniques to detect attacks and prevent their effects 
after occurrence within a given network. This however 
was viewed as a short-comming of these models of 
intrusion detection and prevention systems as their 
response times were inadequate and often occurred 
after damage was already done to the existing network 
infrastructure.

 

According to papers [1] and [2] the general 
reactive approach to intrusion detection and prevention 
was due to a lack of risk-based studies and the 
prevalence of impact-based studies in the realm of 
mobile adhoc networks (MANETS). This view was seen 
as as siloed and thus to address this gap, a solution 
founded upon ’Axiom Theory’ was developed in [3]. This 
theory proved vital for solving the issues of probability-
based approaches in addressing risk within manets and 
creating a new model for predictive intrusion prediction 
and prevention for MANETS. 

After the probabilistic method of risk score 
generation for MANETS was established in [3], it was 
then tested on several real-world network traffic and 
Manet datasets as per the work of [4] and [5] which 
would have stemmed from various sources such as, 
Public MANETS, Military Network Traffic, Intrusion 
Detection Systems, Intrusion Prevention Systems, Mobile 
Networks, VANETS. The results produced a Risk Profile 
or Risk Score(a numerical representation of risk) 
followed by a classification criteria for the given MANET 
in question and also established a new and accurate 
lightweight method for risk calculation for infrastructure-
less networking setups such as MANETS. 

The prospects of having an easily scalable 
method of calculating risks within MANETS also posed a 
new method or in some cases another layer of control 
within general network studies surrounding predictive 
intrusion detection and prevention. The work of [6] saw 
an overview of existing predictive network intrusion 
detection and prevention systems and techniques. It 
was found that whilst there were various ways in which 
systems predicted netwoork intrusions or malicious 
behaviour there was little to no systems in place to 
accurately predict and prevent an attack before it 
occurred on the network with the exception of one [7] 
which undertook a similar methodology but was seen as 
not easily adoptable or scalable for different networking 
contexts. 

The work of this paper focuses on proposing a 
method to integrate the axiom-theory risk score 
calculation methodology into the field of general 
networking which speaks to typical network setups 
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which consists of many tools and devices both 
hardware and software that make up the network. It also 
disects the key diffrerences in approaches deployed in 
[7] and the proposed system to address the issue of 
scalability, practicality and applicability to a plethora of 
varying networks. 

II. Literature Review 

In this section, a summary of the previous 
research conducted in [6] is stated as this paper’s work 
can be viewed as the proposition of the solution to 
address the gaps identified in the previous paper. 

In the work done by [8] a review of Network 
Intrusion Detection Systems (NIDS) was conducted 
whereby the commonly faced problem of false positives 
and the generation of a high volume of low-quality alerts 
was further dissected. This lead to the critical review of 
the state-of-the-art cyber- attack prediction solution 
which was based on NIDS Intrusion Alerts, its models 
and limitations. The solution utilized a technique known 
as ’intrusion alert correlation (AC) which included 
similarity-based, statistical-based, knowledge-based, 
and hybrid-based approaches. 

In the work done by [9] another angle to 
intrusion detection and prevention from the traditional 
approach was taken. The proposed solution was aimed 
at cyber-attacks such as Stuxnet [10] and Maroochy 
[11] which target critical infrastructure to affect physical 
processes to cause harm. Rather than examine network 
packet behaviour or the possibility of anamolous be- 
haviour or malicious attacks within the network, this 
approach utilized a payload analysis-based Intrusion 
prevention sys- tem. The embedded process prediction 
Intrusion Prevention System (EPPIPS) examined packets 
that were destined for a programmable Logic Controller 
(PLC) which interacted with a physical process. If the 
EPPIPS predicted that these packets or programs were 
indeed harmful it would potentially prevent or limit the 
harm. 

The studies done in [12] an examination of the 
numerous cyberattacks and their increasing frequencies 
was under- taken. It was noted that despite the 
existence of advanced cyber-defence systems, attacks 
and intrusions were still very prevalent. The studies 
highlighted the current or traditional operations of 
defence systems which attempt to: 

• Block previously known attacks 
• Stop ongoing attacks 
• Detect occurred attacks 

and their inability to minimize the damage caused by an 
attack which is catastophic. 

In [13] an ensembles approach towards 
intrusion detection and prediction was utilized to 
improve anomaly detection accuracy in a network 
intrusion environment. The paper indicates that the 
learning mechanism is based on automated machine 

learning and the prediction model is based on the 
Kalman filter. This approach was developed in light of 
the expeditious rise in the development of network and 
communication technologies. The paper spoke to the 
increase in pervasive computing networks such as the 
Internet of Things (IoT), which generated an enormous 
amount of data which is considered high-dimensional 
as it consisted of a variety of meta-data fields. This 
created a challenge for rule-based approaches to 
analyse the data. 

The proposed IDS based on the ensemble of 
prediction and learning mechanisms is based on 
autoML. It is based on autoML to address the issue of 
nonlinear and high dimentional data. The paper 
highlighted that work had been done in both 
Convolutional neural networks (CNN) and long short- 
term memory (LSTM) in separate streams. Whereby, for 
data nonlinearity has been addressed in CNN and LSTM 
[14], [15], [16] and high dimensional data in CNN and 
LSTM are handled by a deep learning paradigm, [17], 
[18], [19].The automated neural architecture search 
paradigm was shown as improving the accuracy of the 
learning model using parameter optimization and an 
optimal Kalman filter-based IDS is produced using, 
measuring and updating errors. It was found that the 
usage of the o-DNN and Kalman filters together created 
the ensemble intrusion detection model which was 
based on the weighted voting mechanism. 

The paper [20] focused on the development of 
an intrusion prevention system to overcome the static 
signature detecting mechanisms to identify intruders 
that exists in all host-based IPSs. This system was 
proposed within the context of quick evolution of IPS to 
provide high levels of security such as, which may 
replace existing security solutions, such as firewalls and 
anti-viruses. The solution encompasses a four- tier host 
based IPS that uses data mining technique known as 
”Decision Tree”. This technique is utilized in the capacity 
of a detecting mechanism in the IPS. The IPS’s decision 
tree consist of choices such as: 

• Most infected computer resource by intruders 
• Most targeted computer resource by intruders 

As opposed to static signature databases. The 
paper sheds light on three experiments conducted with 
the proposed solution in an effort to assess the 
effectiveness of the IPS to classify untruders correctly. 

In paper [21] the work explored the absence of 
widely accepted metrics for assessing information 
security issues and identifies the lack of empirical data 
validation as a contributing factor. The authors 
investigated the potential use of metrics derived from 
security devices, specifically intrusion detection and 
prevention system (IDPS) alert events, as indicators of 
security incidents. By analyzing IDPS data from a large 
organisation with 40,000 computers, the researchers 
conducted an empirical case study. The findings 

Mobile Adhoc Networks and Networking – Integrating Risk Profiles into Intrusion Prevention Systems to
Improve Predictive Intrusion Prevention

G
lo
ba

l 
Jo

ur
na

l 
of
 C

om
pu

te
r 
Sc

ie
nc

e 
an

d 
T
ec

hn
ol
og

y 
( 
E 

) 
X
X
II
I 
Is
su

e 
II
I 
V
er
si
on

 I
 

 Y
ea

r 
20

23

18

© 2023 Global Journals



suggested that alert characteristics can effectively 
depict trends in certain security concerns, thereby 
serving as indicators of security performance. This 
paper focuses more on indicators of security 
performance versus the ability to pro-actively identify 
and remediate risk within the network. 

The research [22] introduced a system called E-
NIPS (Event-based Network Intrusion Prediction System) 
that went beyond the capabilities of intrusion detection 
systems (IDSs) by not only detecting attacks but also 
predicting future potential attacks. The system was 
designed to partition network penetration scenarios into 
multiple phases based on the sequence of events 
during an attack. Each phase consisted of attack 
classes that served as precursors to attack classes in 
the subsequent phase. Attack classes represented sets 
of attacks with similar objectives, enabling generalization 
of network penetration scenarios and reducing the 
prediction engine’s workload. The prediction of future 
attacks was based on the detection of attack classes in 
earlier phases of a penetration scenario. The proposed 
automatic intrusion prediction system aimed to provide 
critical time for network fortification, alert network 
administrators about possible attacks, and mitigate the 
damage caused by attacks. 

III. Methodology 

The methodology of the proposed solution is 
envisioned within the context of an enterprise network. 
Two main approaches would be considered. 

Approach 1: whereby the Axiom Theory predictive 
intrusion prevention system is placed before the enter- 
prise’s edge firewall as the first line of defence. 

Approach 2: whereby the Axiom Theory predictive in- 
trusion prevention system is placed after the enterprise’s 
edge firewall as the second line of defence. 

 

• Policy Based - Intrusion Prevention- This method 
employs security policies defined by the enterprise 
and blocks activity that violates those policies. This 
requires an administrator to set up and configure 
security policies. 

There would also be to a lesser extent some 
elements of 2 other types of intrusion prevention 
techniques known as. 

•
 

Signature Based - Intrusion Prevention -
 
This method 

matches the activity to signatures of well-known 
threats. However, one of the main drawbacks to this 
method is that it can only stop previously identified 
attacks and won’t be able to recognize new ones.

 

•
 

Anomaly-based - Intrusion Prevention - This method 
monitors for abnormal behavior by comparing 
random samples of network activity against a 
baseline standard. It is more robust than signature-
based monitoring, but it can sometimes produce 
false positives. 

However, the principle reason for utilizing a 
policy-based technique is due to the fact that the Axiom-
Based approach for risk categorization acts as the first 
layer of defence before reaching the enterprise’s firewall 
according to Approach 1. The following figure 1 is an 
example of an enterprise network layout.

 

Fig. 1:
 
Showing an Enterprise Network Setup

 

Approach 1
 

With the implementation of Approach 1, the 
enterprise network would now contain a change to the 

topology specifically between the internet and the 
firewall as shown in the below figure 2:
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The primary technique of intrusion prevention 
utilized within this context is known as.



Fig. 2: Showing an Enterprise Network Setup - Approach 1 

This change is necessary as the IDPS would act 
as the first line of defence and begin filtering and 
categorizing network packets entering the Head Office 
of the enterprise. This therefore allows the firewall to 
undertake a policy-based approach to incoming network 
traffic as it can now add additional rule categories to 
allow/prevent network traffic with a risk score of a 
particular value. 

In this approach the IDPS would generate risk 
scores for incoming traffic and this in turn would be 
filtered to the firewall for processing and decision 
making for entry into the network. This alludes that the 
IDPS acts as the first-line of defence in the capacity of 
classifying incoming network traffic based on the 
defined Axioms, with the most generic axioms 
identifying malicious and anomalous packet behaviours 

and/or device types which are trying to send traffic to 
the internal network. 

In approach 1’s application of the axiom-based 
IDPS, the predictive capabilities are coined with the 
functions of the edge firewall to prevent attacks or 
malicious activity from causing harm to the network pro-
actively. This also forms the basis of next generation 
firewalls which integrate with Intrusion detection and 
prevention systems. 

Approach 2 
With the implementation of Approach 2, the 

enterprise network would now contain a change to the 
topology specifically between the edge firewall and the 
Enterprise network as shown in the below figure 3: 
 

Fig. 3: Showing an Enterprise Network Setup - Approach 3 

In this approach the IDPS acts as the second 
line of defence within the network and takes on the role 
of classifying risk and remediating accordingly as per 
risk apetite. Being the second line of defence means 
that there is a lesser chance of encountering network 
traffic that qualifies for any of the prescribed axioms. 
However, as the firewall aligns primarily with the Policy-

based method of intrusion detection, this scenario 
allows for the IDPS to leverage both the Signature based 
and Anomaly Based methods of intrusion prevention 
more. 

By leveraging both of these methods, it allows 
for the second line of defence within the network to 
continue performing background checks and/or 
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forensics whilst the firewall un- dertakes the majority of 
overhead in filtering and preventing malicious network 
traffic from entering. The combination of both the firewall 
and IDPS within this capacity also makes for a 
substantially stronger Network Architecture as the 
components work in parallel similar to next-generation 
firewalls. 

IV. Discussion 

In the ”Methodology” section, it was observed 
that two (2) main approaches were proposed for the 
usage of the Axiom Theory predictive intrusion detection 
and prevention within the context of an Enterprise 
Network. They consisted of: 

Approach 1: The Intrusion Detection and Prevention 
System was placed before the edge firewall, situated 
between the internet and the firewall as the first line of 
defence within the network. 

Approach 2: The Intrusion Detection and Prevention 
System was placed after the firewall, situated between 
the edge firewall and the enterprise network as the 
second line of defence within the network. 

Before delving further into both approaches 
however, the observations noted from the system 
implemented in [7] must be discussed. The paper [7] 
was noted as having a similar approach by way of 
establishing a risk score and categorizing Risk based on 
criteria of a heat map. Whilst the work was substantial, 
some stark differences and/or gaps were noted with 
respect to this approach and the proposed axiom 
solution: 

• The solution was developed primarily for predicting 
and mitigating cloud security events and to an 
extent non- cloud security events. 

• The solution was not easily deployable for varying 
Network Architectures such as VANETS, MANETS or 
peer to peer network as it required substantial meta-
data to calculate the risk score. 

• The solution requires considerable compute power 
for big data processing as it consists of 2 main 
modules for assessing the host’s vulnerabilities and 
monitoring attack preparations within the network 

• Whilst the method of acquiring information to 
generate the risk score was very detailed, a point 
noted in the score’s calculation was that the score 
would increase by 1 point for every scan performed 
on a network device. When observed this has the 
potential to skew the final Risk Score and 
subsequently skew the prediction results. 

The Axiom-Based Risk Profile approach 
answers the concerns and shortcommings of the 
aforementioned gaps not only within the situation of 
Mobile Ad-Hoc networks and Vehicular Ad-Hoc 
networks but by merit of the previously stated 
approaches 1 and 2 it is easily integrateable with 

differing Network Architectures. This is possible because 
of the light- weight but accurate nature of the solution, 
the original design was primarily catering to the security 
needs of infrastructure- less networks such as MANETS. 
The aforementioned approaches 1 and 2 were examples 
of its integration within an Enterprise Network setting to 
further enhance the proactive security risk mitigation 
capabilities. 

When observing Approach 1, it is noted that the 
role the proposed predictive IDPS (PIDPS) is more on 
the basis of classifying malicious/anomalous network 
behaviour, nodes and activities to inform the edge 
firewall. The predictive capability and pro-active 
prevention of network attacks is enforced by the              
egde firewall based on the Axiom criteria that it is 
allowed and prevented in its policy-based rule-sets 
which dictate the decision making process. In this 
approach the core function of the IDPS is predictive 
detection and informing for subsequent action-taking. 

However, Approach 1 can also be used in 
another dynamic whereby the overhead is utilized by the 
IDPS to not only observe and classify network events 
and behaviours but also to execute the pertinent actions 
required based on the network traffic risk-levels. By 
enforcing this strategy, much overhead is reduced on 
the firewall as the heavy processing occurs at the IDPS 
level firstly. Axiom theory, allows for the scalability of 
processing of the risk classification approach by adding 
to the pool of axioms for classifying data. In other words 
the IDPS can both proactively detect and prevent 
malicious and anomalous network activity without the 
intervention of the firewall. 

When observing Approach 2, it is noted that the 
role of the PIDPS centers on the basis of the traffic 
entering the network after passing through the edge-
firewall. The majority of traffic processing is handled by 
the edge-firewall. This means that risk classification 
would occur at the second layer of defence as opposed 
to the first, by this occurring, the PIDPS acts as a 
secondary control before traffic enters and leaves the 
network. This means that greater levels of forensics and 
data processing can occur in the background as most 
of the processing of incoming traffic is handled by the 
firewall. It also means that machine learning techniques 
for network data processing is much more feasible with 
this approach as the PIDPS can be utilized to further 
bolster the resilience of the Network’s Security posture 
and also form the basis for more accurate firewall 
ruleset updates based on new/emerging threats. 

Approach 2 also allows for the classification of 
risk per-taining to network traffic leaving the Enterprise 
network. This therefore means that in the event a 
malicious user was able to infaltrate the Enterprise’s 
network, the PIDPS is likely to identify this behaviour, 
classify and prevent from leaving the network and/or 
traversing the Network’s Architecture to infect or affect 
other Network devices and services. 
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V. Conclusion 

In conclusion, the research underscores the 
substantial benefits of incorporating the MANET Axiom 
Theory Risk Calculation methodology into the domain of 
Enterprise Networking. The comparative analysis 
revealed that both proposed approaches (1 and 2) of 
the Predictive Intrusion Detection and Prevention System 
(PIDPS) introduce an additional layer of control within 
the Enterprise’s Network. Furthermore, they effectively 
address the limitations identified in a cloud-based 
approach that employs a similar technique-deriving a 
risk score, categorizing risk, and leveraging this 
information to predict and prevent intrusions in a 
network. A standout feature of the Axiom-Theory 
approach is its notable adaptability and scalability. This 
characteristic allows its application to transcend the 
constraints of infrastructure-less networking, extending 
its utility to general networking topologies that comprise 
numerous network devices and software. This versatility 
implies that enhancing the predictive detection and 
prevention of network threats can be achieved with 
heightened accuracy and scalability, tailoring the 
methodology to meet the specific requirements of 
diverse networks. 

VI. Future Work 

The future trajectory of this research will involve 
the implementation of the proposed approaches to 
seamlessly integrate Axiom-Based Risk Calculation into 
a standard network architecture. This signifies a crucial 
advancement, serving as the next phase in augmenting 
the capabilities of "next-generation firewalls" to anticipate 
and thwart network intrusions. Beyond fortifying firewall 
capabilities, this endeavor is positioned as an essential 
system/methodology designed to rectify the deficiency 
of accurate risk-based data, which is pivotal for 
synergizing with impact-based data in the realm of 
Network Security. 

The overarching objective is to develop a 
functional model or prototype for implementation within 
an Enterprise Network. Subsequent to this development, 
rigorous testing will ensue to assess the accuracy of the 
generated results. This testing phase is integral in 
evaluating and quantifying the effectiveness of 
seamlessly integrating the innovative risk-based 
approach into the broader landscape of general 
networking. 
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We accept the manuscript submissions in any standard (generic) format.

We typeset manuscripts using advanced typesetting tools like Adobe In Design, CorelDraw, TeXnicCenter, and TeXStudio. 
We usually recommend authors submit their research using any standard format they are comfortable with, and let Global 
Journals do the rest.

Authors should submit their complete paper/article, including text illustrations, graphics, conclusions, artwork, and tables. 
Authors who are not able to submit manuscript using the form above can email the manuscript department at 
submit@globaljournals.org or get in touch with chiefeditor@globaljournals.org if they wish to send the abstract before 
submission.

Before and during Submission

Authors must ensure the information provided during the submission of a paper is authentic. Please go through the
following checklist before submitting:

1. Authors must go through the complete author guideline and understand and agree to Global Journals' ethics and code 
of conduct, along with author responsibilities.

2. Authors must accept the privacy policy, terms, and conditions of Global Journals.
3. Ensure corresponding author’s email address and postal address are accurate and reachable.
4. Manuscript to be submitted must include keywords, an abstract, a paper title, co-author(s') names and details (email 

address, name, phone number, and institution), figures and illustrations in vector format including appropriate 
captions, tables, including titles and footnotes, a conclusion, results, acknowledgments and references.

5. Authors should submit paper in a ZIP archive if any supplementary files are required along with the paper.
6. Proper permissions must be acquired for the use of any copyrighted material.
7. Manuscript submitted must not have been submitted or published elsewhere and all authors must be aware of the 

submission.

Declaration of Conflicts of Interest

It is required for authors to declare all financial, institutional, and personal relationships with other individuals and 
organizations that could influence (bias) their research.

Policy on Plagiarism

Plagiarism is not acceptable in Global Journals submissions at all.

Plagiarized content will not be considered for publication. We reserve the right to inform authors’ institutions about 
plagiarism detected either before or after publication. If plagiarism is identified, we will follow COPE guidelines:

Authors are solely responsible for all the plagiarism that is found. The author must not fabricate, falsify or plagiarize 
existing research data. The following, if copied, will be considered plagiarism:

• Words (language)
• Ideas
• Findings
• Writings
• Diagrams
• Graphs
• Illustrations
• Lectures
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• Printed material
• Graphic representations
• Computer programs
• Electronic material
• Any other original work

Authorship Policies

Global Journals follows the definition of authorship set up by the Open Association of Research Society, USA. According to 
its guidelines, authorship criteria must be based on:

1. Substantial contributions to the conception and acquisition of data, analysis, and interpretation of findings.
2. Drafting the paper and revising it critically regarding important academic content.
3. Final approval of the version of the paper to be published.

Changes in Authorship

The corresponding author should mention the name and complete details of all co-authors during submission and in 
manuscript. We support addition, rearrangement, manipulation, and deletions in authors list till the early view publication 
of the journal. We expect that corresponding author will notify all co-authors of submission. We follow COPE guidelines for 
changes in authorship.

Copyright

During submission of the manuscript, the author is confirming an exclusive license agreement with Global Journals which 
gives Global Journals the authority to reproduce, reuse, and republish authors' research. We also believe in flexible 
copyright terms where copyright may remain with authors/employers/institutions as well. Contact your editor after 
acceptance to choose your copyright policy. You may follow this form for copyright transfers.

Appealing Decisions

Unless specified in the notification, the Editorial Board’s decision on publication of the paper is final and cannot be 
appealed before making the major change in the manuscript.

Acknowledgments

Contributors to the research other than authors credited should be mentioned in Acknowledgments. The source of funding 
for the research can be included. Suppliers of resources may be mentioned along with their addresses.

Declaration of funding sources

Global Journals is in partnership with various universities, laboratories, and other institutions worldwide in the research 
domain. Authors are requested to disclose their source of funding during every stage of their research, such as making 
analysis, performing laboratory operations, computing data, and using institutional resources, from writing an article to its
submission. This will also help authors to get reimbursements by requesting an open access publication letter from Global 
Journals and submitting to the respective funding source.

Preparing your Manuscript

Authors can submit papers and articles in an acceptable file format: MS Word (doc, docx), LaTeX (.tex, .zip or .rar including 
all of your files), Adobe PDF (.pdf), rich text format (.rtf), simple text document (.txt), Open Document Text (.odt), and 
Apple Pages (.pages). Our professional layout editors will format the entire paper according to our official guidelines. This is 
one of the highlights of publishing with Global Journals—authors should not be concerned about the formatting of their 
paper. Global Journals accepts articles and manuscripts in every major language, be it Spanish, Chinese, Japanese, 
Portuguese, Russian, French, German, Dutch, Italian, Greek, or any other national language, but the title, subtitle, and 
abstract should be in English. This will facilitate indexing and the pre-peer review process.

The following is the official style and template developed for publication of a research paper. Authors are not required to 
follow this style during the submission of the paper. It is just for reference purposes.
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Manuscript Style Instruction (Optional)

• Microsoft Word Document Setting Instructions.
• Font type of all text should be Swis721 Lt BT.
• Page size: 8.27" x 11'”, left margin: 0.65, right margin: 0.65, bottom margin: 0.75.
• Paper title should be in one column of font size 24.
• Author name in font size of 11 in one column.
• Abstract: font size 9 with the word “Abstract” in bold italics.
• Main text: font size 10 with two justified columns.
• Two columns with equal column width of 3.38 and spacing of 0.2.
• First character must be three lines drop-capped.
• The paragraph before spacing of 1 pt and after of 0 pt.
• Line spacing of 1 pt.
• Large images must be in one column.
• The names of first main headings (Heading 1) must be in Roman font, capital letters, and font size of 10.
• The names of second main headings (Heading 2) must not include numbers and must be in italics with a font size of 10.

Structure and Format of Manuscript

The recommended size of an original research paper is under 15,000 words and review papers under 7,000 words. 
Research articles should be less than 10,000 words. Research papers are usually longer than review papers. Review papers 
are reports of significant research (typically less than 7,000 words, including tables, figures, and references)

A research paper must include:

a) A title which should be relevant to the theme of the paper.
b) A summary, known as an abstract (less than 150 words), containing the major results and conclusions.  
c) Up to 10 keywords that precisely identify the paper’s subject, purpose, and focus.
d) An introduction, giving fundamental background objectives.
e) Resources and techniques with sufficient complete experimental details (wherever possible by reference) to permit 

repetition, sources of information must be given, and numerical methods must be specified by reference.
f) Results which should be presented concisely by well-designed tables and figures.
g) Suitable statistical data should also be given.
h) All data must have been gathered with attention to numerical detail in the planning stage.

Design has been recognized to be essential to experiments for a considerable time, and the editor has decided that any 
paper that appears not to have adequate numerical treatments of the data will be returned unrefereed.

i) Discussion should cover implications and consequences and not just recapitulate the results; conclusions should also 
be summarized.

j) There should be brief acknowledgments.
k) There ought to be references in the conventional format. Global Journals recommends APA format.

Authors should carefully consider the preparation of papers to ensure that they communicate effectively. Papers are much 
more likely to be accepted if they are carefully designed and laid out, contain few or no errors, are summarizing, and follow 
instructions. They will also be published with much fewer delays than those that require much technical and editorial 
correction.

The Editorial Board reserves the right to make literary corrections and suggestions to improve brevity.
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Format Structure

It is necessary that authors take care in submitting a manuscript that is written in simple language and adheres to 
published guidelines.

All manuscripts submitted to Global Journals should include:

Title

The title page must carry an informative title that reflects the content, a running title (less than 45 characters together with 
spaces), names of the authors and co-authors, and the place(s) where the work was carried out.

Author details

The full postal address of any related author(s) must be specified.

Abstract

The abstract is the foundation of the research paper. It should be clear and concise and must contain the objective of the 
paper and inferences drawn. It is advised to not include big mathematical equations or complicated jargon.

Many researchers searching for information online will use search engines such as Google, Yahoo or others. By optimizing 
your paper for search engines, you will amplify the chance of someone finding it. In turn, this will make it more likely to be 
viewed and cited in further works. Global Journals has compiled these guidelines to facilitate you to maximize the web-
friendliness of the most public part of your paper.

Keywords

A major lynchpin of research work for the writing of research papers is the keyword search, which one will employ to find 
both library and internet resources. Up to eleven keywords or very brief phrases have to be given to help data retrieval, 
mining, and indexing.

One must be persistent and creative in using keywords. An effective keyword search requires a strategy: planning of a list 
of possible keywords and phrases to try.

Choice of the main keywords is the first tool of writing a research paper. Research paper writing is an art. Keyword search 
should be as strategic as possible.

One should start brainstorming lists of potential keywords before even beginning searching. Think about the most 
important concepts related to research work. Ask, “What words would a source have to include to be truly valuable in a 
research paper?” Then consider synonyms for the important words.

It may take the discovery of only one important paper to steer in the right keyword direction because, in most databases, 
the keywords under which a research paper is abstracted are listed with the paper.

Numerical Methods

Numerical methods used should be transparent and, where appropriate, supported by references.

Abbreviations

Authors must list all the abbreviations used in the paper at the end of the paper or in a separate table before using them.

Formulas and equations

Authors are advised to submit any mathematical equation using either MathJax, KaTeX, or LaTeX, or in a very high-quality 
image.

Tables, Figures, and Figure Legends

Tables: Tables should be cautiously designed, uncrowned, and include only essential data. Each must have an Arabic 
number, e.g., Table 4, a self-explanatory caption, and be on a separate sheet. Authors must submit tables in an editable 
format and not as images. References to these tables (if any) must be mentioned accurately.
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Techniques for writing a good quality computer science research paper:

1. Choosing the topic: In most cases, the topic is selected by the interests of the author, but it can also be suggested by the 
guides. You can have several topics, and then judge which you are most comfortable with. This may be done by asking 
several questions of yourself, like "Will I be able to carry out a search in this area? Will I find all necessary resources to 
accomplish the search? Will I be able to find all information in this field area?" If the answer to this type of question is 
"yes," then you ought to choose that topic. In most cases, you may have to conduct surveys and visit several places. Also, 
you might have to do a lot of work to find all the rises and falls of the various data on that subject. Sometimes, detailed 
information plays a vital role, instead of short information. Evaluators are human: The first thing to remember is that 
evaluators are also human beings. They are not only meant for rejecting a paper. They are here to evaluate your paper. So 
present your best aspect.

2. Think like evaluators: If you are in confusion or getting demotivated because your paper may not be accepted by the 
evaluators, then think, and try to evaluate your paper like an evaluator. Try to understand what an evaluator wants in your 
research paper, and you will automatically have your answer. Make blueprints of paper: The outline is the plan or 
framework that will help you to arrange your thoughts. It will make your paper logical. But remember that all points of your 
outline must be related to the topic you have chosen.

3. Ask your guides: If you are having any difficulty with your research, then do not hesitate to share your difficulty with 
your guide (if you have one). They will surely help you out and resolve your doubts. If you can't clarify what exactly you 
require for your work, then ask your supervisor to help you with an alternative. He or she might also provide you with a list 
of essential readings.

4. Use of computer is recommended: As you are doing research in the field of computer science then this point is quite 
obvious. Use right software: Always use good quality software packages. If you are not capable of judging good software, 
then you can lose the quality of your paper unknowingly. There are various programs available to help you which you can 
get through the internet.

5. Use the internet for help: An excellent start for your paper is using Google. It is a wondrous search engine, where you 
can have your doubts resolved. You may also read some answers for the frequent question of how to write your research 
paper or find a model research paper. You can download books from the internet. If you have all the required books, place 
importance on reading, selecting, and analyzing the specified information. Then sketch out your research paper. Use big 
pictures: You may use encyclopedias like Wikipedia to get pictures with the best resolution. At Global Journals, you should 

Figures

Figures are supposed to be submitted as separate files. Always include a citation in the text for each figure using Arabic 
numbers, e.g., Fig. 4. Artwork must be submitted online in vector electronic form or by emailing it.

Preparation of Eletronic Figures for Publication

Although low-quality images are sufficient for review purposes, print publication requires high-quality images to prevent 
the final product being blurred or fuzzy. Submit (possibly by e-mail) EPS (line art) or TIFF (halftone/ photographs) files only. 
MS PowerPoint and Word Graphics are unsuitable for printed pictures. Avoid using pixel-oriented software. Scans (TIFF 
only) should have a resolution of  at  least 350  dpi  (halftone)  or 700  to 1100 dpi              (line  drawings).  Please  give  the  data 
for figures in black and white or submit a Color Work Agreement form. EPS files must be saved with fonts embedded (and 
with a TIFF preview, if possible).

For scanned images, the scanning resolution at final image size ought to be as follows to ensure good reproduction: line 
art: >650 dpi; halftones (including gel photographs): >350 dpi; figures containing both halftone and line images: >650 dpi.

Color charges: Authors are advised to pay the full cost for the reproduction of their color artwork. Hence, please note that 
if there is color artwork in your manuscript when it is accepted for publication, we would require you to complete and 
return a Color Work Agreement form before your paper can be published. Also, you can email your editor to remove the 
color fee after acceptance of the paper.
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9. Produce good diagrams of your own: Always try to include good charts or diagrams in your paper to improve quality. 
Using several unnecessary diagrams will degrade the quality of your paper by creating a hodgepodge. So always try to 
include diagrams which were made by you to improve the readability of your paper. Use of direct quotes: When you do 
research relevant to literature, history, or current affairs, then use of quotes becomes essential, but if the study is relevant 
to science, use of quotes is not preferable.

10.Use proper verb tense: Use proper verb tenses in your paper. Use past tense to present those events that have 
happened. Use present tense to indicate events that are going on. Use future tense to indicate events that will happen in 
the future. Use of wrong tenses will confuse the evaluator. Avoid sentences that are incomplete.

11. Pick a good study spot: Always try to pick a spot for your research which is quiet. Not every spot is good for studying.

12. Know what you know: Always try to know what you know by making objectives, otherwise you will be confused and 
unable to achieve your target.

13. Use good grammar: Always use good grammar and words that will have a positive impact on the evaluator; use of 
good vocabulary does not mean using tough words which the evaluator has to find in a dictionary. Do not fragment 
sentences. Eliminate one-word sentences. Do not ever use a big word when a smaller one would suffice.

Verbs have to be in agreement with their subjects. In a research paper, do not start sentences with conjunctions or finish 
them with prepositions. When writing formally, it is advisable to never split an infinitive because someone will (wrongly) 
complain. Avoid clichés like a disease. Always shun irritating alliteration. Use language which is simple and straightforward. 
Put together a neat summary.

14. Arrangement of information: Each section of the main body should start with an opening sentence, and there should 
be a changeover at the end of the section. Give only valid and powerful arguments for your topic. You may also maintain 
your arguments with records.

15. Never start at the last minute: Always allow enough time for research work. Leaving everything to the last minute will 
degrade your paper and spoil your work.

16. Multitasking in research is not good: Doing several things at the same time is a bad habit in the case of research 
activity. Research is an area where everything has a particular time slot. Divide your research work into parts, and do a 
particular part in a particular time slot.

17. Never copy others' work: Never copy others' work and give it your name because if the evaluator has seen it anywhere, 
you will be in trouble. Take proper rest and food: No matter how many hours you spend on your research activity, if you 
are not taking care of your health, then all your efforts will have been in vain. For quality research, take proper rest and 
food.

18. Go to seminars: Attend seminars if the topic is relevant to your research area. Utilize all your resources.

7. Revise what you wrote: When you write anything, always read it, summarize it, and then finalize it.

8. Make every effort: Make every effort to mention what you are going to write in your paper. That means always have a 
good start. Try to mention everything in the introduction—what is the need for a particular research paper. Polish your 
work with good writing skills and always give an evaluator what he wants. Make backups: When you are going to do any 
important thing like making a research paper, you should always have backup copies of it either on your computer or on 
paper. This protects you from losing any portion of your important data.
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19. Refresh your mind after intervals: Try to give your mind a rest by listening to soft music or sleeping in intervals. This 
will also improve your memory. Acquire colleagues: Always try to acquire colleagues. No matter how sharp you are, if you 
acquire colleagues, they can give you ideas which will be helpful to your research.

6. Bookmarks are useful: When you read any book or magazine, you generally use bookmarks, right? It is a good habit 
which helps to not lose your continuity. You should always use bookmarks while searching on the internet also, which will 
make your search easier.



 

 
 

 

 

 

 

 

20. Think technically: Always think technically. If anything happens, search for its reasons, benefits, and demerits. Think 
and then print: When you go to print your paper, check that tables are not split, headings are not detached from their 
descriptions, and page sequence is maintained.

21. Adding unnecessary information: Do not add unnecessary information like "I have used MS Excel to draw graphs." 
Irrelevant and inappropriate material is superfluous. Foreign terminology and phrases are not apropos. One should never 
take a broad view. Analogy is like feathers on a snake. Use words properly, regardless of how others use them. Remove 
quotations. Puns are for kids, not grunt readers. Never oversimplify: When adding material to your research paper, never 
go for oversimplification; this will definitely irritate the evaluator. Be specific. Never use rhythmic redundancies. 
Contractions shouldn't be used in a research paper. Comparisons are as terrible as clichés. Give up ampersands, 
abbreviations, and so on. Remove commas that are not necessary. Parenthetical words should be between brackets or 
commas. Understatement is always the best way to put forward earth-shaking thoughts. Give a detailed literary review.

22. Report concluded results: Use concluded results. From raw data, filter the results, and then conclude your studies 
based on measurements and observations taken. An appropriate number of decimal places should be used. Parenthetical 
remarks are prohibited here. Proofread carefully at the final stage. At the end, give an outline to your arguments. Spot 
perspectives of further study of the subject. Justify your conclusion at the bottom sufficiently, which will probably include 
examples.

23. Upon conclusion: Once you have concluded your research, the next most important step is to present your findings. 
Presentation is extremely important as it is the definite medium though which your research is going to be in print for the 
rest of the crowd. Care should be taken to categorize your thoughts well and present them in a logical and neat manner. A 
good quality research paper format is essential because it serves to highlight your research paper and bring to light all 
necessary aspects of your research.

Informal Guidelines of Research Paper Writing

Key points to remember:

• Submit all work in its final form.
• Write your paper in the form which is presented in the guidelines using the template.
• Please note the criteria peer reviewers will use for grading the final paper.

Final points:
One purpose of organizing a research paper is to let people interpret your efforts selectively. The journal requires the 
following sections, submitted in the order listed, with each section starting on a new page:

The introduction: This will be compiled from reference matter and reflect the design processes or outline of basis that 
directed you to make a study. As you carry out the process of study, the method and process section will be constructed 
like that. The results segment will show related statistics in nearly sequential order and direct reviewers to similar 
intellectual paths throughout the data that you gathered to carry out your study.

The discussion section:

This will provide understanding of the data and projections as to the implications of the results. The use of good quality 
references throughout the paper will give the effort trustworthiness by representing an alertness to prior workings.

Writing a research paper is not an easy job, no matter how trouble-free the actual research or concept. Practice, excellent 
preparation, and controlled record-keeping are the only means to make straightforward progression.

General style:

Specific editorial column necessities for compliance of a manuscript will always take over from directions in these general 
guidelines.

To make a paper clear: Adhere to recommended page limits.

XVI

© Copyright by Global Journals | Guidelines Handbook



 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Mistakes to avoid:

• Insertion of a title at the foot of a page with subsequent text on the next page.
• Separating a table, chart, or figure—confine each to a single page.
• Submitting a manuscript with pages out of sequence.
• In every section of your document, use standard writing style, including articles ("a" and "the").
• Keep paying attention to the topic of the paper.
• Use paragraphs to split each significant point (excluding the abstract).
• Align the primary line of each section.
• Present your points in sound order.
• Use present tense to report well-accepted matters.
• Use past tense to describe specific results.
• Do not use familiar wording; don't address the reviewer directly. Don't use slang or superlatives.
• Avoid use of extra pictures—include only those figures essential to presenting results.

Title page:

Choose a revealing title. It should be short and include the name(s) and address(es) of all authors. It should not have 
acronyms or abbreviations or exceed two printed lines.

Abstract: This summary should be two hundred words or less. It should clearly and briefly explain the key findings reported 
in the manuscript and must have precise statistics. It should not have acronyms or abbreviations. It should be logical in 
itself. Do not cite references at this point.

An abstract is a brief, distinct paragraph summary of finished work or work in development. In a minute or less, a reviewer 
can be taught the foundation behind the study, common approaches to the problem, relevant results, and significant 
conclusions or new questions.

Write your summary when your paper is completed because how can you write the summary of anything which is not yet 
written? Wealth of terminology is very essential in abstract. Use comprehensive sentences, and do not sacrifice readability 
for brevity; you can maintain it succinctly by phrasing sentences so that they provide more than a lone rationale. The 
author can at this moment go straight to shortening the outcome. Sum up the study with the subsequent elements in any 
summary. Try to limit the initial two items to no more than one line each.

Reason for writing the article—theory, overall issue, purpose.

• Fundamental goal.
• To-the-point depiction of the research.
• Consequences, including definite statistics—if the consequences are quantitative in nature, account for this; results of 

any numerical analysis should be reported. Significant conclusions or questions that emerge from the research.

Approach:

o Single section and succinct.
o An outline of the job done is always written in past tense.
o Concentrate on shortening results—limit background information to a verdict or two.
o Exact spelling, clarity of sentences and phrases, and appropriate reporting of quantities (proper units, important 

statistics) are just as significant in an abstract as they are anywhere else.

Introduction:

The introduction should "introduce" the manuscript. The reviewer should be presented with sufficient background 
information to be capable of comprehending and calculating the purpose of your study without having to refer to other 
works. The basis for the study should be offered. Give the most important references, but avoid making a comprehensive 
appraisal of the topic. Describe the problem visibly. If the problem is not acknowledged in a logical, reasonable way, the 
reviewer will give no attention to your results. Speak in common terms about techniques used to explain the problem, if 
needed, but do not present any particulars about the protocols here.
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The following approach can create a valuable beginning:

o Explain the value (significance) of the study.
o Defend the model—why did you employ this particular system or method? What is its compensation? Remark upon 

its appropriateness from an abstract point of view as well as pointing out sensible reasons for using it.
o Present a justification. State your particular theory(-ies) or aim(s), and describe the logic that led you to choose 

them.
o Briefly explain the study's tentative purpose and how it meets the declared objectives.

Approach:

Use past tense except for when referring to recognized facts. After all, the manuscript will be submitted after the entire job 
is done. Sort out your thoughts; manufacture one key point for every section. If you make the four points listed above, you 
will need at least four paragraphs. Present surrounding information only when it is necessary to support a situation. The 
reviewer does not desire to read everything you know about a topic. Shape the theory specifically—do not take a broad 
view.

As always, give awareness to spelling, simplicity, and correctness of sentences and phrases.

Procedures (methods and materials):

This part is supposed to be the easiest to carve if you have good skills. A soundly written procedures segment allows a 
capable scientist to replicate your results. Present precise information about your supplies. The suppliers and clarity of 
reagents can be helpful bits of information. Present methods in sequential order, but linked methodologies can be grouped 
as a segment. Be concise when relating the protocols. Attempt to give the least amount of information that would permit 
another capable scientist to replicate your outcome, but be cautious that vital information is integrated. The use of 
subheadings is suggested and ought to be synchronized with the results section.

When a technique is used that has been well-described in another section, mention the specific item describing the way, 
but draw the basic principle while stating the situation. The purpose is to show all particular resources and broad 
procedures so that another person may use some or all of the methods in one more study or referee the scientific value of 
your work. It is not to be a step-by-step report of the whole thing you did, nor is a methods section a set of orders.

Materials:

Materials may be reported in part of a section or else they may be recognized along with your measures.

Methods:

o Report the method and not the particulars of each process that engaged the same methodology.
o Describe the method entirely.
o To be succinct, present methods under headings dedicated to specific dealings or groups of measures.
o Simplify—detail how procedures were completed, not how they were performed on a particular day.
o If well-known procedures were used, account for the procedure by name, possibly with a reference, and that's all.

Approach:

It is embarrassing to use vigorous voice when documenting methods without using first person, which would focus the 
reviewer's interest on the researcher rather than the job. As a result, when writing up the methods, most authors use third 
person passive voice.

Use standard style in this and every other part of the paper—avoid familiar lists, and use full sentences.

What to keep away from:

o Resources and methods are not a set of information.
o Skip all descriptive information and surroundings—save it for the argument.
o Leave out information that is immaterial to a third party.
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Results:

The principle of a results segment is to present and demonstrate your conclusion. Create this part as entirely objective 
details of the outcome, and save all understanding for the discussion.

The page length of this segment is set by the sum and types of data to be reported. Use statistics and tables, if suitable, to 
present consequences most efficiently.

You must clearly differentiate material which would usually be incorporated in a study editorial from any unprocessed data 
or additional appendix matter that would not be available. In fact, such matters should not be submitted at all except if 
requested by the instructor.

Content:

o Sum up your conclusions in text and demonstrate them, if suitable, with figures and tables.
o In the manuscript, explain each of your consequences, and point the reader to remarks that are most appropriate.
o Present a background, such as by describing the question that was addressed by creation of an exacting study.
o Explain results of control experiments and give remarks that are not accessible in a prescribed figure or table, if 

appropriate.
o Examine your data, then prepare the analyzed (transformed) data in the form of a figure (graph), table, or 

manuscript.

What to stay away from:

o Do not discuss or infer your outcome, report surrounding information, or try to explain anything.
o Do not include raw data or intermediate calculations in a research manuscript.
o Do not present similar data more than once.
o A manuscript should complement any figures or tables, not duplicate information.
o Never confuse figures with tables—there is a difference. 

Approach:

As always, use past tense when you submit your results, and put the whole thing in a reasonable order.

Put figures and tables, appropriately numbered, in order at the end of the report.

If you desire, you may place your figures and tables properly within the text of your results section.

Figures and tables:

If you put figures and tables at the end of some details, make certain that they are visibly distinguished from any attached 
appendix materials, such as raw facts. Whatever the position, each table must be titled, numbered one after the other, and 
include a heading. All figures and tables must be divided from the text.

Discussion:

The discussion is expected to be the trickiest segment to write. A lot of papers submitted to the journal are discarded 
based on problems with the discussion. There is no rule for how long an argument should be.

Position your understanding of the outcome visibly to lead the reviewer through your conclusions, and then finish the 
paper with a summing up of the implications of the study. The purpose here is to offer an understanding of your results 
and support all of your conclusions, using facts from your research and generally accepted information, if suitable. The 
implication of results should be fully described.

Infer your data in the conversation in suitable depth. This means that when you clarify an observable fact, you must explain 
mechanisms that may account for the observation. If your results vary from your prospect, make clear why that may have 
happened. If your results agree, then explain the theory that the proof supported. It is never suitable to just state that the 
data approved the prospect, and let it drop at that. Make a decision as to whether each premise is supported or discarded 
or if you cannot make a conclusion with assurance. Do not just dismiss a study or part of a study as "uncertain."

© Copyright by Global Journals | Guidelines Handbook

XIX



 

 

 

 

Research papers are not acknowledged if the work is imperfect. Draw what conclusions you can based upon the results 
that you have, and take care of the study as a finished work.

o You may propose future guidelines, such as how an experiment might be personalized to accomplish a new idea.
o Give details of all of your remarks as much as possible, focusing on mechanisms.
o Make a decision as to whether the tentative design sufficiently addressed the theory and whether or not it was 

correctly restricted. Try to present substitute explanations if they are sensible alternatives.
o One piece of research will not counter an overall question, so maintain the large picture in mind. Where do you go 

next? The best studies unlock new avenues of study. What questions remain?
o Recommendations for detailed papers will offer supplementary suggestions.

Approach:

When you refer to information, differentiate data generated by your own studies from other available information. Present 
work done by specific persons (including you) in past tense.

Describe generally acknowledged facts and main beliefs in present tense.

The Administration Rules

Administration Rules to Be Strictly Followed before Submitting Your Research Paper to Global Journals Inc.

Please read the following rules and regulations carefully before submitting your research paper to Global Journals Inc. to 
avoid rejection. 

Segment draft and final research paper: You have to strictly follow the template of a research paper, failing which your 
paper may get rejected. You are expected to write each part of the paper wholly on your own. The peer reviewers need to 
identify your own perspective of the concepts in your own terms. Please do not extract straight from any other source, and 
do not rephrase someone else's analysis. Do not allow anyone else to proofread your manuscript.

Written material: You may discuss this with your guides and key sources. Do not copy anyone else's paper, even if this is 
only imitation, otherwise it will be rejected on the grounds of plagiarism, which is illegal. Various methods to avoid 
plagiarism are strictly applied by us to every paper, and, if found guilty, you may be blacklisted, which could affect your 
career adversely. To guard yourself and others from possible illegal use, please do not permit anyone to use or even read 
your paper and file.
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Please note that following table is only a Grading of "Paper Compilation" and not on "Performed/Stated Research" whose grading 
solely depends on Individual Assigned Peer Reviewer and Editorial Board Member. These can be available only on request and after 
decision of Paper. This report will be the property of Global Journals Inc. (US).

Topics Grades

A-B C-D E-F

Abstract

Clear and concise with 
appropriate content, Correct 
format. 200 words or below 

Unclear summary and no 
specific data, Incorrect form

Above 200 words 

No specific data with ambiguous 
information

Above 250 words

Introduction

Containing all background 
details with clear goal and 
appropriate details, flow 
specification, no grammar 
and spelling mistake, well 
organized sentence and 
paragraph, reference cited

Unclear and confusing data, 
appropriate format, grammar 
and spelling errors with 
unorganized matter

Out of place depth and content, 
hazy format

Methods and 
Procedures

Clear and to the point with 
well arranged paragraph, 
precision and accuracy of 
facts and figures, well 
organized subheads

Difficult to comprehend with 
embarrassed text, too much 
explanation but completed 

Incorrect and unorganized 
structure with hazy meaning

Result

Well organized, Clear and 
specific, Correct units with 
precision, correct data, well 
structuring of paragraph, no 
grammar and spelling 
mistake

Complete and embarrassed 
text, difficult to comprehend

Irregular format with wrong facts 
and figures

Discussion

Well organized, meaningful 
specification, sound 
conclusion, logical and 
concise explanation, highly 
structured paragraph 
reference cited 

Wordy, unclear conclusion, 
spurious

Conclusion is not cited, 
unorganized, difficult to 
comprehend 

References
Complete and correct 
format, well organized

Beside the point, Incomplete Wrong format and structuring
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