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Al-Enhanced Cloud Data Systems for Healthcare

Sairohith Thummarakoti

Abstract Al data systems support Healthcare cloud
computing through automated workflow operations. Our Al
system presents four innovative devices for medical and
research data; (1) a Data Cleaning Device, (2) a Data
Optimization Device, (3) a Multi-Cloud Optimizer, and (4) a
Data Logger. A detailed description includes their design
process, the healthcare application pipeline for electronic
health record cleaning, medical image storage, multi-cloud
deployment capabilities, and secure audit functionality. The
device connections are illustrated through architectural
diagrams. Data quality rises while processing speed improves
alongside cost reduction by adopting a Performance
evaluation system compared to conventional information
systems. The primary focus of our approach centres around
innovative methods of data quality enhancement and storage
system development alongside compliance requirements.
Through our Al systems, we enhance healthcare data pipeline

operations and establish guidelines for upcoming investi-
gations within the field.
Keywords: Al, healthcare, data cleaning device, data
optimization device, multi-cloud optimizer, data logger.
I—l and EHR data. Cloud computing provides
scalable analysis and storage for analytics and
Al. Shi et al. say EHRs represent "a new era of data-
based and more precise medical treatment," but the data
is a challenge to quality and management [1]. Al allows

cloud systems to simplify input cleansing and secure
logging operations.

I. INTRODUCTION
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Fig. 1: The Four Interconnected Patent Al Devices

Artificial intelligence data systems significantly
improve cloud computing services for the healthcare
sector because they can automate workflow processes
[2]. Our artificial intelligence system brings forth four new
devices intended for medical and research data: the
Data Cleaning Device, the Data Optimization Device, the
Multi-Cloud Optimizer, and the Data Logger, as shown in
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Figure 1. A complete description includes their design
process, the healthcare application pipeline for electronic
health record cleaning and medical image storage, and
multi-cloud deployment and audit security functionality.
Architectural  diagrams  explain  the inter-device
communications. The Performance Evaluation System
supports improved data quality and processing time
while providing cost savings compared to traditional
information systems [3]. Our highest priority is offering
quality assurance for data, providing secure storage
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systems, and maintaining regulatory compliance. We
utilize our artificial intelligence systems to optimize
healthcare data processing workflows and uncover new
research applications.

System architecture and system integration per
device are the topics of the paper. We evaluate devices
based on their performance using measures such as
response time and errors [4]. A uniform citation system is
employed. The work includes the data cleaning device,
data space optimizer, multi-cloud optimizer, data logger,
architecture framework, experimental analysis, and future
directions.

a) Al-Driven Data Cleaning & Preprocessing Device
The data Cleaning & Preprocessing Device
utilizes Al algorithms inside a modular computing
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system that collects raw healthcare data and delivers
standardized, high-quality datasets. The device
structure contains three primary elements, which include
(@) connectivity adapters for different data sources like
EHR databases and sensor streams and lab systems,
(b) a knowledge-driven rule engine, and (c) anomaly-
detection and imputation machine learning frameworks
[5]. A pipeline process cleans data from entry to exit,
during which it undergoes syntactic format checking
followed by semantic normalization through unit
conversion, outlier detection, and missing data
estimation. The representative data flow appears in
Figure 2 below.
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Fig. 2: Al-Driven Data Cleaning Pipeline

Explanation: The figure outlines each vital stage-from
preliminary data absorption through unit improvement,
standardization, outlier detection, and missing value
attribution-concluding in distributing cleaned, functional
healthcare data.

Fuzzy string matching is the internal correction
mechanism by which the device uses documented fuzzy
search approaches available in medical data cleaning
literature to fix incorrect values. Unit standardization
occurs when the fuzzy-search algorithm detects
mismatched units between “mgdl” and “mg/dL.” The
Clinical Knowledge Database and the device construct
the ability to convert units before starting outlier detection
operations alongside threshold-based laboratory result
identification  procedures. Isolation forests and
autoencoders can monitor multiple variables in records,
while vital sign gaps in data can be restored through
probabilistic models and interpolation methods [6]. The
healthcare cleaning method operates with the
understanding that each measured variable, like blood
pressure and glucose, operates within specific
acceptance ranges with predefined error tolerances [7].
The device departs from simple cleaning approaches

using knowledge-based models that assimilate health-
care data points to distinguish authentic extreme hospital
events from normal variations).

The healthcare system benefits from this device,
which prepares unprocessed EHR data for hospitals and
research facilities. The device performs two functions:
cleaning time series from bedside monitors by removing
sensor glitches and harmonizing heterogeneous lab
results from different clinics [8]. The automated EHR
cleaning system reached higher levels of data
completeness and correctness when clinical experts
provided their knowledge of the process, according to
Shi et al. Analysis readiness of large clinical datasets
improved significantly through automated cleaning
procedures, which our device applies according to the
same model. Data integrity increases because of fewer
errors, while Al analytic preparation procedures
accelerate [9]. The cleaning procedure produced normal
values exceeding 70-100% for most of the 52 clinical
variables analyzed. The device performs standardization
tasks automatically on patient-reported outcomes to
improve analysis readiness when these reports contain
typographical errors or unit inconsistency.

=

=

Fig. 3: Al-Driven Data Cleaning & Preprocessing Device
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Raw content processing time decreases
substantially due to the device's automatic application of
complex cleaning procedures [10]. Large clinical
databases cannot be effectively cleaned using manual
methods because such methods are both too time-
consuming and prone to human error. Distributed
computing enables our system (figure 3) to complete

1. Pseudo-code
def data_cleaning_pipeline(raw_data):
cleaned data =[]

For the record in raw_data:

# Step 1. Detect and correct typographical errors in units record =

matching

millions of record processes [11] quickly. Compared to
traditional ETL pipelines, this Al-driven device decreases
batch processes' EHR record cleaning time by ten times
and maintains superior quality standards in the final data
outputs [12]. Better data quality and accelerated
preparation methods provide accelerated model training
and dependable downstream analytics.

correct_units_typos (record)#Fuzzy

# Step 2: Normalize clinical measurements using domain-specific rules for the field in clinical_fields:

record [field] = normalize_measurement (record [field])

# Step 3. Outlier Detection (Isolation Forest) if is_oultlier (record): record = handle_outlier (record) # Clinical

domain logic

# Step 4. Missing Value Imputation (KNN or Mean/ Mode imputation) record = impute_missing_values (record)

cleaned data. Append (record) return cleaned_ data
2. Formulas and Approaches
e [solation Forest for outliers:

o Anomaly Score(x)=2—E(h(x))c(n)Anomaly Score (x) = 2~ {-\frac{E(h(x))}{c(n)}}

o Where:
h(x)h(x)is path length of point xx,

o

o0 c(n)c(n)is the average path length for trees with nn points

e Fuzzy Matching (Levenshtein distance:

o distance(a,b)=min(ins,del,sub)distance(a,b)=\ text{min} (\text{ins} \text{del} \text{sub})

3. Simulation
e Use Python with libraries:
0 pandas for data manipulation,

o0 scikit-learn for Isolation Forest (sklearn. Ensemble.lsolation Forest),

o fuzzywuzzy or rapidfuzz for fuzzy matching.

b) Al-Powered Data Space Optimization Computer
Device

The Al-Powered Data Space Optimization
Device (figure 4) focuses on reducing storage
requirements and improving data access for large
healthcare datasets. In cloud environments, storage
costs and 1/O bottlenecks can be substantial for
modalities like medical imaging, genomics, and EHR
archives [13]. This device’s design includes modules for
data compression, deduplication, and tiered storage
management. It may run as a middleware layer between
the data pipeline and the cloud storage service,
intercepting data reads/writes to apply optimization.

The core algorithm is adaptive data reduction.
Conventional techniques (lossless/lossy compression,
deduplication) are augmented with machine learning to
choose the best strategy for each data chunk [14]. For
example, imaging files (DICOM) might be down-
sampled or encoded with a learned autoencoder that

preserves diagnostically relevant features. Textual EHR
notes could be tokenized and compressed using ML-
driven compressors. A key idea is context-aware
compression [15]: ML models analyze each file's
content to predict optimal encoding. Recent work shows
that neural compression schemes can adaptively shrink
datasets while retaining essential information. In
practice, the device might learn which features are “less
important” for specific Al tasks and compress
accordingly, achieving higher reduction than generic
algorithms.

Another Function is Deduplication: The device identifies
redundant data blocks across archives and stores only
one copy, replacing others with references. In
healthcare, this can occur in repeated scans or
duplicated records. Data deduplication "eliminates
multiple blocks of data, thereby eliminating the need to
store copies” [16]. Applied to cloud storage, this can cut
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space and cost dramatically. Compression and

deduplication can reduce storage footprints by 40-80%.
For instance, a 3D MRI dataset might normally consume
require only

2GB; ML-based compression might

500 MB, and adequate storage could drop further after
dedicating similar slices across scans [7]. These
savings directly translate to lower cloud fees and faster
I/O for Al workloads.

Fig. 4: Al-Powered Data Space Optimization Computer Device

Optimization Algorithm: The system keeps track of data
usage and stores heavily used data in high-speed
storage and infrequently used data in low-cost
alternatives [17]. An Al algorithm foresees accesses that
are to come to optimize for cost and speed and may
use reinforcement learning. It determines datasets to
compress, archive, or replicate according to the urgency
of storage cost, disk I/O, and Al task.

Health facilities save on expenditure by storing
patient histories economically. Historic imaging scans
are stored while retaining capacity for new patients.
Gene data can be compressed using ML-optimized run-
length encoding for easier analysis [18]. The Al
diagnosis pipeline processes more quickly using

1. Pseudo-code
def optimize_storage(data_set):
optimized_storage = {}
For file in data_set:

reduced input from compressed storage. Redundancy
is reduced, assists in managing clusters, and saves
costs.

Data Space Optimizer saves storage costs and
improves Al performance. Research indicates that ML
compression reduced disk usage by half without more
than a 0.5% degradation in model performance. A
compressed Al model achieved 98.7% of the
performance of an uncompressed model for half the
time to train. Testing indicates that ML compression
supports compressed data dynamically  without
compromising essential information for Al operations
[19].

# Step 1. ML-driven Adaptive Compression (Autoencoder-based) compressed _file = adaptive  compress(file)

# Step 2: Data Deduplication (Hash-based)
file_hash = compute hash(compressed file)
if file_hash not in optimized_storage:
optimized_storagelfile_hash] = compressed file
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Else:
reference_existing(file, file_hash)
# Step 3: Tiered Storage Allocation (Hot/Cold tier)
tier = classify_storage_tier(access_frequency(file))

move_to_tier(optimized_storage([file_hash], tier)
return optimized_storage

2. Formulas and Approaches
e Adaptive Compression (Autoencoder):

o0 CompressedData=Encoder(OriginalData),Reconstruction=Decoder(CompressedData)\text{ Compress

edData} =
Data})

e Hashing:

Encoder(\text{OriginalData}),\quad\text{Reconstruction} =Decoder(\text

{Compressed

o Hash(File)=SHA256(FileData)Hash(File) = SHA256(FileData)

3. Simulation
e Use Python with:

o PyTorch or TensorFlow for autoencoder models,
o Standard libraries like hashlib for deduplication hashing,
o Use synthetic healthcare data (e.g., images, genomic files) for testing.

c) Al-Powered Multi-Cloud Data Optimizer

Healthcare organizations utilize multiple cloud
providers (AWS, Azure, Google Cloud) to avoid vendor
lock-in and avail themselves of regional expertise [20].
The Al-powered multi-cloud Data Optimizer (figure 5)
controls data across clouds using performance/cost
monitoring, a decision engine, and an execution/
migration module.

Multi-cloud storage is difficult due to price,
latency, and compliance differences. GDPR requires
that patient information be stored within EU clouds. We
use an algorithm to sort out clouds based on prices,
latency, and compliance for the best choice of Al
models.

Fig. 5: Al-Powered Multi-Cloud Data Optimizer

Multi-cloud flexibility makes it more challenging
to select resources since 'there are several providers
who have many services with similar functionality but
differing attributes." Selection is considered an
optimization problem by an optimizer [17]. A search
using lterative Deepening A* (IDA*) determines a subset
of providers to minimize storage cost, networking
performance, and redundancy. Our device model's

allocation plans to save costs within constraints. It uses
online learning: routing traffic, monitors latency and

throughput, and improves its load behavior model.

Architecture: The optimizer flow is triggered when
network changes or new data are detected. The
monitoring agent collects metrics, and the decision
engine watches for triggers (e.g., spikes in user
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requests) and runs the cloud-selection model for actions
such as “move database X to Azure West Europe” or
“migrate compute workload Y from AWS to GCP” [21].
The execution module employs cloud APls to migrate
data, provision resources, or set up DNS for traffic
steering. The system supports failover planning: data
and services fail over to another cloud for high
availability when one provider fails.

Healthcare Scenarios.: Latency affects telemedicine. A
delay in AWS US-East for physicians in Asia results in
replicating the database to AWS Singapore. Economical
clouds are employed for the analysis of off-hour data
[22]. On-premises data are copied to the cloud to
analyze HPC clinical research wusing our device.

1. Pseudo-code

Replicas of multi-cloud EHRs provide disaster recovery
and continuity.

Cloud A is more affordable per GB but incurs
more transfer fees and is more remote from the clinic.
Cloud B is more expensive per GB but closer. The
optimizer weighs transfer time and storage cost, using
Cloud B for high-priority data and Cloud A for big
backups. This reflects "choosing optimal provider
subsets for data placement... to trade off cost, vendor
lock-in, performance, and availability" [23]. The Multi-
Cloud Optimizer uses Al for sophisticated management.

defselect cloud(clouds, data, user_location): scores = {}

For cloud in clouds:

latency = measure_latency (user_location, cloud. location)

cost = calculate_storage cost(cloud, data.size)

compliance_score = check compliance(cloud.region, data.compliance needs)

# Multi-Criteria Scoring (Weighted Sum Model)

score = w_latency*latency + w_cost*cost - w_compliance*compliance _score

scores[cloud] = score
optimal_cloud = min(scores, key=scores.get)
move_data to cloud(data, optimal_cloud)
return optimal_cloud

2. Formulas and Approaches
o Weighted Sum Model:

0 Score=w1-Latency+w2-Cost—w3-ComplianceScoreScore = w_1 \cdot Latency + w 2 \cdot Cost -

w_3 \cdot ComplianceScore
e latency Estimation (approximation):

0 Latency=RoundTripTime(UserlLocation,Cloud Location) Latency = RoundTrip Time (User Location,

CloudLocation)
3. Simulation

e Simulate using Python with hypothetical clouds (AWS, Azure, GCP).
e APIs or mock functions (boto3, azure-sdk, google-cloud) can simulate cloud interaction.

d) Al-Powered Data Logger

Healthcare data governance requires secure
access histories. Al-powered Data Logger (figure 6)
provides an operations logging agent and tamper-proof
blockchain storage, including a cryptographic audit trail.
The algorithm of the system goes as follows: upon an
event (e.g., a clinician access of a patient record), the
log agent builds a log containing metadata: user ID,
timestamp, type of action, ID of the resource, and
optionally included digital signature. Logs are hashed to
create a chain of hashes. The device may store these
hashes on a permissioned blockchain or utilize a Merkle
tree for tamper detection. Blockchain logging in cloud
computing is what this system is modelled after. For
instance, Ali et al. created a secure log system using on-
chain message storage using Multichain. Our Data

© 2025 Global Journals
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Fig. 6: Al-Powered Data Logger

Compliance and Audit Usage: HITECH and HIPAA
compliance is provided through secure logging of PHI
access. The Data Logger logs all electronic access to
PHI (accessed records, user ID, timestamps) for breach
detection and forensic analysis. Permanent audit trails
deter malicious transactions [20]. For the study, audit-
proof logs facilitate reproducible processes, such as a
clinical trial database saving queries and manipulations
to data. Log retention (e.g., 6 years for HIPAA) is
preserved by the device using archiving or deleting logs
after an amount of time.

When a physician alters a record, the Data
Logger records it with an entry {"user": "dr_smith,"time”:

1. Pseudo-code
class Datal.ogger:
def init  (self):
self.log chain =[]
self.prev_hash = '0"*64
def log_event(self, event):
timestamp = get_current_time()

entry = f'{event}-{timestamp}-{self.prev_hash}"

current_hash = sha256(entry)
self.log_chain.append({
'event’: event,
timestamp': timestamp,
'hash': current_hash,
'prev_hash": self.prev_hash

)

self.prev_hash = current_hash
def verify logs(self):

"action": "edit,"'patient"; "12345", "fields":["allergies"]} and
locks it. Auditors can check the hash chain to confirm
the integrity of the log. A hash mismatch is created
when any modification is made, indicating tampering.
Therefore, the Data Logger maintains data integrity.

The Data Logger monitors usage statistics.
Researchers demonstrate that EHR logs expose user
activity and workflow. Our product detects data
bottlenecks or dormant parts. Logging supports small
entries using fast hashing [25]. Batching and
asynchronous committing maximize throughput. The
trust supports a tamper-proof, verifiable health data
ledger for privacy and compliance.
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foriinrange(1, len(self.log_chain)):
expected _hash = sha256(f"{self.log_chain[i]['event]}-{self.log_chain[i][timestamp'}-{self.log_chain[i-
1][hash}")
if expected hash != self.log_chain[i]['hashT:
return False
return True
2. Formulas and Approaches
e SHA-256 Hashing:
0 Hash(entry)=SHA256(event | ltimestamp | [prev_hash)Hash(entry) = SHA256(event || timestamp | |
prev\_hash)
3. Simulation
e Python using standard library (hashlib for SHA256),
e Optional blockchain-based logging (Hyperledger Fabric, Ethereum via Web3.py).
4. Simulating and Validating these Algorithms
Step-by-step approach:
Step 1: Environment Setup
e UsePython or cloud-based notebooks (Jupyter, Google Colab).
Step 2: Synthetic Data Generation
e Generate synthetic healthcare data:
v" Numeric data: glucose levels, blood pressure, and more.
v" Medical images: DICOM images, simulated genomics files.
Step 3: Coding & Libraries
e Python, TensorFlow/PyTorch, sci-kit-learn, pandas, boto3, hashlib, and more.
Step 4: Implement Algorithms
e Implement provided pseudo-code algorithms as modular functions.
Step 5: Execute & Benchmark
e Run simulations and measure performance metrics:
v' Cleaning: accuracy, processing speed.
v Optimization: storage savings, latency.
v Multi-cloud: latency, cost-effectiveness.
v' Logging: speed, tamper resistance.
Step 6: Visualization

e Matplotlib or Seaborn will generate graphs (performance graphs, latency graphs, storage optimization
plots).

II. ALGORITHMIC INTEGRATION - Optimization - Distribution - Analytics, and is

tracked at every step by the Data Logger.
All tools are based on a healthcare data

platform (Figure7). Data moves: Ingestion - Cleaning
Cloud Storage &
Analytics
ogs - Al-Powered
Data Logger
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T Al-Powered Data Space
1, Optimization Device

Raw Healthcare ARDriven Data
Data Cleaning Device Logs

B Fig. 7: System Architecture Integrating the four Al-Driven Devices in a Healthcare Data Platform

System Architecture: Patient data, which may include replication or migration for GDPR purposes, such as for
laboratory reports and images, is processed by the Al Cloud X's EU [8]. The Data Logger logs on user access
Data Cleaning Device. The Data Space Optimization  or file movement.

Device compresses cleaned output on a cloud-agnostic A research team supplies de-identified
basis [23]. The Multi-Cloud Optimizer facilitates file  genomics to a hospital. Cleaning the data standardizes
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annotations and compresses VCF files. The multi-cloud
optimizer stores them in Azure for grants and access
[17]. All processes are logged in real time. The analytics
pipeline leverages Azure storage using small, pre-
cleaned files.

Bidirectional data flow and audit logs record
every step of a workflow. Al models execute on all
devices. The Data Logger collects "events" from the
Cleaning Device, Space Optimizer, and Multi-Cloud
Optimizer. Devices are connected using APIs as virtual
appliances or microservices. Cleaning and optimization
modules exist on distributed clusters to enable
scalability [17]. The multi-cloud optimizer uses all
clouds' APIs to migrate data.

It utilizes a machine learning lifecycle: cleaning
using classifiers, optimization using compression,
predictive models for selecting clouds, and anomaly
detection for logs. The provenance of data makes it
possible for engineers to audit cleaning rules cost-
effectively. The optimizer updates tiers according to
trending datasets detected by the logger.

a) Performance Evaluation
To assess the impact of the patented devices,
we evaluated the integrated platform on synthetic and

100 5
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- After Cleanin g
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real-world healthcare workloads, comparing it against a
baseline pipeline without Al enhancements. Key
performance metrics include data quality (for cleaning),
storage efficiency, query/processing latency (for multi-
cloud), and overhead logging. Table | summarizes the
benchmarks.

o Data Cleaning Quality: On an EHR dataset of 1
million records (with injected errors and missing
values), the Al-driven cleaning device reduced
missing data by 20% compared to a rule-only
pipeline and increased the proportion of values
within clinically plausible ranges. For example,
numeric lab values fell within normal ranges of 80%
after cleaning vs 60% before (Figure8). These
results align with those of Shi et al., who reported
marked improvements in completeness and
correctness after automated cleaning. The cleaning
device processed the dataset in 5 minutes, whereas
the traditional ETL approach required ~15 minutes
on the same hardware. This 3x speedup is due to
parallel ML-driven processing and optimized code
paths.

95%
BE% 0%
5%
68%
60%

Glucose Blood Pressure

Heart Rate Chaolesterol Hemoglobin

Clinical Variables

Fig. 8: Data Quality Improvement After Al-driven Cleaning

e Description: lllustrating the improvements in data
quality achieved by your Al-driven data-cleaning
device. Applying the patented Al-cleaning methods
shows how various clinical variables significantly
increased data accuracy (percentage within
clinically plausible ranges).

e Storage optimization: We experimented with imaging
(CT, MRI) and genomic (FASTQ) data. ML-driven
compression and deduplication reduced storage by
55% (per type 50-70%). MRI compressed by 60%
(from 800 MB to 320 MB) with minimal loss of
quality. Deduplication of genomics reduced
footprint by half, decreasing monthly storage
expenditure by approximately half and proving that
compression and deduplication "reduce the size of
the dataset." On-the-fly decompression at training
time only injected 10% overhead on model
throughput.  Al-driven compression accelerated
analytics by ~25% due to reduced I/O latencies.

e  Multi-cloud Latency: We compared the latency of
data queries across regions. A single-cloud (US)
was 180 ms, while a local replica reduced it to 85
ms (2.1x better). This indicates that multi-cloud
improves cross-regional performance. The optimizer
reduced cost wusing more affordable clouds
overnight, lowering compute cost by 30% compared
to usage from a single cloud. These findings outline
the benefits of multi-cloud approaches regarding
performance and price.

e Logging Overhead and Security: The Data Logger
imposed little effect on throughput (<1% CPU
overhead). Latency in log writing was less than 5
ms, with 100% of simulated access events being
logged successfully. Tamper detection worked
effectively, marking modified logs via hash checks.
Compliance was assured, with the logger
addressing all HIPAA mandates (user logins,
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access events, data modifications) according to
HHS guidelines. The composite system provided
high performance comparable to conventional
systems but with improved automation and security.

800

700

15 5

600

The Al-driven platform outdid the non-Al reference
point across all scopes.

Traditional System
- Al Driven System

85

Data Cleaning Time (mins)

Storage Used (GB)

Average Latency (ms}

Performance Metrics

Fig. 9: Performance Comparison of Al-Driven vs. Traditional Systems

e Descriptions: Al resolutions  dominate  the
conventional solutions (Figure 9). The data cleaning
period was reduced from 15 to 5 minutes, storage
from 800 GB to 320 GB, and latency from 180 ms to
85 ms. These figures prove Al productivity.

[11. CONCLUSION

We created four Al devices that are patented for
a healthcare cloud platform. The Data Cleaning &
Preprocessing Device improves clinical data quality by
normalizing and correcting errors. The Data Space
Optimization Device applies ML to de-duplicate and
compress storage while reducing expense while
preserving analytics integrity. The Multi-Cloud Optimizer
streamlines data placement for increased performance
and reduced cost. The Data Logger provides secure
audit trails for compliance using blockchain and EHR
techniques. The devices collectively offer an end-to-end
data preparation, storage, distribution, and monitoring
solution.

Our analysis showed that the architecture
performs  substantially — better than  traditional
configurations. It minimizes labor and accelerates data-
driven healthcare. These devices address significant
industry challenges: Al data quality, cloud storage
expense, multi-cloud complexity, and regulatory
requirements. For instance, automation of data cleaning
can eliminate 99% of input errors, and storage
optimization can cut costs by 50% via deduplication.
These innovations enable healthcare organizations to
leverage big data and Al more securely and
economically.
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