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and Particle Swarm Optimization was employed for feature selection. This hybrid method ensures that only the most relevant and

impactful features are retained, optimizing the overall performance of the detection system. The selected features were used to train

different machine-learning models. Among these, Logistic Regression delivered 99% accuracy, a significant result. However, three

other machine learning algorithms outperformed it, achieving even higher accuracy, highlighting their superior ability to classify

fake news accurately. This research aims to contribute to the ongoing fight against fake news by providing a reliable and efficient

detection system that can help mitigate its negative effects on society.
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1. Introduction

T he advent of the digital age has revolutionized the way news
is produced, accessed, and consumed. Social media platforms,

blogs, and other online channels have become primary sources
of information, offering unparalleled accessibility. However, this
transformation has introduced a significant challenge—the rapid
proliferation of fake news. Fake news, defined as deliberately
fabricated or misleading information intended to deceive readers,
poses severe societal risks. Its potential to manipulate public
opinion, distort political processes, and deepen social divides is
well-documented, particularly during critical events like elections,
public health crises, and social movements [2]. The urgency to
detect and mitigate the spread of fake news necessitates the devel-
opment of efficient and accurate detection frameworks. Detecting
fake news involves analyzing large-scale textual data to differenti-
ate between authentic and fabricated content. A crucial step in this
process is feature selection, which involves identifying the most
relevant and impactful features from the dataset [3]. Effective fea-
ture selection not only improves the accuracy of machine learning
models but also reduces computational overhead. However, in
high-dimensional textual datasets, traditional feature selection
methods often struggle to identify meaningful features due to their
inherent limitations, including inefficiency and susceptibility to
suboptimal performance in dynamic environments [4]. In this

study, advanced optimization techniques are employed to address
the challenges of feature selection in fake news detection. These
techniques fall under the umbrella of Evolutionary Computation,
which encompasses a range of optimization techniques inspired by
natural processes, such as biological evolution and social behavior.
These techniques are generally divided into two main categories:
Evolutionary Algorithms and Swarm Intelligence. Evolutionary Al-
gorithms are a type of optimization technique based on principles
of natural evolution [5]. Swarm Intelligence, on the other hand,
refers to optimization techniques inspired by collective behavior
in natural systems, such as the behavior of social animals [6]. Both
of these categories are designed to solve complex optimization
problems by mimicking natural processes, though they operate
in different ways. Evolutionary Algorithms, inspired by natural
evolutionary processes, have emerged as a powerful tool for fea-
ture selection, offering adaptive and robust solutions for complex
problems [7]. These algorithms mimic biological processes such
as selection, mutation, and crossover to evolve a population of
potential solutions over time. Genetic Algorithms, a well-known
subclass of EAs, have been particularly successful in feature
selection tasks due to their ability to explore large and complex
search spaces efficiently [8]. In Genetic Algorithm, a population of
candidate solutions is evolved over successive generations,with the
fittest individuals selected for reproduction based on their ability
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to meet the problem’s objectives. This iterative process of selection,
crossover, and mutation enables Genetic Algorithm to explore
diverse solutions and avoid local optima, making them well-suited
for feature selection in high-dimensional datasets [9]. Despite their
strengths, Genetic Algorithms face certain limitations [10]. One
significant challenge is their tendency to prematurely converge
to suboptimal solutions, especially when the search space is large
or the problem is highly complex [10]. This issue arises because
Genetic Algorithm may focus on a limited subset of features early
in the search process, reducing the diversity of the population and
hindering further exploration of the solution space.
To address the limitations of Genetic Algorithm, Swarm In-

telligence techniques, particularly Particle Swarm Optimization
(PSO), have gained popularity for feature selection. Inspired by the
collective behavior of social organisms such as birds or fish, Particle
Swarm Optimization simulates the movement of particles in a
search space, with each particle representing a potential solution.
Particles adjust their positions based on both their own best-known
solution and the best-known solution in the swarm [11]. Particle
Swarm Optimization has been successfully applied to a wide
range of optimization problems, including feature selection, due
to its simplicity, ease of implementation, and ability to converge
rapidly to high-quality solutions. However, while Particle Swarm
Optimization excels in fine-tuning solutions and exploring local
neighborhoods, it can become trapped in local optima, especially
in high-dimensional and complex problems [12]. This issue can
lead to suboptimal feature selection, where the algorithm fails
to identify the most relevant features that truly contribute to the
performance of the classification model. Recognizing the com-
plementary strengths of Genetic Algorithm and Particle Swarm
Optimization, hybrid approaches combining both techniques have
been proposed to overcome the individual limitations of each. In
a hybrid Genetic Algorithm-Particle Swarm Optimization frame-
work, the Genetic Algorithm is used to explore a broad solution
space, while Particle Swarm Optimization fine-tunes the selected
solutions for optimal feature sets [12]. This combination leverages
the global search capability of Genetic Algorithm and the local
search efficiency of Particle Swarm Optimization, leading to more
robust feature selection and improved model performance. Hybrid
Genetic Algorithm-Particle SwarmOptimization frameworks have
been shown to significantly enhance the accuracy of classification
models by identifying the most relevant features while reducing
dimensionality and computational cost [13].
This research builds on these advancements by proposing a hy-

brid Genetic Algorithm-Particle Swarm Optimization framework
specifically designed for fake news detection, a task characterized
by high-dimensional, noisy textual data. By integrating both Evolu-
tion Algorithm and Swarm Intelligence, the proposed framework
aims to optimize feature selection for fake news detection, improv-
ing both the efficiency and accuracy of machine learning models.
The dataset used for this research is the FakeNewsNet dataset [1],
which is publicly available on Kaggle and widely used within the
research community. This dataset contains real and fake news
articles and is part of several popular fake news detection datasets
such as LIAR, PHEME, BUZZFEED, and CIFAR, all of which are
available on Kaggle. After collecting the data, pre-processing steps
were performed to structure the dataset appropriately, ensuring it
was ready for further analysis. The dataset includes the following
columns: title, text, subject, date, and label. In this research, we fo-
cused on the title, text, subject, and label columns, where the label
column represents the target variable (fake or real news). Once
the data was prepared, feature extraction was performed using the

TF-IDF (Term Frequency-Inverse Document Frequency) method,
which is particularly effective for text data. After extracting the
features, 5000 features were initially selected. A hybrid Genetic
Algorithm-Particle Swarm Optimization approach was then used
to optimize the selection, resulting in 3010 selected features. These
selected featureswere used to train four differentmachine learning
algorithms, and the performance of each model was evaluated.
The performance analysis revealed that Logistic Regression, while
achieving an accuracy of 99%, had a much lower precision and
recall compared to the other algorithms. This suggests that while
Logistic Regressionmay achieve high accuracy, it is not as effective
in identifying fake news articles compared to other algorithms. The
hybrid Genetic Algorithm-Particle Swarm Optimization approach
demonstrated that evolutionary algorithms are an efficient and
powerful tool for feature selection in fake news detection. Com-
pared to traditional methods, which tend to be less effective in
selecting the right features, the hybrid approach provided a more
accurate and robust solution, significantly enhancing the accuracy
of fake news detection models.
This research contributes to the field by introducing the fol-

lowing innovations: Development of a Hybrid Genetic Algorithm-
Particle Swarm Optimization Framework: This framework lever-
ages the complementary strengths of Genetic Algorithms and
Particle Swarm Optimization to improve feature selection in
high-dimensional datasets. Application to Fake News Detection:
The hybrid approach was applied to the FakeNewsNet dataset, a
real-world problem that benefits from advanced optimization tech-
niques for more accurate and efficient detection. Comprehensive
Evaluation: The framework was evaluated using machine learning
models, showing its effectiveness in improving fake news detection
accuracy and proving its utility in high-dimensional data problems.
This research addresses the critical issue of fake news detection
and highlights the broader potential of hybrid evolutionary al-
gorithms for solving complex, high-dimensional data problems.
By enhancing the feature selection process, the hybrid framework
provides a scalable and effective solution that can be applied across
a variety of domains, improving decision-making processes and
reducing the spread of misinformation in society.
The paper is organized into six sections to ensure clarity and

coherence. Section 2 focuses on the literature review, providing
a comprehensive analysis of previous work related to this study.
Section 3 introduces the proposed model, detailing the framework
and its application to fake news detection. Section 4 is dedicated to
themethodology, explaining the steps involved data pre-processing
to model evaluation. Section 4 presents the experimental analysis
and results, showcasing the implementation and performance
evaluation of the model. Finally, Section 6 concludes the paper
with key insights and outlines potential directions for future work,
paving the way for further advancements in this field.

2. Literature Review
Fake news detection has become an essential challenge in the
digital age, driven by the rapid spread of misinformation across
various online platforms. Early detectionmethodsmainly relied on
machine learning algorithms that classified news articles based on
content-related features like word frequencies, linguistic patterns,
and metadata. With the increasing complexity of data, however,
there has been a shift toward using more advanced techniques
that incorporate both natural language processing and machine
learning algorithms to detect fake news. Ahmed et al. highlighted
the potential of machine learning models like Random Forests,
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Support Vector Machines, and deep learning networks for fake
news detection [20]. These techniques can effectively handle large-
scale textual datasets, but one challenge that remains is how to
identify the most relevant features that contribute to classification.
Feature selection plays a pivotal role in fake news detection,
as it helps reduce dimensionality, enhance model performance,
and improve computational efficiency by selecting only the most
discriminative features. The features typically include textual
attributes such as n-grams, sentiment scores, linguistic features,
and various textual representations like TF-IDF or Word2Vec
embeddings. To improve the classification accuracy of fake news
models, feature selection methods such as filter, wrapper, and
embedded methods have been widely adopted. Filter methods
evaluate features based on statistical tests or information gain,
while wrapper methods evaluate subsets of features by training a
machine learning model and selecting the best subset based on
model performance. Embeddedmethods, on the other hand, select
features during themodel training process itself, as seen in decision
tree-basedmodels like RandomForests. Among the various feature
selection techniques, Genetic Algorithms have been widely used
due to their global search capabilities and ability to explore large
search spaces efficiently. Pudil et al. [14] were among the first to
apply GA for feature selection, and since then, this approach has
gained popularity in various fields, including fake news detection.
In particular, Zhou et al. [16] showed how GA could identify
relevant features for fake news detection, highlighting its ability
to reduce overfitting and improve model accuracy. GAs operate by
simulating the process of natural selection, where a population of
potential feature subsets is evolved over generations to identify the
best solution. This makes GA particularly suitable for complex
problems where the feature space is large, and redundant or
irrelevant features may exist.
In addition to GA, Particle Swarm Optimization has also been

widely used for feature selection due to its simplicity and abil-
ity to converge quickly toward optimal solutions. Kennedy and
Eberhart [11] introduced PSO, and it has since been applied to
many optimization problems, including feature selection. Jiang
et al. [15] demonstrated the use of PSO for selecting the most
relevant features in fake news detection, showing that PSO could
reduce the dimensionality of feature sets while maintaining or
even improving classification accuracy. The key advantage of PSO
lies in its ability to balance exploration and exploitation in the
search space, ensuring that the algorithm converges efficiently
toward a good solution. To further enhance feature selection per-
formance, hybrid approaches combining GA and PSO have been
proposed. These hybrid approaches aim to combine the strengths
of both algorithms: GA’s global search capabilities and PSO’s quick
convergence properties. By combining GA and PSO, researchers
have been able to develop more efficient feature selection methods
that improve the performance of fake news detection models. Deb
et al. proposed a hybrid GA-PSO approach for image classification,
demonstrating its ability to enhance classification accuracy and
reduce computation time [18]. Similarly, Zhou et al. applied a hy-
brid GA-PSO method to fake news detection, achieving improved
feature selection and better overall classification performance [17].
Their results indicated that the hybrid approach outperformed
traditional GA or PSO-based methods, as it was better able to
explore the search space and fine-tune the selected features.
Once feature selection is completed, various machine learning

algorithms can be used for the classification of real and fake
news. Algorithms like Random Forests, SVM, and deep learning
techniques such as Convolutional Neural Networks (CNN) and

Recurrent Neural Networks (RNN) are commonly used for fake
news detection. These algorithms can be significantly improved
when combined with optimized feature selection techniques like
GA and PSO. For example, Ruchansky et al. used deep learning
models, including CNNs, to classify fake news, integrating textual
features with user behavior data [19]. In addition, Rashid et
al. explored the effectiveness of ensemble learning methods for
fake news detection and found that combining multiple models
improved performance [32]. Integrating feature selection with
machine learning algorithms such as these can lead to higher
accuracy and more reliable fake news detection systems. Fake
news detection has become increasingly challenging with the
rise of multimodal data, which combines text, images, and other
forms of information. As noted by Li et al., multimodal data
fusion offers a more holistic approach to identifying fake news
[26]. However, the integration of different modalities leads to a
surge in the number of features, which necessitates the use of
feature selection techniques. By focusing on the most informative
features, feature selection not only improves model efficiency
but also reduces redundancy, enhancing overall performance.
Numerous studies highlight the importance of feature selection
in improving fake news detection. Akinyemi et al. demonstrated
that using Genetic Algorithms for feature selection alongside
deep learning models significantly boosted model performance by
eliminating irrelevant features [40]. Similarly, Kong et al. showed
that combining Term Frequency-Inverse Document Frequency
(TF-IDF) with Genetic Algorithm-based feature selection resulted
in enhanced performance, further emphasizing the importance
of refining the feature set [30]. While tree-based models like
Random Forest and Gradient Boosting are commonly used in fake
news detection due to their robustness, they often lack built-in
feature selection components. Kaliyar et al. found that optimized
ensemble models were effective at distinguishing real from fake
news, but their performance could have been further improved
with the addition of feature selection techniques, particularly
Genetic Algorithms [27].
Alhariri et al. applied Random Forest for fake news detection

in a dataset related to COVID-19 [31]. Although their model
performed well, they observed that incorporating feature selection
could have enhanced its efficiency by removing redundant or
irrelevant features. Similarly, Ahmed et al. explored different
machine learning algorithms for fake news detection but did not
implement feature selection, which could have further refined
the model’s performance. For short text datasets, such as tweets,
feature selection becomes even more critical. Gupta et al. encoun-
tered challengeswith large datasets and low accuracy butwere able
to improve model performance through feature extraction [38].
However, they lacked formal feature selection, which could have
helped further reduce dimensionality and improve the effective-
ness of fake news detection. Textual content analysis is a common
technique for fake news detection, as explored by Wynne et al.,
who used word and character n-grams combined with machine
learning classifiers [28]. Their model showed strong results, but
incorporating feature selection methods like Genetic Algorithms
could have refined the feature set and potentially improved predic-
tive accuracy. Multimodal approaches that combine text, images,
and videos for fake news detection have also been explored. Al-
shariah et al. used Convolutional Neural Networks (CNNs) and
transfer learning with AlexNet to identify fake images [21], while
Giachanou et al. demonstrated that combining text and image
features using BERT-Base and VGG-16 led to improved detection
accuracy [29]. Similarly, Hamid et al. investigated misinformation
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related to COVID-19 using Graph Neural Networks, stressing
the need for further research on integrating GNNs with Natural
Language Processing techniques to enhance fake news detection
[39]. While deep learning techniques show promise for fake news
detection, the integration of feature selection methods, such as
Genetic Algorithms, can significantly improvemodel performance.
Additionally, the inclusion of feature selection in multimodal
approaches can enhance both efficiency and accuracy, helping
to tackle the growing complexity of data in fake news detection.

3. Proposed Model
Fake news has become a significant issue in contemporary society,
and developing effective models for its detection is crucial. In
this research, a model for detecting fake news was created using
the FakeNewsNet dataset obtained from Kaggle. After gathering
the data, it was pre-processed and organized into a structured
format to facilitate further analysis. The dataset contains several

columns, such as title, text, subject, date, and label. The title, text,
and subject columns were combined, which was then processed
using TF-IDF (Term Frequency-Inverse Document Frequency) to
extract relevant features. Once the featureswere extracted, a hybrid
technique combining Particle Swarm Optimization and Genetic
Algorithms was applied to select the most pertinent features. This
hybrid method helps identify the most significant features for fake
news detection. After selecting the features, the data was classified
using four machine learning algorithms. The performance of
each algorithm was assessed using standard evaluation metrics,
such as accuracy, precision, recall, and F1-score, to determine
the effectiveness of the model. The entire process, from data
pre-processing to performance evaluation, is depicted in Figure 1,
where the various steps are clearly illustrated, offering an easily
understandable representation of the approach used for fake news
detection.

Figure 1. Proposed model of the study and this approach highlights the effectiveness of combining linguistic feature extraction with advanced
optimization and classification techniques for fake news detection

4. Methodology

4.1. Data Collection and Visualization

In this study, we used the FakeNewsNet dataset, which is a widely
recognized resource available onKaggle. The dataset is divided into
two categories: one for true news and the other for fake news.These
categories were combined into a single dataset and labeled as ’1’ for
true news and ’0’ for fake news to facilitate binary classification. To
ensure reliable evaluation, the dataset was split into training and
testing sets in an 80:20 ratio, maintaining a balanced distribution
of true and fake news across both subsets. This division supports
effective model training and performance assessment. The fake
news subset contains 23,481 entries across five columns, while
the true news subset has 21,417 entries, structured in the same
way. After merging the two subsets, the final dataset includes
44,898 records and five columns. For analysis, we focused on four
key columns: title, text, subject, and label. To provide a clearer
understanding, Figure 2 visualizes a word cloud displaying the
most frequent terms in the fake news subset, while Figure 3

illustrates key terms from the true news subset. The dataset consist
of the following columns [1]:

• Title: This column contains the headline or title of each news
article, summarizing its main theme or content in a concise
manner.

• Text: The main body or content of the news article.

• Subject: The category or topic of the news article, such as
politics, business, or entertainment.

• Date: The publication date of the news article.

• Label: A binary label representing the authenticity of the
news:

– 1 for true news.

– 0 for fake news.
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Figure 2. Visualizes a word cloud highlighting the most frequent terms in the fake news subset

Figure 3. This diagram represents the key terms from the true news subset

4.2. Data Pre-Processing
After collecting the data, it is essential to pre-process it into a
structured format to facilitate further processing. In this step,
the title, text, and subject columns were merged into a single
dataset, and then pre-processing was performed. The output of
this pre-processing step is displayed in Figure 4 as a word cloud,
highlighting the most frequently occurring terms. During the
pre-processing phase, several important tasks were carried out
using Python libraries like Pandas, NLTK (Natural Language
Toolkit), and re (regular expressions). First, stopwords, URLs,
punctuation marks, and other irrelevant content were removed.
The NLTK library was used to remove stopwords, while regular
expressions were used for handling URLs and punctuation. To
ensure uniformity, all the text was converted to lowercase using
the str.lower() function from Pandas. This step is crucial to
avoid treating the same word differently due to variations in

capitalization, which can result in redundant data and increased
processing time. Reducing such redundancies not only conserves
memory but also enhances the accuracy and efficiency of the
model. Tokenization, a key step in text pre-processing, was carried
out using NLTK’s word_tokenize function, which splits the
text into smaller, manageable units (tokens). These steps were
applied to prepare the data for the next stages of analysis and
model building, ensuring consistency and efficiency throughout
the process. Below are the key steps used in pre-processing the
data:
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Figure 4. This diagram showcases a word cloud of data pre-processing

4.2.1. Stopwords Removal
Stopwords, such as ”the,” ”and,” and ”is,” are common words that
do not provide valuable information for analysis. Thesewordswere
removed using the NLTK library to eliminate unnecessary noise,
allowing the model to focus on the more meaningful content in
the text, which helps improve the accuracy of predictions.

4.2.2. Removal of URLs and Punctuation
URLs and punctuation marks do not contribute to understanding
the text’s content, so they were removed using regular expressions
(re). This ensures that the dataset contains only the relevant text,
making the processing more efficient and improving the quality
of the input data for model training.

4.2.3. Converting Text to Lowercase
To standardize the data, all text was converted to lowercase
using Pandas’ str.lower() method. This is important because
it ensures words like ”Fake” and ”fake” are treated as the same,
preventing the model from considering them as separate words,
which helps reduce redundancy and unnecessary memory usage.

4.2.4. Tokenization
Tokenization involves splitting the text into smaller, meaningful
units (tokens), typically words. This step was carried out using
NLTK’s word_tokenize() function. It breaks the text into indi-
vidual words or tokens, which can then be used for further analysis,
such as feature extraction and classification.

4.3. Feature Extraction using TF-IDF
After completing data pre-processing, features were extracted
using TF-IDF vectorization, a statistical method that transforms
textual data into a numerical format suitable for machine learning
algorithms. TF-IDF assesses how frequently a word appears in a
document, helping to evaluate its importance in distinguishing
content across a dataset. It is widely used in textmining and natural
language processing to extract meaningful features from text data.
Selecting 5000 features ensures a more detailed representation
of the dataset, capturing a wider range of important patterns

and relationships. Using fewer features might risk missing key
information while selecting too many could lead to overfitting
and increased computational complexity. The choice of 5000
features aims to strike a balance between maintaining important
data and ensuring model efficiency, avoiding both underfitting
and overfitting. In this study, the title, text, and subject columns
were processed using TF-IDF, converting the textual data into a
numerical format. The resulting TF-IDF matrix had dimensions
of (44898, 5000). Figure 5 illustrates the TF-IDF scores for the
top 10 words from the dataset, highlighting the most significant
terms based on their frequency and importance in the text and
Figure 6 displays a heatmap representing the extracted features
derived from the TF-IDF method. This visualization provides
an insightful overview of the most significant features in the
dataset, highlighting their relative importance and frequency
across the documents. The heatmap helps to better understand the
distribution and significance of the terms extracted through TF-
IDF, offering a clearer picture of the features that contribute most
to the analysis. These scores help identify critical features within
the data. The transformation reduced the data’s dimensionality
while preserving essential features for subsequent stages, such as
feature selection. The TF-IDF technique highlights terms that help
differentiate between documents while reducing the impact of
commonly occurring terms. This transformation allows the text to
be represented numerically, making it better suited for subsequent
analysis and processing.
TF-IDF Formula [33]:

TF-IDF(𝑡, 𝑑) = TF(𝑡, 𝑑) × IDF(𝑡) (1)

where Term Frequency (TF) measures how frequently a term 𝑡
appears in a document 𝑑 relative to the total number of terms in
that document [33]:

TF(𝑡, 𝑑) =
Frequency of 𝑡 in 𝑑
Total terms in 𝑑 (2)
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Figure 5. In this diagram represent the bar graph that illustrates the count of extracted features using TF-IDF

Figure 6. In this diagram represents the heatmap of extracted features using TF-IDF

4.4. Data Splitting
After performing feature extraction using the TF-IDF method,
the next step involved dividing the dataset into two subsets: the
training set and the test set. This division is essential for evaluating
the model’s ability to generalize to new, unseen data, helping to
prevent overfitting, where the model may performwell on training
data but fail to predict accurately on new data. In this study, the
train_test_split function from the scikit-learn library was
used to randomly split the dataset, ensuring that one subset is used
for training and another for testing, thereby evaluating the model’s
generalization capability. The dataset was divided into two parts,
with 80% of the data used for training themodel and the remaining
20% reserved for testing purposes. Setting the random_state=42

ensures that the data split remains the same each time the code
is executed, providing consistency and reproducibility. This step
is vital for assessing the model’s performance on unseen data,
providing a reliable indication of its generalization ability. The
division of data between training and testing sets is illustrated in
Figure 7, which shows the proportion of data used for each.
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Figure 7. This diagram represents the bar graph of data splitting into two sets one is the training set and other is the testing set.

4.5. Feature Selection Using Particle Swarm Optimiza-
tion and Genetic Algorithm
In this step, a total of 5000 extracted features were selected
by utilizing a hybrid approach that integrates two powerful
evolutionary algorithms: Particle SwarmOptimization andGenetic
Algorithm. The reason for using this hybrid approach is to ensure
that only the most relevant and significant features are chosen,
thereby improving themodel’s ability tomake accurate predictions.
By combining the strengths of both algorithms, this method aims
to identify the optimal subset of features that can contribute most
effectively to the model’s performance. The process began by
performing feature selection using PSO, which helped identify
a set of important features. Following this, the Genetic Algorithm
was applied to further refine and select additional relevant features.
Once the features selected by both algorithms were identified, they
were combined into a unified set. This combined set of features
was then used as input for a classifier algorithm to build the model.
The combination of these carefully selected features ensures that
the model is based on the most pertinent information, which is
key for improving its overall performance. A detailed explanation
of the entire process is provided below.

4.5.1. Particle Swarm Optimization

Particle SwarmOptimization is an optimizationmethod that draws
inspiration from the collective social behaviors observed in nature,
such as the coordinated movements of bird flocks or fish schools.
Introduced by James Kennedy and Russell Eberhart in 1995, PSO
models the way individuals within a group share information and
adapt their actions collaboratively to reach a shared objective. In
PSO, individual particles adjust their movements based on both
their own experience and the experience of other particles in
the swarm, making it an extension of evolutionary algorithms
[22]. Particle Swarm Optimization has some attractive features: it
is easy to implement, doesn’t require gradient information, and
can be applied to a variety of optimization problems, including
neural network training and function minimization [23]. PSO
is highly effective in solving problems where the goal is to find

optimal or near-optimal solutions within a large search space. In
PSO, each particle represents a potential solution, and particles
collaborate to explore the solution space. In this study, PSO is
applied to feature selection for fake news detection. The objective
is to improve the performance of a Logistic Regression model by
selecting the most relevant features. Logistic Regression is chosen
because it is a simple yet powerful classification algorithm, widely
used for binary classification tasks such as distinguishing between
fake and real news. Furthermore, using Logistic Regression during
feature selection ensures that the features selected by PSO remain
consistent across multiple runs. This consistency helps avoid
fluctuations in feature selection, providing a more stable and
reliable set of features for the model. PSO optimizes the selection
of features, enhancing model performance, reducing overfitting,
and improving generalization. In this study, the swarm size is set to
10 particles, ensuring the feature selection process is manageable
and effective in exploring the feature space.

4.5.1.1. Steps in Particle Swarm Optimization
• Initialization: A population of 10 particles is randomly gen-
erated, where each particle is represented as a binary string.
Each binary value (1 or 0) indicates whether a specific feature
is included or excluded.

• Fitness Function Evaluation: The fitness value of each particle
is computed by training a logistic regression model using the
features selected by that particle. The accuracy of the model is
used as the fitness score. A penalty is appliedwhen no features
are selected, ensuring the algorithm identifies meaningful
subsets.

• Update Velocity and Positions: Particles update their velocity
and position by considering three components: inertia (previ-
ous velocity), cognition (personal best solution), and social
influence (global best solution). These updates allow particles
to explore and converge toward better solutions iteratively.

• OptimizationOver Iterations: The algorithm is run for 5 gener-
ations, with particles continuously refining their positions to
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maximize fitness. The global best particle improves with each
generation as the swarm converges toward optimal solutions.

• Selection of Features: At the end of the optimization process,
the best-performing particle represents the final subset of

features. In this case, PSO selected 1,030 features, as shown
in Figure 8.

Figure 8. Presents a line graph of, the number of selected features using particle swarm optimization

4.5.2. Genetic Algorithm

The genetic algorithm is a prominent evolutionary algorithm, and
John Holland, along with his students, worked on developing this
algorithm in the 1960s, 1970s, and 1980s. By the mid-1980s, this
algorithm began to be recognized by other research communities
such as machine learning and operations research. It may not
be a coincidence that the explosion of research into genetic
algorithms coincided with the surge in research on artificial neural
networks. This algorithm is inspired by biological systems as a
computational model [25]. For instance, if binary strings represent
real numbers in a GA for function optimization, operations
like crossover, mutation, and selection are applied to these bit
strings. To evaluate the fitness of a chromosome, the bit string is
decoded into a real number or vector [24]. Genetic Algorithm is a
computational technique inspired by the natural evolution process,
where solutions evolve through selection, crossover, and mutation.
It is particularly effective for optimizing complex problems by
exploring large search spaces. In this study, GA is utilized for
feature selection in fake news detection. The primary goal is
to identify the most significant features that contribute to the
effectiveness of a Logistic Regression model. Logistic Regression
is chosen for its ability to efficiently handle binary classification
tasks, such as differentiating between fake and real news. The
inclusion of Logistic Regression in the feature selection process
ensures that the selected features are consistent and reliable.
By using Logistic Regression during each iteration of GA, the
feature set remains stable, which minimizes the risk of irrelevant
or fluctuating features affecting the model’s performance. The
GA proceeds by evolving a population of solutions over several
generations, applying crossover andmutation operations to explore
various feature subsets. The fitness of these subsets is evaluated
based on their performance in the Logistic Regression model,
and the best-performing feature subsets are retained. This process

guarantees that the final selected features are both optimal and
relevant, ultimately improving the accuracy of the fake news
detection model.

4.5.2.1. Steps in Genetic Algorithm
• Population Initialization: The initial population comprises 10
binary strings, each representing a candidate solution. Similar
to PSO, each bit indicates whether a feature is included (1) or
excluded (0).

• Fitness Evaluation: Fitness is calculated by training a logistic
regression model on the selected features. The model’s
performance on the dataset determines the fitness value.
Solutions with no selected features are penalized to avoid
invalid subsets.

• Selection, Crossover, and Mutation:

– Selection: The tournament selection method is used to
choose parent solutions based on their fitness.

– Crossover: Parents are combined with a crossover prob-
ability of 0.7 to produce offspring.

– Mutation: Random mutations with a probability of 0.2
introduce diversity by flipping bits in the offspring.

• Generational Evolution: GA operates over 5 generations,
where new offspring replace the current population. The
best-performing solutions are carried forward to maintain
progress toward better feature subsets.

• Feature Subset: After 5 iterations, GA identifies the best subset
of features, selecting 2,498 features in total. These results are
illustrated in Figure 9.
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Figure 9. Presents a line graph, illustrating the number of selected features using genetic algorithm

4.5.3. Combined Feature Selection Using Particle Swarm Opti-
mization and Genetic Algorithm
The features selected by both PSO and GA are merged to form
a comprehensive and optimized set of features. The hybrid
approach leverages the strengths of both algorithms, combining
the exploration capabilities of PSOwith the refinement capabilities

of GA. The final feature set, consisting of 3,010 features, is
visualized in Figure 10. This combined set represents the most
relevant features identified through the collaborative efforts of
both PSO and GA, ensuring an efficient and accurate feature
selection process for fake news detection.

Figure 10. Presents a line graph, illustrating the number of selected features using combined particle swarm optimization and genetic algorithm
approach(PSO+GA)

4.6. Classification Algorithm
This study utilized six distinct machine learning algorithms to
assess their performance in addressing the problem. Below is a
brief overview of each algorithm.

4.6.0.1. Logistic Regression

Logistic regression is a widely used technique for binary classi-
fication tasks, where the goal is to predict one of two possible
outcomes. Unlike linear regression, which provides continuous
numerical predictions, logistic regression focuses on estimating
the likelihood of a particular category. It achieves this by applying
a sigmoid function, which transforms the output into a probability
value between 0 and 1. The model combines the input features
linearly and uses a threshold, such as 0.5, to classify the outcome.
Known for its simplicity and effectiveness, logistic regression is
especially useful when there is a linear relationship between the
predictors and the log-odds of the target variable.
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4.6.0.2. Random Forest
Random Forest is a robust machine learning algorithm that can be
applied to both classification and regression problems. It works by
building multiple decision trees, each trained on different random
subsets of the data and features, to ensure diversity. The algorithm
aggregates the outputs of these trees to make a final prediction
using majority voting for classification tasks and averaging for
regression tasks. This ensemble approach improves accuracy and
reduces the likelihood of overfitting compared to a single decision
tree. Random Forest is well-suited for datasets with mixed feature
types, can handle missing data, and is effective at capturing
complex patterns in the data, making it a popular and reliable
choice in various applications.
4.6.0.3. Gradient Boosting Classifier
The gradient boosting classifier is an advanced machine learning
technique often used for classification problems. It builds a series
of decision trees, where each new tree focuses on correcting
the errors of the previous ones. By iteratively improving the
model’s predictions, it effectively reduces errors and enhances
accuracy. This approach works by optimizing a loss function
through a gradient descent process. It combines multiple weak
models, such as shallow decision trees, into a single, strong
predictive model. The method is highly flexible and can handle
various data types, including numerical and categorical, while
parameters like learning rate, the number of trees, and tree
depth help manage model complexity and prevent overfitting.
Although it can deliver high performance, gradient boosting often
requires careful parameter tuning and can be computationally
intensive. Frameworks like XGBoost, LightGBM, and CatBoost
offer optimized implementations, making the process faster and
more efficient for practical use.
4.6.0.4. Support Vector Machine
Support Vector Machine (SVM) is a supervised learning algorithm
used for both classification and regression tasks. It operates by
finding a hyperplane that separates data points into different
classes with the maximum margin, ensuring a clear distinction
between categories. The closest data points to this hyperplane,
known as support vectors, play a key role in defining the boundary.
SVM can handle both linear and non-linear problems. For non-
linear cases, it uses kernel functions to map the data into a higher-
dimensional space where separation becomes possible. Common
kernels include linear, polynomial, and radial basis functions
(RBF). The algorithm is effective for high-dimensional data and
performs well when there is a clear margin of separation between
classes. Although SVM is powerful, it may require careful tuning
of parameters such as the kernel type and regularization strength
to achieve the best results. It is computationally intensive for large
datasets but excels in applications like text categorization, image
classification, and bioinformatics, where precision in decision
boundaries is essential.

4.7. Performance Metrics
After completing pre-processing, feature extraction, and feature se-
lection, and successfully training the model, the final step involves
evaluating its performance. This is achieved using standardmetrics
such as accuracy, precision, recall, F1-score, and the confusion
matrix. These metrics provide a comprehensive understanding of
the model’s effectiveness and help identify areas for improvement.
These metrics provide a clear understanding of its strengths and
weaknesses. This study focuses on five key metrics commonly
used to evaluate classification models: Accuracy, Precision, Recall,

F1-Score, and Support, and also evaluates performance using a
heatmap, line graph, and bar graph. Below is an explanation of
each metric:

4.7.0.1. Accuracy
Accuracy is a key metric that measures the percentage of correctly
classified samples about the total number of samples in a dataset.
It offers an overall measure of the model’s predictive capability.
While accuracy is effective for datasets with balanced class dis-
tributions, it may be misleading in cases of class imbalance. For
example, in a dataset where 90% of instances belong to one class,
a model that predicts the majority class for all cases may achieve
high accuracy, yet perform poorly for the minority class [34].

4.7.0.2. Precision
Precision calculates the proportion of true positive predictions
relative to all instances predicted as positive by the model. It
indicates the model’s capability to minimize incorrect positive
predictions. A True Positive (TP) is when the model correctly
predicts a positive instance, whereas a False Positive (FP) is when
a negative instance is mistakenly predicted as positive [35].

4.7.0.3. Recall
Also referred to as sensitivity, recall measures the proportion of
actual positive instances that the model correctly identifies. It
focuses on minimizing false negatives, ensuring that all relevant
positive instances are captured [36].

4.7.0.4. F1-Score
The F1-Score represents the harmonic mean of precision and
recall, offering a balanced measure of a model’s performance. It
is especially beneficial for imbalanced datasets as it accounts for
both false positives and false negatives. This metric is particularly
valuable when balancing precision and recall is critical [37].

4.7.0.5. Support
Support represents the number of actual instances for each class
within the dataset. This metric highlights the class distribution,
which is essential for contextualizing the other performance
metrics.

4.7.0.6. Confusion Matrix
The confusion matrix provides a detailed visualization of a
classification model’s performance by comparing predicted values
against actual values. It classifies outcomes into four categories:

• True Positive (TP): Correctly predicted positive cases.

• True Negative (TN): Correctly predicted negative cases.

• False Positive (FP): Incorrectly predicted positive cases.

• False Negative (FN): Incorrectly predicted negative cases.

Predicted Positive Predicted Negative

Actual Positive True Positive (TP) False Negative (FN)
Actual Negative False Positive (FP) True Negative (TN)

Table 1. Confusion Matrix: The confusion matrix summarizes a classifica-
tion model’s performance by displaying the counts of true positives (TP),
false negatives (FN), false positives (FP), and true negatives (TN) for both
predicted and actual classes
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4.7.0.7. Heatmap
A heatmap is a graphical representation of data where varying
colors depict individual values. This visualization technique is
commonly used to show the intensity or magnitude of data points
in a matrix or grid format. The colors in a heatmap typically range
from light to dark or use a color gradient to represent numerical
values, making it easier to identify patterns, trends, or correlations
within the data. Heatmaps are widely applied in various fields like
data analysis, machine learning, and statistics, as they provide a
quick and intuitive way to visualize complex information.

5. Experimental Analysis and Results
This study utilizes the FakeNewsNet dataset, which includes the
columns: title, text, date, label, and subject. For this research,
the focus is on the title, text, subject, and label columns. Among
these, the label column serves as the target variable, while the title,
text, and subject columns were pre-processed to prepare them for
further analysis. Following pre-processing, 5,000 features were
extracted using the Term Frequency-Inverse Document Frequency
(TF-IDF) method. A hybrid approach combining genetic algo-
rithms and particle swarm optimization was employed to enhance
the feature selection process. Both GA and PSO are powerful algo-
rithms within the realm of evolutionary computation, known for
their ability to optimize complex problems. The hybrid technique
effectively selected the most relevant features, which were then

used to train four different machine-learning algorithms. The
performance of these machine learning models was thoroughly
evaluated using standard metrics, including accuracy, precision,
recall, and F1-score. This comprehensive evaluation ensured a
detailed understanding of the strengths and weaknesses of each al-
gorithm. The results of the experiments are presented in a detailed
and structured manner through comprehensive tables and figures,
as outlined below: In Figure 11 displays the confusion matrices for
Logistic Regression and SVM, presented as heatmaps, providing
a clearer understanding of their prediction performance. Figure
12 showcases the heatmap of the confusion matrices for Gradient
Boosting and Random Forest, allowing for an immediate visual
comparison of these two algorithms. Figure 13 compares the accu-
racy and precision of the four machine learning algorithms using
a bar graph, effectively illustrating their relative strengths. Figure
14 continues this comparison by presenting recall and F1-score
in a bar graph, further emphasizing the distinctions between the
algorithms. Figure 15 consolidates all four metrics—accuracy, pre-
cision, recall, and F1-score—into a single, comparative bar graph,
offering a holistic view of the performance across all algorithms.
Figure 16 presents a heatmap that visualizes the performance
of all four machine learning algorithms, clearly displaying their
accuracy, precision, recall, and F1 score in an easily interpretable
format. Finally

Classifier Accuracy Precision F1-Score Recall Support

Logistic Regression 0.999 0.999 0.999 0.999 8980
Random Forest (RF) 1.00 1.00 1.00 1.00 8980
Gradient Boosting Classifier (GB) 1.00 1.00 1.00 1.00 8980
Support Vector Machine (SVM) 1.00 1.00 1.00 1.00 8980

Table 2. Compares the performance of Four classifiers in accuracy, F1-score, recall, and support

Figure 11. Presents a heatmap of the confusion matrix of logistic regression and support vector machine
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Figure 12. Presents a heatmap of the confusion matrix of random forest and gradient boosting classifier

Figure 13. A comparison of four classifiers is presented, highlighting their performance in terms of accuracy, precision. The bar graph illustrates the
accuracy and precision of various classification models, including Logistic Regression (LR), Random Forest (RF), Support Vector Machine (SVM),

Gradient Boosting Classifier. The analysis reveals that while the accuracy and precision of all the algorithms is almost equal, the accuracy and precision
of the Logistic Regression is notably lower than that of the other algorithms

Figure 14. A comparison of four classifiers is presented, highlighting their performance in terms of recall and F1-Score. The bar graph illustrates the
recall of various classification models, including Logistic Regression (LR), Random Forest (RF), Support Vector Machine (SVM), Gradient Boosting
Classifier. The analysis indicates that the recall and F1-Score of all the algorithms are nearly equal; however, the recall and F1-Score for the Logistic

Regression model is Lower than that of the other algorithms.
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Figure 15. Four classifiers are compared, highlighting their performance in terms of accuracy, precision, recall, and F1-Score. The bar graph displays the
performance of these four classification models, revealing that the Logistic Regression algorithm achieves the lowest performance compared to the other

models

Figure 16. Confusion Matrix of Different Classification Algorithms

Figure 17 provides a line graph comparison of the four al-
gorithms, offering an alternative perspective on their relative
performance across different evaluation metrics. These enhanced
visualizations and comparisons offer a deeper understanding

of the machine learning algorithms’ capabilities, highlighting
the significant role of the hybrid feature selection technique in
improving classification performance and its potential to address
the challenges posed by fake news detection.

Figure 17. Line Graph of different classification algorithm
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6. Conclusion and Future Scope
This study successfully developed a robust fake news detection
model using a hybrid feature selection method that combined
Genetic Algorithms and Particle Swarm Optimization. The re-
search was conducted using the FakeNewsNet dataset, which
comprises two datasets: one containing fake news and the other
containing true news. These two datasets were merged to create
a single dataset with 44,898 news articles and five columns. This
dataset is publicly available on Kaggle. By applying this hybrid
approach, the most relevant features were identified and used
to train four different machine learning classifiers. The results
demonstrated that three classifiers achieved a perfect accuracy
of 100%, while Logistic Regression performed slightly lower with
99% accuracy. These findings emphasize the effectiveness of com-
bining evolutionary algorithms for feature selection in improving
the performance of fake news detection systems. Although this
research primarily concentrated on textual data, there is signifi-
cant potential for extending this approach to handle multimedia
content, such as images, videos, and audio, frequently involved in
spreadingmisinformation. Incorporating deep learningmodels for
image and video analysis, such as Convolutional Neural Networks,
could enhance the model’s ability to analyze visual and audio cues
alongside textual data. By exploring integrating these multimodal
data types, future work could lead to a more comprehensive
detection system capable of identifying fake news across various
formats.
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# Introduction

The advent of the digital age has revolutionized the way news is produced, accessed, and consumed. Social media platforms, blogs, and other online channels have become primary sources of information, offering unparalleled accessibility. However, this transformation has introduced a significant challenge—the rapid proliferation of fake news. Fake news, defined as deliberately fabricated or misleading information intended to deceive readers, poses severe societal risks. Its potential to manipulate public opinion, distort political processes, and deepen social divides is well-documented, particularly during critical events like elections, public health crises, and social movements \[2\]. The urgency to detect and mitigate the spread of fake news necessitates the development of efficient and accurate detection frameworks. Detecting fake news involves analyzing large-scale textual data to differentiate between authentic and fabricated content. A crucial step in this process is feature selection, which involves identifying the most relevant and impactful features from the dataset \[3\]. Effective feature selection not only improves the accuracy of machine learning models but also reduces computational overhead. However, in high-dimensional textual datasets, traditional feature selection methods often struggle to identify meaningful features due to their inherent limitations, including inefficiency and susceptibility to suboptimal performance in dynamic environments \[4\]. In this study, advanced optimization techniques are employed to address the challenges of feature selection in fake news detection. These techniques fall under the umbrella of Evolutionary Computation, encompasses a range of optimization techniques that are inspired by natural processes, such as biological evolution and social behavior. These techniques are generally divided into two main categories: Evolutionary Algorithms and Swarm Intelligence. Evolutionary Algorithms are a type of optimization technique based on principles of natural evolution \[5\]. Swarm Intelligence, on the other hand, refers to optimization techniques inspired by collective behavior in natural systems, such as the behavior of social animals \[6\]. Both of these categories are designed to solve complex optimization problems by mimicking natural processes, though they operate in different ways. Evolutionary Algorithms, inspired by natural evolutionary processes, have emerged as a powerful tool for feature selection, offering adaptive and robust solutions for complex problems \[7\]. These algorithms mimic biological processes such as selection, mutation, and crossover to evolve a population of potential solutions over time. Genetic Algorithms, a well-known subclass of EAs, have been particularly successful in feature selection tasks due to their ability to explore large and complex search spaces efficiently \[8\]. In Genetic Algorithm, a population of candidate solutions is evolved over successive generations, with the fittest individuals selected for reproduction based on their ability to meet the problem's objectives. This iterative process of selection, crossover, and mutation enables Genetic Algorithm to explore diverse solutions and avoid local optima, making them well-suited for feature selection in high-dimensional datasets \[9\]. Despite their strengths, Genetic Algorithm. One significant challenge is their tendency to prematurely converge to suboptimal solutions, especially when the search space is large or the problem is highly complex \[10\]. This issue arises because Genetic Algorithm may focus on a limited subset of features early in the search process, reducing the diversity of the population and hindering further exploration of the solution space.

To address the limitations of Genetic Algorithm, Swarm Intelligence techniques, particularly Particle Swarm Optimization (PSO), have gained popularity for feature selection. Inspired by the collective behavior of social organisms such as birds or fish, Particle Swarm Optimization simulates the movement of particles in a search space, with each particle representing a potential solution. Particles adjust their positions based on both their own best-known solution and the best-known solution in the swarm \[11\]. Particle Swarm Optimization has been successfully applied to a wide range of optimization problems, including feature selection, due to its simplicity, ease of implementation, and ability to converge rapidly to high-quality solutions. However, while Particle Swarm Optimization excels in fine-tuning solutions and exploring local neighborhoods, it can become trapped in local optima, especially in high-dimensional and complex problems \[12\]. This issue can lead to suboptimal feature selection, where the algorithm fails to identify the most relevant features that truly contribute to the performance of the classification model. Recognizing the complementary strengths of Genetic Algorithm and Particle Swarm Optimization, hybrid approaches combining both techniques have been proposed to overcome the individual limitations of each. In a hybrid Genetic Algorithm-Particle Swarm Optimization framework, the Genetic Algorithm is used to explore a broad solution space, while Particle Swarm Optimization fine-tunes the selected solutions for optimal feature sets \[12\]. This combination leverages the global search capability of Genetic Algorithm and the local search efficiency of Particle Swarm Optimization, leading to more robust feature selection and improved model performance. Hybrid Genetic Algorithm-Particle Swarm Optimization frameworks have been shown to significantly enhance the accuracy of classification models by identifying the most relevant features while reducing dimensionality and computational cost \[13\].

This research builds on these advancements by proposing a hybrid Genetic Algorithm -Particle Swarm Optimization framework specifically designed for fake news detection, a task characterized by high-dimensional, noisy textual data. By integrating both Evolution Algorithm and Swarm Intelligence, the proposed framework aims to optimize feature selection for fake news detection, improving both the efficiency and accuracy of machine learning models. The dataset used for this research is the FakeNewsNet dataset \[1\], which is publicly available on Kaggle and widely used within the research community. This dataset contains real and fake news articles and is part of several popular fake news detection datasets such as LIAR, PHEME, BUZZFEED, and CIFAR, all of which are available on Kaggle. After collecting the data, pre-processing steps were performed to structure the dataset appropriately, ensuring it was ready for further analysis. The dataset includes the following columns: title, text, subject, date, and label. In this research, we focused on the title, text, subject, and label columns, where the label column represents the target variable (fake or real news). Once the data was prepared, feature extraction was performed using the TF-IDF (Term Frequency-Inverse Document Frequency) method, which is particularly effective for text data. After extracting the features, 5000 features were initially selected. A hybrid Genetic Algorithm-Particle Swarm Optimization approach was then used to optimize the selection, resulting in 3010 selected features. These selected features were used to train four different machine learning algorithms, and the performance of each model was evaluated. The performance analysis revealed that Logistic Regression, while achieving an accuracy of 99%, had a much lower precision and recall compared to the other algorithms. This suggests that while Logistic Regression may achieve high accuracy, it is not as effective in identifying fake news articles compared to other algorithms. The hybrid Genetic Algorithm-Particle Swarm Optimization approach demonstrated that evolutionary algorithms are an efficient and powerful tool for feature selection in fake news detection. Compared to traditional methods, which tend to be less effective in selecting the right features, the hybrid approach provided a more accurate and robust solution, significantly enhancing the accuracy of fake news detection models.

This research contributes to the field by introducing the following innovations: Development of a Hybrid Genetic Algorithm-Particle Swarm Optimization Framework: This framework leverages the complementary strengths of Genetic Algorithms and Particle Swarm Optimization to improve feature selection in high-dimensional datasets. Application to Fake News Detection: The hybrid approach was applied to the FakeNewsNet dataset, a real-world problem that benefits from advanced optimization techniques for more accurate and efficient detection. Comprehensive Evaluation: The framework was evaluated using machine learning models, showing its effectiveness in improving fake news detection accuracy and proving its utility in high-dimensional data problems. This research addresses the critical issue of fake news detection and highlights the broader potential of hybrid evolutionary algorithms for solving complex, high-dimensional data problems. By enhancing the feature selection process, the hybrid framework provides a scalable and effective solution that can be applied across a variety of domains, improving decision-making processes and reducing the spread of misinformation in society.

The paper is organized into six sections to ensure clarity and coherence. Section 2 focuses on the literature review, providing a comprehensive analysis of previous work related to this study. Section 3 introduces the proposed model, detailing the framework and its application to fake news detection. Section 4 is dedicated to the methodology, explaining the steps involved data pre-processing to model evaluation. Section 5 presents the experimental analysis and results, showcasing the implementation and performance evaluation of the model. Finally, Section 6 concludes the paper with key insights and outlines potential directions for future work, paving the way for further advancements in this field.

# Literature review

Fake news detection has become an essential challenge in the digital age, driven by the rapid spread of misinformation across various online platforms. Early detection methods mainly relied on machine learning algorithms that classified news articles based on content-related features like word frequencies, linguistic patterns, and metadata. With the increasing complexity of data, however, there has been a shift toward using more advanced techniques that incorporate both natural language processing and machine learning algorithms to detect fake news. Ahmed et al., highlighted the potential of machine learning models like Random Forests, Support Vector Machines, and deep learning networks for fake news detection \[20\]. These techniques can effectively handle large-scale textual datasets, but one challenge that remains is how to identify the most relevant features that contribute to classification. Feature selection plays a pivotal role in fake news detection, as it helps reduce dimensionality, enhance model performance, and improve computational efficiency by selecting only the most discriminative features. The features typically include textual attributes such as n-grams, sentiment scores, linguistic features, and various textual representations like TF-IDF or Word2Vec embeddings. To improve the classification accuracy of fake news models, feature selection methods such as filter, wrapper, and embedded methods have been widely adopted. Filter methods evaluate features based on statistical tests or information gain, while wrapper methods evaluate subsets of features by training a machine learning model and selecting the best subset based on model performance. Embedded methods, on the other hand, select features during the model training process itself, as seen in decision tree-based models like Random Forests. Among the various feature selection techniques, Genetic Algorithms have been widely used due to their global search capabilities and ability to explore large search spaces efficiently \[14\] were among the first to apply GA for feature selection, and since then, this approach has gained popularity in various fields, including fake news detection. In particular, \[16\] showed how GA could identify relevant features for fake news detection, highlighting its ability to reduce overfitting and improve model accuracy. GAs operate by simulating the process of natural selection, where a population of potential feature subsets is evolved over generations to identify the best solution. This makes GA particularly suitable for complex problems where the feature space is large, and redundant or irrelevant features may exist.

In addition to GA, Particle Swarm Optimization has also been widely used for feature selection due to its simplicity and ability to converge quickly toward optimal solutions. Kennedy and Eberhart \[11\] introduced PSO, and it has since been applied to many optimization problems, including feature selection \[15\] demonstrated the use of PSO for selecting the most relevant features in fake news detection, showing that PSO could reduce the dimensionality of feature sets while maintaining or even improving classification accuracy. The key advantage of PSO lies in its ability to balance exploration and exploitation in the search space, ensuring that the algorithm converges efficiently toward a good solution. To further enhance feature selection performance, hybrid approaches combining GA and PSO have been proposed. These hybrid approaches aim to combine the strengths of both algorithms: GA's global search capabilities and PSO's quick convergence properties. By combining GA and PSO, researchers have been able to develop more efficient feature selection methods that improve the performance of fake news detection models. Deb et al. proposed a hybrid GA-PSO approach for image classification, demonstrating its ability to enhance classification accuracy and reduce computation time \[18\]. Similarly, Zhou et al. applied a hybrid GA-PSO method to fake news detection, achieving improved feature selection and better overall classification performance \[17\]. Their results indicated that the hybrid approach outperformed traditional GA or PSO-based methods, as it was better able to explore the search space and fine-tune the selected features.

Once feature selection is completed, various machine learning algorithms can be used for the classification of real and fake news. Algorithms like Random Forests, SVM, and deep learning techniques such as Convolutional Neural Networks (CNN) and Recurrent Neural Networks (RNN) are commonly used for fake news detection. These algorithms can be significantly improved when combined with optimized feature selection techniques like GA and PSO. For example, Ruchansky et al. used deep learning models, including CNNs, to classify fake news, integrating textual features with user behavior data \[19\]. In addition, Rashid et al. explored the effectiveness of ensemble learning methods for fake news detection and found that combining multiple models improved performance \[32\]. Integrating feature selection with machine learning algorithms such as these can lead to higher accuracy and more reliable fake news detection systems. Fake news detection has become increasingly challenging with the rise of multimodal data, which combines text, images, and other forms of information. As noted by Li et al., multimodal data fusion offers a more holistic approach to identifying fake news \[26\]. However, the integration of different modalities leads to a surge in the number of features, which necessitates the use of feature selection techniques. By focusing on the most informative features, feature selection not only improves model efficiency but also reduces redundancy, enhancing overall performance. Numerous studies highlight the importance of feature selection in improving fake news detection. Akinyemi et al. demonstrated that using Genetic Algorithms for feature selection alongside deep learning models significantly boosted model performance by eliminating irrelevant features \[40\]. Similarly, Kong et al. showed that combining Term Frequency-Inverse Document Frequency (TF-IDF) with Genetic Algorithm-based feature selection resulted in enhanced performance, further emphasizing the importance of refining the feature set \[30\]. While tree-based models like Random Forest and Gradient Boosting are commonly used in fake news detection due to their robustness, they often lack built-in feature selection components. Kaliyar et al. found that optimized ensemble models were effective at distinguishing real from fake news, but their performance could have been further improved with the addition of feature selection techniques, particularly Genetic Algorithms \[27\].

Alhariri et al. applied Random Forest for fake news detection in a dataset related to COVID-19 \[31\]. Although their model performed well, they observed that incorporating feature selection could have enhanced its efficiency by removing redundant or irrelevant features. Similarly, Ahmed et al. explored different machine learning algorithms for fake news detection but did not implement feature selection, which could have further refined the model's performance. For short text datasets, such as tweets, feature selection becomes even more critical. Gupta et al. encountered challenges with large datasets and low accuracy but were able to improve model performance through feature extraction \[38\]. However, they lacked formal feature selection, which could have helped further reduce dimensionality and improve the effectiveness of fake news detection. Textual content analysis is a common technique for fake news detection, as explored by Wynne et al., who used word and character n-grams combined with machine learning classifiers \[28\]. Their model showed strong results, but incorporating feature selection methods like Genetic Algorithms could have refined the feature set and potentially improved predictive accuracy. Multimodal approaches that combine text, images, and videos for fake news detection have also been explored. Alshariah et al. used Convolutional Neural Networks (CNNs) and transfer learning with AlexNet to identify fake images \[21\], while Giachanou et al. demonstrated that combining text and image features using BERT-Base and VGG-16 led to improved detection accuracy \[29\]. Similarly, Hamid et al. investigated misinformation related to COVID-19 using Graph Neural Networks, stressing the need for further research on integrating GNNs with Natural Language Processing techniques to enhance fake news detection \[39\]. While deep learning techniques show promise for fake news detection, the integration of feature selection methods, such as Genetic Algorithms, can significantly improve model performance. Additionally, the inclusion of feature selection in multimodal approaches can enhance both efficiency and accuracy, helping to tackle the growing complexity of data in fake news detection.

# Proposed model

Fake news has become a significant issue in contemporary society, and developing effective models for its detection is crucial. In this research, a model for detecting fake news was created using the Fakenewsnet dataset obtained from Kaggle. After gathering the data, it was pre-processed and organized into a structured format to facilitate further analysis. The dataset contains several columns, such as title, text, subject, date, and label. The title, text, and subject columns were combined, which was then processed, using TF-IDF (Term Frequency-Inverse Document Frequency) to extract relevant features. Once the features were extracted, a hybrid technique combining Particle Swarm Optimization and Genetic Algorithms was applied to select the most pertinent features. This hybrid method helps identify the most significant features for fake news detection. After selecting the features, the data was classified using four machine learning algorithms. The performance of each algorithm was assessed using standard evaluation metrics, such as accuracy, precision, recall, and F1-score, to determine the effectiveness of the model. The entire process, from data pre-processing to performance evaluation, is depicted in Figure 1, where the various steps are clearly illustrated, offering an easily understandable representation of the approach used for fake news detection.

# Methodology

## Data Collection and Visualization

In this study, we used the FakeNewsNet dataset, which is a widely recognized resource available on Kaggle. The dataset is divided into two categories: one for true news and the other for fake news. These categories were combined into a single dataset and labeled as '1' for true news and '0' for fake news to facilitate binary classification. To ensure reliable evaluation, the dataset was split into training and testing sets in an 80:20 ratio, maintaining a balanced distribution of true and fake news across both subsets. This division supports effective model training and performance assessment. The fake news subset contains 23,481 entries across five columns, while the true news subset has 21,417 entries, structured in the same way. After merging the two subsets, the final dataset includes 44,898 records and five columns. For analysis, we focused on four key columns: title, text, subject, and label. To provide a clearer understanding, Figure 2 visualizes a word cloud displaying the most frequent terms in the fake news subset, while Figure 3 illustrates key terms from the true news subset. The dataset consist of the following columns \[1\]:

- Title: This column contains the headline or title of each news article, summarizing its main theme or content in a concise manner.

- Text: The main body or content of the news article.

- Subject: The category or topic of the news article, such as politics, business, or entertainment.

- Date: The publication date of the news article.

- Label: A binary label representing the authenticity of the news:
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- 1 for true news.

- 0 for fake news.
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Figure 1 Proposed Model
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Figure 2. Word Cloud for Fake News
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Figure 3. Word Cloud for True News

## Data Pre-Processing

After collecting the data, it is essential to pre-process it into a structured format to facilitate further processing. In this step, the title, text, and subject columns were merged into a single dataset, and then pre-processing was performed. The output of this pre-processing step is displayed in Figure 4 as a word cloud, highlighting the most frequently occurring terms. During the pre-processing phase, several important tasks were carried out using Python libraries like Pandas, NLTK (Natural Language Toolkit), and re (regular expressions). First, stopwords, URLs, punctuation marks, and other irrelevant content were removed. The NLTK library was used to remove stopwords, while we were used for handling URLs and punctuation. To ensure uniformity, all the text was converted to lowercase using the str. lower () function from Pandas. This step is crucial to avoid treating the same word differently due to variations in capitalization, which can result in redundant data and increased processing time. Reducing such redundancies not only conserves memory but also enhances the accuracy and efficiency of the model. Tokenization, a key step in text pre-processing, was carried out using NLTK's word_tokenize function, which splits the text into smaller, manageable units (tokens). These steps were applied to prepare the data for the next stages of analysis and model building, ensuring consistency and efficiency throughout the process. Below are the key steps used in pre-processing the data:
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Figure 4. Word Cloud of Pre-processed Text

***4.2.1 Stopwords Removal:*** Stopwords, such as "the," "and," and "is," are common words that do not provide valuable information for analysis. These words were removed using the NLTK library to eliminate unnecessary noise, allowing the model to focus on the more meaningful content in the text, which helps improve the accuracy of predictions.

***4.2.2 Removal of URLs and Punctuation:*** URLs and punctuation marks do not contribute to understanding the text's content, so they were removed using regular expressions (re). This ensures that the dataset contains only the relevant text, making the processing more efficient and improving the quality of the input data for model training.

***4.2.3 Converting Text to Lowercase:*** To standardize the data, all text was converted to lowercase using Pandas' str.lower() method. This is important because it ensures words like "Fake" and "fake" are treated as the same, preventing the model from considering them as separate words, which helps reduce redundancy and unnecessary memory usage.

***4.2.4 Tokenization:*** Tokenization involves splitting the text into smaller, meaningful units (tokens), typically words. This step was carried out using NLTK's word_tokenize() function. It breaks the text into individual words or tokens, which can then be used for further analysis, such as feature extraction and classification.

## Feature Extraction using tf-idf

After completing data pre-processing, features were extracted using TF-IDF vectorization, a statistical method that transforms textual data into a numerical format suitable for machine learning algorithms. TF-IDF assesses how frequently a word appears in a document, helping to evaluate its importance in distinguishing content across a dataset. It is widely used in text mining and natural language processing to extract meaningful features from text data. Selecting 5000 features ensures a more detailed representation of the dataset ensures a more detailed understanding of the data, capturing a wider range of important patterns and relationships. Using fewer features might risk missing key information while selecting too many could lead to overfitting and increased computational complexity. The choice of 5000 features aims to strike a balance between maintaining important data and ensuring model efficiency, avoiding both underfitting and overfitting. In this study, the title, text, and subject columns were processed using TF-IDF, converting the textual data into a numerical format. The resulting TF-IDF matrix had dimensions of (44898, 5000). Figure 5 illustrates the TF-IDF scores for the top 10 words from the dataset, highlighting the most significant terms based on their frequency and importance in the text and Figure 6 displays a heatmap representing the extracted features derived from the TF-IDF method. This visualization provides an insightful overview of the most significant features in the dataset, highlighting their relative importance and frequency across the documents. The heatmap helps to better understand the distribution and significance of the terms extracted through TF-IDF, offering a clearer picture of the features that contribute most to the analysis. These scores help identify critical features within the data. The transformation reduced the data's dimensionality while preserving essential features for subsequent stages, such as feature selection. The TF-IDF technique highlights terms that help differentiate between documents while reducing the impact of commonly occurring terms. This transformation allows the text to be represented numerically, making it better suited for subsequent analysis and processing.

TF-IDF Formula \[33\],

TF-IDF (t, d) =TF (t, d) ×IDF(t)

Where,\
Term Frequency (TF): These measures how frequently a term appears in a document relative to the total number of terms in that document \[33\]:

TF (t, d) = Frequency of t in d

Total terms in d
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Figure 5. Top 10 Features in TF-IDF Matrix
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Figure 6. Heatmap of TF-IDF Matrix

## Data Splitting

After performing feature extraction using the TF-IDF method, the next step involved dividing the dataset into two subsets: the training set and the test set. This division is essential for evaluating the model's ability to generalize to new, unseen data, helping to prevent overfitting, where the model may perform well on training data but fail to predict accurately on new data. In this study, the train_test_split function from the scikit-learn library was used to randomly split the dataset, ensuring that one subset is used for training and another for testing, thereby evaluating the model's generalization capability. The dataset was divided into two parts, with 80% of the data used for training the model and the remaining 20% reserved for testing purposes. Setting the random_state=42 ensures that the data split remains the same each time the code is executed, providing consistency and reproducibility. This step is vital for assessing the model’s performance on unseen data, providing a reliable indication of its generalization ability. The division of data between training and testing sets is illustrated in Figure 7, which shows the proportion of data used for each.
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Figure 7. Data-Splitting Visualization

**4.5 Feature Selection Using Particle Swarm Intelligence and Genetic Algorithm**

In this step, a total of 5000 extracted features were selected by utilizing a hybrid approach that integrates two powerful evolutionary algorithms: Particle Swarm Optimization and Genetic Algorithm. The reason for using this hybrid approach is to ensure that only the most relevant and significant features are chosen, thereby improving the model's ability to make accurate predictions. By combining the strengths of both algorithms, this method aims to identify the optimal subset of features that can contribute most effectively to the model’s performance. The process began by performing feature selection using PSO, which helped identify a set of important features. Following this, the Genetic Algorithm was applied to further refine and select additional relevant features. Once the features selected by both algorithms were identified, they were combined into a unified set. This combined set of features was then used as input for a classifier algorithm to build the model. The combination of these carefully selected features ensures that the model is based on the most pertinent information, which is key for improving its overall performance. A detailed explanation of the entire process is provided below.

### Particle Swarm optimization

Particle Swarm Optimization is an optimization method that draws inspiration from the collective social behaviors observed in nature, such as the coordinated movements of bird flocks or fish schools. Introduced by James Kennedy and Russell Eberhart in 1995, PSO models the way individuals within a group share information and adapt their actions collaboratively to reach a shared objective. In PSO, individual particles adjust their movements based on both their own experience and the experience of other particles in the swarm, making it an extension of evolutionary algorithms \[22\]. Particle Swarm Optimization has some attractive features: it is easy to implement, doesn't require gradient information, and can be applied to a variety of optimization problems, including neural network training and function minimization \[23\]. PSO is highly effective in solving problems where the goal is to find optimal or near-optimal solutions within a large search space. In PSO, each particle represents a potential solution, and particles collaborate to explore the solution space. In this study, PSO is applied to feature selection for fake news detection. The objective is to improve the performance of a Logistic Regression model by selecting the most relevant features. Logistic Regression is chosen because it is a simple yet powerful classification algorithm, widely used for binary classification tasks such as distinguishing between fake and real news. Furthermore, using Logistic Regression during feature selection ensures that the features selected by PSO remain consistent across multiple runs. This consistency helps avoid fluctuations in feature selection, providing a more stable and reliable set of features for the model. PSO optimizes the selection of features, enhancing model performance, reducing overfitting, and improving generalization. In this study, the swarm size is set to 10 particles, ensuring the feature selection process is manageable and effective in exploring the feature space.

Steps in Particle Swarm Optimization

- Initialization: A population of 10 particles is randomly generated, where each particle is represented as a binary string. Each binary value (1 or 0) indicates whether a specific feature is included or excluded.

- Fitness Function Evaluation: The fitness value of each particle is computed by training a logistic regression model using the features selected by that particle. The accuracy of the model is used as the fitness score. A penalty is applied when no features are selected, ensuring the algorithm identifies meaningful subsets.

- Update Velocity and Positions: Particles update their velocity and position by considering three components: inertia (previous velocity), cognition (personal best solution), and social influence (global best solution). These updates allow particles to explore and converge toward better solutions iteratively.

- Optimization Over Iterations: The algorithm is run for 5 generations, with particles continuously refining their positions to maximize fitness. The global best particle improves with each generation as the swarm converges toward optimal solutions.

- Selection of Features: At the end of the optimization process, the best-performing particle represents the final subset of features. In this case, PSO selected 1,030 features, as shown in Figure 8.
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Figure 8. Line Graph of Selected Features by PSO

### Genetic Algorithm

The genetic algorithm is a prominent evolutionary algorithm, and John Holland, along with his students, worked on developing this algorithm in the 1960s, 1970s, and 1980s. By the mid-1980s, this algorithm began to be recognized by other research communities such as machine learning and operations research. It may not be a coincidence that the explosion of research into genetic algorithms coincided with the surge in research on artificial neural networks. This algorithm is inspired by biological systems as a computational model \[25\]. For instance, if binary strings represent real numbers in a GA for function optimization, operations like crossover, mutation, and selection are applied to these bit strings. To evaluate the fitness of a chromosome, the bit string is decoded into a real number or vector \[24\]. Genetic Algorithm is a computational technique inspired by the natural evolution process, where solutions evolve through selection, crossover, and mutation. It is particularly effective for optimizing complex problems by exploring large search spaces. Inn this study, GA is utilized for feature selection in fake news detection. The primary goal is to identify the most significant features that contribute to the effectiveness of a Logistic Regression model. Logistic Regression is chosen for its ability to efficiently handle binary classification tasks, such as differentiating between fake and real news. The inclusion of Logistic Regression in the feature selection process ensures that the selected features are consistent and reliable. By using Logistic Regression during each iteration of GA, the feature set remains stable, which minimizes the risk of irrelevant or fluctuating features affecting the model's performance. The GA proceeds by evolving a population of solutions over several generations, applying crossover and mutation operations to explore various feature subsets. The fitness of these subsets is evaluated based on their performance in the Logistic Regression model, and the best-performing feature subsets are retained. This process guarantees that the final selected features are both optimal and relevant, ultimately improving the accuracy of the fake news detection model.

Steps in Genetic Algorithm

- Population Initialization: The initial population comprises 10 binary strings, each representing a candidate solution. Similar to PSO, each bit indicates whether a feature is included (1) or excluded (0).

- Fitness Evaluation: Fitness is calculated by training a logistic regression model on the selected features. The model's performance on the dataset determines the fitness value. Solutions with no selected features are penalized to avoid invalid subsets.

- Selection, Crossover, and Mutation:

<!-- -->

- Selection: The tournament selection method is used to choose parent solutions based on their fitness.

- Crossover: Parents are combined with a crossover probability of 0.7 to produce offspring.

- Mutation: Random mutations with a probability of 0.2 introduce diversity by flipping bits in the offspring.

<!-- -->

- Generational Evolution: GA operates over 5 generations, where new offspring replace the current population. The best-performing solutions are carried forward to maintain progress toward better feature subsets.

- Feature Subset: After 5 iterations, GA identifies the best subset of features, selecting 2,498 features in total. These results are illustrated in Figure 9**.**
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Figure 9. Line Graph of Selected Features by GA

**4.5.3. Combined Feature Selection Using Particle Swarm Optimization and Genetic Algorithm**

The features selected by both PSO and GA are merged to form a comprehensive and optimized set of features. The hybrid approach leverages the strengths of both algorithms, combining the exploration capabilities of PSO with the refinement capabilities of GA. The final feature set, consisting of 3,010 features, is visualized in Figure 10. This combined set represents the most relevant features identified through the collaborative efforts of both PSO and GA, ensuring an efficient and accurate feature selection process for fake news detection.
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Figure 10. Line Graph of Combined Selected Features (PSO+GA)

## Classification Algorithm

This study utilized six distinct machine learning algorithms to assess their performance in addressing the problem. Below is a brief overview of each algorithm.

***4.6.1. Logistic Regression:*** Logistic regression is a widely used technique for binary classification tasks, where the goal is to predict one of two possible outcomes. Unlike linear regression, which provides continuous numerical predictions, logistic regression focuses on estimating the likelihood of a particular category. It achieves this by applying a sigmoid function, which transforms the output into a probability value between 0 and 1. The model combines the input features linearly and uses a threshold, such as 0.5, to classify the outcome. Known for its simplicity and effectiveness, logistic regression is especially useful when there is a linear relationship between the predictors and the log-odds of the target variable.

***4.6.2. Random Forest:*** Random Forest is a robust machine learning algorithm that can be applied to both classification and regression problems. It works by building multiple decision trees, each trained on different random subsets of the data and features, to ensure diversity. The algorithm aggregates the outputs of these trees to make a final prediction using majority voting for classification tasks and averaging for regression tasks. This ensemble approach improves accuracy and reduces the likelihood of overfitting compared to a single decision tree. Random Forest is well-suited for datasets with mixed feature types, can handle missing data, and is effective at capturing complex patterns in the data, making it a popular and reliable choice in various applications.

***4.6.3. Gradient Boosting Classifier:*** The gradient boosting classifier is an advanced machine learning technique often used for classification problems. It builds a series of decision trees, where each new tree focuses on correcting the errors of the previous ones. By iteratively improving the model's predictions, it effectively reduces errors and enhances accuracy. This approach works by optimizing a loss function through a gradient descent process. It combines multiple weak models, such as shallow decision trees, into a single, strong predictive model. The method is highly flexible and can handle various data types, including numerical and categorical, while parameters like learning rate, the number of trees, and tree depth help manage model complexity and prevent overfitting. Although it can deliver high performance, gradient boosting often requires careful parameter tuning and can be computationally intensive. Frameworks like XGBoost, LightGBM, and CatBoost offer optimized implementations, making the process faster and more efficient for practical use.

***4.6.4. Support Vector Machine:*** Support Vector Machine (SVM) is a supervised learning algorithm used for both classification and regression tasks. It operates by finding a hyperplane that separates data points into different classes with the maximum margin, ensuring a clear distinction between categories. The closest data points to this hyperplane, known as support vectors, play a key role in defining the boundary. SVM can handle both linear and non-linear problems. For non-linear cases, it uses kernel functions to map the data into a higher-dimensional space where separation becomes possible. Common kernels include linear, polynomial, and radial basis functions (RBF). The algorithm is effective for high-dimensional data and performs well when there is a clear margin of separation between classes. Although SVM is powerful, it may require careful tuning of parameters such as the kernel type and regularization strength to achieve the best results. It is computationally intensive for large datasets but excels in applications like text categorization, image classification, and bioinformatics, where precision in decision boundaries is essential.

## Performance Metrics

After completing pre-processing, feature extraction, and feature selection, and successfully training the model, the final step involves evaluating its performance. This is achieved using standard metrics such as accuracy, precision, recall, F1-score, and the confusion matrix. These metrics provide a comprehensive understanding of the model's effectiveness and help identify areas for improvement. These metrics provide a clear understanding of its strengths and weaknesses. This study focuses on five key metrics commonly used to evaluate classification models**:** Accuracy**,** Precision**,** Recall**,** F1-Score, and Support, and also evaluates performance using a heatmap, line graph, and bar graph**.** Below is an explanation of each metric:

***4.7.1 Accuracy:*** Accuracy is a key metric that measures the percentage of correctly classified samples about the total number of samples in a dataset. It offers an overall measure of the model's predictive capability. While accuracy is effective for datasets with balanced class distributions, it may be misleading in cases of class imbalance. For example, in a dataset where 90% of instances belong to one class, a model that predicts the majority class for all cases may achieve high accuracy, yet perform poorly for the minority class \[34\].

***4.7.2 Precision:*** Precision calculates the proportion of true positive predictions relative to all instances predicted as positive by the model. It indicates the model's capability to minimize incorrect positive predictions. A True Positive (TP) is when the model correctly predicts a positive instance, whereas a False Positive (FP) is when a negative instance is mistakenly predicted as positive \[35\].

***4.7.3 Recall:*** Also referred to as sensitivity**,** recall measures the proportion of actual positive instances that the model correctly identifies. It focuses on minimizing false negatives, ensuring that all relevant positive instances are captured \[36\].

***4.7.4 F1-Score:*** The F1-Score represents the harmonic mean of precision and recall, offering a balanced measure of a model's performance. It is especially beneficial for imbalanced datasets as it accounts for both false positives and false negatives. This metric is particularly valuable when balancing precision and recall is critical \[37\].

***4.7.5 Support:***Support represents the number of actual instances for each class within the dataset. This metric highlights the class distribution, which is essential for contextualizing the other performance metrics.

***4.7.6 Confusion Matrix:*** The confusion matrix provides a detailed visualization of a classification model's performance by comparing predicted values against actual values. It classifies outcomes into four categories:

- True Positive (TP): Correctly predicted positive cases.

- True Negative (TN): Correctly predicted negative cases.

- False Positive (FP): Incorrectly predicted positive cases.

- False Negative (FN): Incorrectly predicted negative cases.

> Table 1. Confusion Matrix

|                 | **Predicted Positive** | **Predicted Negative** |
|:----------------|:-----------------------|:-----------------------|
| Actual Positive | True Positive (TP)     | False Negative (FN)    |
| Actual Negative | False Positive (FP)    | True Negative (TN)     |

***4.7.7 Heatmap:*** A heatmap is a graphical representation of data where varying colors depict individual values. This visualization technique is commonly used to show the intensity or magnitude of data points in a matrix or grid format. The colors in a heatmap typically range from light to dark or use a color gradient to represent numerical values, making it easier to identify patterns, trends, or correlations within the data. Heatmaps are widely applied in various fields like data analysis, machine learning, and statistics, as they provide a quick and intuitive way to visualize complex information.

**5. Experimental Analysis and Results:**

This study utilizes the FakeNewsNet dataset, which includes the columns: title, text, date, label, and subject. For this research, the focus is on the title, text, subject, and label columns. Among these, the label column serves as the target variable, while the title, text, and subject columns were pre-processed to prepare them for further analysis. Following pre-processing, 5,000 features were extracted using the Term Frequency-Inverse Document Frequency (TF-IDF) method. A hybrid approach combining genetic algorithms and particle swarm optimization was employed to enhance the feature selection process. Both GA and PSO are powerful algorithms within the realm of evolutionary computation, known for their ability to optimize complex problems. The hybrid technique effectively selected the most relevant features, which were then used to train four different machine-learning algorithms. The performance of these machine learning models was thoroughly evaluated using standard metrics, including accuracy, precision, recall, and F1-score. This comprehensive evaluation ensured a detailed understanding of the strengths and weaknesses of each algorithm. The results of the experiments are presented in a detailed and structured manner through comprehensive tables and figures, as outlined below:

In Figure 11 displays the confusion matrices for Logistic Regression and SVM, presented as heatmaps, providing a clearer understanding of their prediction performance. Figure 12 showcases the heatmap of the confusion matrices for Gradient Boosting and Random Forest, allowing for an immediate visual comparison of these two algorithms. Figure 13 compares the accuracy and precision of the four machine learning algorithms using a bar graph, effectively illustrating their relative strengths. Figure 14 continues this comparison by presenting recall and F1-score in a bar graph, further emphasizing the distinctions between the algorithms. Figure 15 consolidates all four metrics—accuracy, precision, recall, and F1-score—into a single, comparative bar graph, offering a holistic view of the performance across all algorithms. Figure 16 presents a heatmap that visualizes the performance of all four machine learning algorithms, clearly displaying their accuracy, precision, recall, and F1 score in an easily interpretable format. Finally, Figure 17 provides a line graph comparison of the four algorithms, offering an alternative perspective on their relative performance across different evaluation metrics. These enhanced visualizations and comparisons offer a deeper understanding of the machine learning algorithms' capabilities, highlighting the significant role of the hybrid feature selection technique in improving classification performance and its potential to address the challenges posed by fake news detection.

**Table 2**, compares the performance of six classifiers in accuracy, F1-score, recall, and support.

| Classifier                        | Accuracy | Precision | F1-Score | Recall | Support |
|:----------------------------------|:---------|:----------|:---------|:-------|:--------|
| Logistic Regression               |          |           |          |        |         |
| Random Forest (RF)                |          |           |          |        |         |
| Gradient Boosting Classifier (GB) |          |           |          |        |         |
| Support Vector Machine (SVM)      |          |           |          |        |         |
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Figure 11. Confusion Matrix Heatmap: Logistic Regression and SVM
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Figure 12. Confusion Matrix Heatmap: Random Forest and Gradient Boosting
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Figure 13. Comparison of Accuracy & Precision of four Machine Learning Algorithms
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Figure 14. Comparison of Recall and F1-Score of Four Machine Learning Algorithms
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Figure 15. Comparison of Four Machine Learning Algorithms in terms of Accuracy, Precision, Recall, F1-Score.
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Figure 16. Heatmap of Machine Learning Algorithms Performance
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Figure 17. Comparison of Models for Accuracy, Precision, Recall, F1-Score.

# Conclusion and Future Scope

This study successfully developed a robust fake news detection model using a hybrid feature selection method that combined Genetic Algorithms and Particle Swarm Optimization. The research was conducted using the FakeNewsNet dataset, which comprises two datasets: one containing fake news and the other containing true news. These two datasets were merged to create a single dataset with 44,898 news articles and five columns. This dataset is publicly available on Kaggle. By applying this hybrid approach, the most relevant features were identified and used to train four different machine learning classifiers. The results demonstrated that three classifiers achieved a perfect accuracy of 100%, while Logistic Regression performed slightly lower with 99% accuracy. These findings emphasize the effectiveness of combining evolutionary algorithms for feature selection in improving the performance of fake news detection systems. Although this research primarily concentrated on textual data, there is significant potential for extending this approach to handle multimedia content, such as images, videos, and audio, frequently involved in spreading misinformation. Incorporating deep learning models for image and video analysis, such as Convolutional Neural Networks, could enhance the model's ability to analyze visual and audio cues alongside textual data. By exploring integrating these multimodal data types, future work could lead to a more comprehensive detection system capable of identifying fake news across various formats.



     Global Journal of Computer Science and Technology  10.34257/GJCSTD259604 259604  Enhancing Feature Selection for Fake News Detection using A Hybrid Genetic Algorithm and Particle Swarm Optimization Approach   Nikita Garg nikita.garg2706@gmail.com  Dr. Pritam Singh Negib negipritam@gmail.com  Nischay Garg nischaygarg022@gmail.com  21 08 2026  Fake news has emerged as a major concern in today’s digital era, spreading rapidly and influencing various aspects of society, including mental well-being and public opinion. This study focuses on addressing this issue by proposing an effective framework for detecting fake news. The research utilizes the FakeNewsNet dataset, beginning with thorough data pre-processing to ensure quality and consistency. Features were then extracted using the TF-IDF (Term Frequency-Inverse Document Frequency) technique, which is widely used for textual data analysis. To further enhance the dataset, a hybrid approach combining Genetic Algorithm and Particle Swarm Optimization was employed for feature selection. This hybrid method ensures that only the most relevant and impactful features are retained, optimizing the overall performance of the detection system. The selected features were used to train different machine-learning models. Among these, Logistic Regression delivered 99% accuracy, a significant result. However, three other machine learning algorithms outperformed it, achieving even higher accuracy, highlighting their superior ability to classify fake news accurately. This research aims to contribute to the ongoing fight against fake news by providing a reliable and efficient detection system that can help mitigate its negative effects on society.  Feature Selection Hybrid Approach Genetic Algorithm Particle Swarm Optimization Fake News   Introduction The advent of the digital age has revolutionized the way news is produced, accessed, and consumed. Social media platforms, blogs, and other online channels have become primary sources of information, offering unparalleled accessibility. However, this transformation has introduced a significant challenge—the rapid proliferation of fake news. Fake news, defined as deliberately fabricated or misleading information intended to deceive readers, poses severe societal risks. Its potential to manipulate public opinion, distort political processes, and deepen social divides is well-documented, particularly during critical events like elections, public health crises, and social movements \[2\]. The urgency to detect and mitigate the spread of fake news necessitates the development of efficient and accurate detection frameworks. Detecting fake news involves analyzing large-scale textual data to differentiate between authentic and fabricated content. A crucial step in this process is feature selection, which involves identifying the most relevant and impactful features from the dataset \[3\]. Effective feature selection not only improves the accuracy of machine learning models but also reduces computational overhead. However, in high-dimensional textual datasets, traditional feature selection methods often struggle to identify meaningful features due to their inherent limitations, including inefficiency and susceptibility to suboptimal performance in dynamic environments \[4\]. In this study, advanced optimization techniques are employed to address the challenges of feature selection in fake news detection. These techniques fall under the umbrella of Evolutionary Computation, encompasses a range of optimization techniques that are inspired by natural processes, such as biological evolution and social behavior. These techniques are generally divided into two main categories: Evolutionary Algorithms and Swarm Intelligence. Evolutionary Algorithms are a type of optimization technique based on principles of natural evolution \[5\]. Swarm Intelligence, on the other hand, refers to optimization techniques inspired by collective behavior in natural systems, such as the behavior of social animals \[6\]. Both of these categories are designed to solve complex optimization problems by mimicking natural processes, though they operate in different ways. Evolutionary Algorithms, inspired by natural evolutionary processes, have emerged as a powerful tool for feature selection, offering adaptive and robust solutions for complex problems \[7\]. These algorithms mimic biological processes such as selection, mutation, and crossover to evolve a population of potential solutions over time. Genetic Algorithms, a well-known subclass of EAs, have been particularly successful in feature selection tasks due to their ability to explore large and complex search spaces efficiently \[8\]. In Genetic Algorithm, a population of candidate solutions is evolved over successive generations, with the fittest individuals selected for reproduction based on their ability to meet the problem's objectives. This iterative process of selection, crossover, and mutation enables Genetic Algorithm to explore diverse solutions and avoid local optima, making them well-suited for feature selection in high-dimensional datasets \[9\]. Despite their strengths, Genetic Algorithm. One significant challenge is their tendency to prematurely converge to suboptimal solutions, especially when the search space is large or the problem is highly complex \[10\]. This issue arises because Genetic Algorithm may focus on a limited subset of features early in the search process, reducing the diversity of the population and hindering further exploration of the solution space. To address the limitations of Genetic Algorithm, Swarm Intelligence techniques, particularly Particle Swarm Optimization (PSO), have gained popularity for feature selection. Inspired by the collective behavior of social organisms such as birds or fish, Particle Swarm Optimization simulates the movement of particles in a search space, with each particle representing a potential solution. Particles adjust their positions based on both their own best-known solution and the best-known solution in the swarm \[11\]. Particle Swarm Optimization has been successfully applied to a wide range of optimization problems, including feature selection, due to its simplicity, ease of implementation, and ability to converge rapidly to high-quality solutions. However, while Particle Swarm Optimization excels in fine-tuning solutions and exploring local neighborhoods, it can become trapped in local optima, especially in high-dimensional and complex problems \[12\]. This issue can lead to suboptimal feature selection, where the algorithm fails to identify the most relevant features that truly contribute to the performance of the classification model. Recognizing the complementary strengths of Genetic Algorithm and Particle Swarm Optimization, hybrid approaches combining both techniques have been proposed to overcome the individual limitations of each. In a hybrid Genetic Algorithm-Particle Swarm Optimization framework, the Genetic Algorithm is used to explore a broad solution space, while Particle Swarm Optimization fine-tunes the selected solutions for optimal feature sets \[12\]. This combination leverages the global search capability of Genetic Algorithm and the local search efficiency of Particle Swarm Optimization, leading to more robust feature selection and improved model performance. Hybrid Genetic Algorithm-Particle Swarm Optimization frameworks have been shown to significantly enhance the accuracy of classification models by identifying the most relevant features while reducing dimensionality and computational cost \[13\]. This research builds on these advancements by proposing a hybrid Genetic Algorithm -Particle Swarm Optimization framework specifically designed for fake news detection, a task characterized by high-dimensional, noisy textual data. By integrating both Evolution Algorithm and Swarm Intelligence, the proposed framework aims to optimize feature selection for fake news detection, improving both the efficiency and accuracy of machine learning models. The dataset used for this research is the FakeNewsNet dataset \[1\], which is publicly available on Kaggle and widely used within the research community. This dataset contains real and fake news articles and is part of several popular fake news detection datasets such as LIAR, PHEME, BUZZFEED, and CIFAR, all of which are available on Kaggle. After collecting the data, pre-processing steps were performed to structure the dataset appropriately, ensuring it was ready for further analysis. The dataset includes the following columns: title, text, subject, date, and label. In this research, we focused on the title, text, subject, and label columns, where the label column represents the target variable (fake or real news). Once the data was prepared, feature extraction was performed using the TF-IDF (Term Frequency-Inverse Document Frequency) method, which is particularly effective for text data. After extracting the features, 5000 features were initially selected. A hybrid Genetic Algorithm-Particle Swarm Optimization approach was then used to optimize the selection, resulting in 3010 selected features. These selected features were used to train four different machine learning algorithms, and the performance of each model was evaluated. The performance analysis revealed that Logistic Regression, while achieving an accuracy of 99%, had a much lower precision and recall compared to the other algorithms. This suggests that while Logistic Regression may achieve high accuracy, it is not as effective in identifying fake news articles compared to other algorithms. The hybrid Genetic Algorithm-Particle Swarm Optimization approach demonstrated that evolutionary algorithms are an efficient and powerful tool for feature selection in fake news detection. Compared to traditional methods, which tend to be less effective in selecting the right features, the hybrid approach provided a more accurate and robust solution, significantly enhancing the accuracy of fake news detection models. This research contributes to the field by introducing the following innovations: Development of a Hybrid Genetic Algorithm-Particle Swarm Optimization Framework: This framework leverages the complementary strengths of Genetic Algorithms and Particle Swarm Optimization to improve feature selection in high-dimensional datasets. Application to Fake News Detection: The hybrid approach was applied to the FakeNewsNet dataset, a real-world problem that benefits from advanced optimization techniques for more accurate and efficient detection. Comprehensive Evaluation: The framework was evaluated using machine learning models, showing its effectiveness in improving fake news detection accuracy and proving its utility in high-dimensional data problems. This research addresses the critical issue of fake news detection and highlights the broader potential of hybrid evolutionary algorithms for solving complex, high-dimensional data problems. By enhancing the feature selection process, the hybrid framework provides a scalable and effective solution that can be applied across a variety of domains, improving decision-making processes and reducing the spread of misinformation in society. The paper is organized into six sections to ensure clarity and coherence. Section 2 focuses on the literature review, providing a comprehensive analysis of previous work related to this study. Section 3 introduces the proposed model, detailing the framework and its application to fake news detection. Section 4 is dedicated to the methodology, explaining the steps involved data pre-processing to model evaluation. Section 5 presents the experimental analysis and results, showcasing the implementation and performance evaluation of the model. Finally, Section 6 concludes the paper with key insights and outlines potential directions for future work, paving the way for further advancements in this field.  Literature review Fake news detection has become an essential challenge in the digital age, driven by the rapid spread of misinformation across various online platforms. Early detection methods mainly relied on machine learning algorithms that classified news articles based on content-related features like word frequencies, linguistic patterns, and metadata. With the increasing complexity of data, however, there has been a shift toward using more advanced techniques that incorporate both natural language processing and machine learning algorithms to detect fake news. Ahmed et al., highlighted the potential of machine learning models like Random Forests, Support Vector Machines, and deep learning networks for fake news detection \[20\]. These techniques can effectively handle large-scale textual datasets, but one challenge that remains is how to identify the most relevant features that contribute to classification. Feature selection plays a pivotal role in fake news detection, as it helps reduce dimensionality, enhance model performance, and improve computational efficiency by selecting only the most discriminative features. The features typically include textual attributes such as n-grams, sentiment scores, linguistic features, and various textual representations like TF-IDF or Word2Vec embeddings. To improve the classification accuracy of fake news models, feature selection methods such as filter, wrapper, and embedded methods have been widely adopted. Filter methods evaluate features based on statistical tests or information gain, while wrapper methods evaluate subsets of features by training a machine learning model and selecting the best subset based on model performance. Embedded methods, on the other hand, select features during the model training process itself, as seen in decision tree-based models like Random Forests. Among the various feature selection techniques, Genetic Algorithms have been widely used due to their global search capabilities and ability to explore large search spaces efficiently \[14\] were among the first to apply GA for feature selection, and since then, this approach has gained popularity in various fields, including fake news detection. In particular, \[16\] showed how GA could identify relevant features for fake news detection, highlighting its ability to reduce overfitting and improve model accuracy. GAs operate by simulating the process of natural selection, where a population of potential feature subsets is evolved over generations to identify the best solution. This makes GA particularly suitable for complex problems where the feature space is large, and redundant or irrelevant features may exist. In addition to GA, Particle Swarm Optimization has also been widely used for feature selection due to its simplicity and ability to converge quickly toward optimal solutions. Kennedy and Eberhart \[11\] introduced PSO, and it has since been applied to many optimization problems, including feature selection \[15\] demonstrated the use of PSO for selecting the most relevant features in fake news detection, showing that PSO could reduce the dimensionality of feature sets while maintaining or even improving classification accuracy. The key advantage of PSO lies in its ability to balance exploration and exploitation in the search space, ensuring that the algorithm converges efficiently toward a good solution. To further enhance feature selection performance, hybrid approaches combining GA and PSO have been proposed. These hybrid approaches aim to combine the strengths of both algorithms: GA's global search capabilities and PSO's quick convergence properties. By combining GA and PSO, researchers have been able to develop more efficient feature selection methods that improve the performance of fake news detection models. Deb et al. proposed a hybrid GA-PSO approach for image classification, demonstrating its ability to enhance classification accuracy and reduce computation time \[18\]. Similarly, Zhou et al. applied a hybrid GA-PSO method to fake news detection, achieving improved feature selection and better overall classification performance \[17\]. Their results indicated that the hybrid approach outperformed traditional GA or PSO-based methods, as it was better able to explore the search space and fine-tune the selected features. Once feature selection is completed, various machine learning algorithms can be used for the classification of real and fake news. Algorithms like Random Forests, SVM, and deep learning techniques such as Convolutional Neural Networks (CNN) and Recurrent Neural Networks (RNN) are commonly used for fake news detection. These algorithms can be significantly improved when combined with optimized feature selection techniques like GA and PSO. For example, Ruchansky et al. used deep learning models, including CNNs, to classify fake news, integrating textual features with user behavior data \[19\]. In addition, Rashid et al. explored the effectiveness of ensemble learning methods for fake news detection and found that combining multiple models improved performance \[32\]. Integrating feature selection with machine learning algorithms such as these can lead to higher accuracy and more reliable fake news detection systems. Fake news detection has become increasingly challenging with the rise of multimodal data, which combines text, images, and other forms of information. As noted by Li et al., multimodal data fusion offers a more holistic approach to identifying fake news \[26\]. However, the integration of different modalities leads to a surge in the number of features, which necessitates the use of feature selection techniques. By focusing on the most informative features, feature selection not only improves model efficiency but also reduces redundancy, enhancing overall performance. Numerous studies highlight the importance of feature selection in improving fake news detection. Akinyemi et al. demonstrated that using Genetic Algorithms for feature selection alongside deep learning models significantly boosted model performance by eliminating irrelevant features \[40\]. Similarly, Kong et al. showed that combining Term Frequency-Inverse Document Frequency (TF-IDF) with Genetic Algorithm-based feature selection resulted in enhanced performance, further emphasizing the importance of refining the feature set \[30\]. While tree-based models like Random Forest and Gradient Boosting are commonly used in fake news detection due to their robustness, they often lack built-in feature selection components. Kaliyar et al. found that optimized ensemble models were effective at distinguishing real from fake news, but their performance could have been further improved with the addition of feature selection techniques, particularly Genetic Algorithms \[27\]. Alhariri et al. applied Random Forest for fake news detection in a dataset related to COVID-19 \[31\]. Although their model performed well, they observed that incorporating feature selection could have enhanced its efficiency by removing redundant or irrelevant features. Similarly, Ahmed et al. explored different machine learning algorithms for fake news detection but did not implement feature selection, which could have further refined the model's performance. For short text datasets, such as tweets, feature selection becomes even more critical. Gupta et al. encountered challenges with large datasets and low accuracy but were able to improve model performance through feature extraction \[38\]. However, they lacked formal feature selection, which could have helped further reduce dimensionality and improve the effectiveness of fake news detection. Textual content analysis is a common technique for fake news detection, as explored by Wynne et al., who used word and character n-grams combined with machine learning classifiers \[28\]. Their model showed strong results, but incorporating feature selection methods like Genetic Algorithms could have refined the feature set and potentially improved predictive accuracy. Multimodal approaches that combine text, images, and videos for fake news detection have also been explored. Alshariah et al. used Convolutional Neural Networks (CNNs) and transfer learning with AlexNet to identify fake images \[21\], while Giachanou et al. demonstrated that combining text and image features using BERT-Base and VGG-16 led to improved detection accuracy \[29\]. Similarly, Hamid et al. investigated misinformation related to COVID-19 using Graph Neural Networks, stressing the need for further research on integrating GNNs with Natural Language Processing techniques to enhance fake news detection \[39\]. While deep learning techniques show promise for fake news detection, the integration of feature selection methods, such as Genetic Algorithms, can significantly improve model performance. Additionally, the inclusion of feature selection in multimodal approaches can enhance both efficiency and accuracy, helping to tackle the growing complexity of data in fake news detection.  Proposed model Fake news has become a significant issue in contemporary society, and developing effective models for its detection is crucial. In this research, a model for detecting fake news was created using the Fakenewsnet dataset obtained from Kaggle. After gathering the data, it was pre-processed and organized into a structured format to facilitate further analysis. The dataset contains several columns, such as title, text, subject, date, and label. The title, text, and subject columns were combined, which was then processed, using TF-IDF (Term Frequency-Inverse Document Frequency) to extract relevant features. Once the features were extracted, a hybrid technique combining Particle Swarm Optimization and Genetic Algorithms was applied to select the most pertinent features. This hybrid method helps identify the most significant features for fake news detection. After selecting the features, the data was classified using four machine learning algorithms. The performance of each algorithm was assessed using standard evaluation metrics, such as accuracy, precision, recall, and F1-score, to determine the effectiveness of the model. The entire process, from data pre-processing to performance evaluation, is depicted in Figure 1, where the various steps are clearly illustrated, offering an easily understandable representation of the approach used for fake news detection.  Methodology  Data Collection and Visualization In this study, we used the FakeNewsNet dataset, which is a widely recognized resource available on Kaggle. The dataset is divided into two categories: one for true news and the other for fake news. These categories were combined into a single dataset and labeled as '1' for true news and '0' for fake news to facilitate binary classification. To ensure reliable evaluation, the dataset was split into training and testing sets in an 80:20 ratio, maintaining a balanced distribution of true and fake news across both subsets. This division supports effective model training and performance assessment. The fake news subset contains 23,481 entries across five columns, while the true news subset has 21,417 entries, structured in the same way. After merging the two subsets, the final dataset includes 44,898 records and five columns. For analysis, we focused on four key columns: title, text, subject, and label. To provide a clearer understanding, Figure 2 visualizes a word cloud displaying the most frequent terms in the fake news subset, while Figure 3 illustrates key terms from the true news subset. The dataset consist of the following columns \[1\]: - Title: This column contains the headline or title of each news article, summarizing its main theme or content in a concise manner. - Text: The main body or content of the news article. - Subject: The category or topic of the news article, such as politics, business, or entertainment. - Date: The publication date of the news article. - Label: A binary label representing the authenticity of the news: <!-- --> - 1 for true news. - 0 for fake news. - Tokenization Punctuation removal Stopwords removal Lowercase Particle Swarm Optimization Genetic Algorithm Initialization Population Initialization Fitness Evaluation Fitness Evaluation Updating Velocities & Positions Selection No Crossover Binary Encoding of Features Mutation Generational Evolution Update Best Solutions No Final Feature Set Convergence Solution Convergence Solution Yes Yes Figure 1 Proposed Model <figure data-latex-placement="tbp"> </figure> Figure 2. Word Cloud for Fake News <figure data-latex-placement="tbp"> </figure> Figure 3. Word Cloud for True News  Data Pre-Processing After collecting the data, it is essential to pre-process it into a structured format to facilitate further processing. In this step, the title, text, and subject columns were merged into a single dataset, and then pre-processing was performed. The output of this pre-processing step is displayed in Figure 4 as a word cloud, highlighting the most frequently occurring terms. During the pre-processing phase, several important tasks were carried out using Python libraries like Pandas, NLTK (Natural Language Toolkit), and re (regular expressions). First, stopwords, URLs, punctuation marks, and other irrelevant content were removed. The NLTK library was used to remove stopwords, while we were used for handling URLs and punctuation. To ensure uniformity, all the text was converted to lowercase using the str. lower () function from Pandas. This step is crucial to avoid treating the same word differently due to variations in capitalization, which can result in redundant data and increased processing time. Reducing such redundancies not only conserves memory but also enhances the accuracy and efficiency of the model. Tokenization, a key step in text pre-processing, was carried out using NLTK's word_tokenize function, which splits the text into smaller, manageable units (tokens). These steps were applied to prepare the data for the next stages of analysis and model building, ensuring consistency and efficiency throughout the process. Below are the key steps used in pre-processing the data: <figure data-latex-placement="tbp"> </figure> Figure 4. Word Cloud of Pre-processed Text ***4.2.1 Stopwords Removal:*** Stopwords, such as "the," "and," and "is," are common words that do not provide valuable information for analysis. These words were removed using the NLTK library to eliminate unnecessary noise, allowing the model to focus on the more meaningful content in the text, which helps improve the accuracy of predictions. ***4.2.2 Removal of URLs and Punctuation:*** URLs and punctuation marks do not contribute to understanding the text's content, so they were removed using regular expressions (re). This ensures that the dataset contains only the relevant text, making the processing more efficient and improving the quality of the input data for model training. ***4.2.3 Converting Text to Lowercase:*** To standardize the data, all text was converted to lowercase using Pandas' str.lower() method. This is important because it ensures words like "Fake" and "fake" are treated as the same, preventing the model from considering them as separate words, which helps reduce redundancy and unnecessary memory usage. ***4.2.4 Tokenization:*** Tokenization involves splitting the text into smaller, meaningful units (tokens), typically words. This step was carried out using NLTK's word_tokenize() function. It breaks the text into individual words or tokens, which can then be used for further analysis, such as feature extraction and classification.  Feature Extraction using tf-idf After completing data pre-processing, features were extracted using TF-IDF vectorization, a statistical method that transforms textual data into a numerical format suitable for machine learning algorithms. TF-IDF assesses how frequently a word appears in a document, helping to evaluate its importance in distinguishing content across a dataset. It is widely used in text mining and natural language processing to extract meaningful features from text data. Selecting 5000 features ensures a more detailed representation of the dataset ensures a more detailed understanding of the data, capturing a wider range of important patterns and relationships. Using fewer features might risk missing key information while selecting too many could lead to overfitting and increased computational complexity. The choice of 5000 features aims to strike a balance between maintaining important data and ensuring model efficiency, avoiding both underfitting and overfitting. In this study, the title, text, and subject columns were processed using TF-IDF, converting the textual data into a numerical format. The resulting TF-IDF matrix had dimensions of (44898, 5000). Figure 5 illustrates the TF-IDF scores for the top 10 words from the dataset, highlighting the most significant terms based on their frequency and importance in the text and Figure 6 displays a heatmap representing the extracted features derived from the TF-IDF method. This visualization provides an insightful overview of the most significant features in the dataset, highlighting their relative importance and frequency across the documents. The heatmap helps to better understand the distribution and significance of the terms extracted through TF-IDF, offering a clearer picture of the features that contribute most to the analysis. These scores help identify critical features within the data. The transformation reduced the data's dimensionality while preserving essential features for subsequent stages, such as feature selection. The TF-IDF technique highlights terms that help differentiate between documents while reducing the impact of commonly occurring terms. This transformation allows the text to be represented numerically, making it better suited for subsequent analysis and processing. TF-IDF Formula \[33\], TF-IDF (t, d) =TF (t, d) ×IDF(t) Where,\
Term Frequency (TF): These measures how frequently a term appears in a document relative to the total number of terms in that document \[33\]: TF (t, d) = Frequency of t in d Total terms in d <figure data-latex-placement="tbp"> </figure> Figure 5. Top 10 Features in TF-IDF Matrix <figure data-latex-placement="tbp"> </figure> Figure 6. Heatmap of TF-IDF Matrix  Data Splitting After performing feature extraction using the TF-IDF method, the next step involved dividing the dataset into two subsets: the training set and the test set. This division is essential for evaluating the model's ability to generalize to new, unseen data, helping to prevent overfitting, where the model may perform well on training data but fail to predict accurately on new data. In this study, the train_test_split function from the scikit-learn library was used to randomly split the dataset, ensuring that one subset is used for training and another for testing, thereby evaluating the model's generalization capability. The dataset was divided into two parts, with 80% of the data used for training the model and the remaining 20% reserved for testing purposes. Setting the random_state=42 ensures that the data split remains the same each time the code is executed, providing consistency and reproducibility. This step is vital for assessing the model’s performance on unseen data, providing a reliable indication of its generalization ability. The division of data between training and testing sets is illustrated in Figure 7, which shows the proportion of data used for each. <figure data-latex-placement="tbp"> </figure> Figure 7. Data-Splitting Visualization **4.5 Feature Selection Using Particle Swarm Intelligence and Genetic Algorithm** In this step, a total of 5000 extracted features were selected by utilizing a hybrid approach that integrates two powerful evolutionary algorithms: Particle Swarm Optimization and Genetic Algorithm. The reason for using this hybrid approach is to ensure that only the most relevant and significant features are chosen, thereby improving the model's ability to make accurate predictions. By combining the strengths of both algorithms, this method aims to identify the optimal subset of features that can contribute most effectively to the model’s performance. The process began by performing feature selection using PSO, which helped identify a set of important features. Following this, the Genetic Algorithm was applied to further refine and select additional relevant features. Once the features selected by both algorithms were identified, they were combined into a unified set. This combined set of features was then used as input for a classifier algorithm to build the model. The combination of these carefully selected features ensures that the model is based on the most pertinent information, which is key for improving its overall performance. A detailed explanation of the entire process is provided below.  Particle Swarm optimization Particle Swarm Optimization is an optimization method that draws inspiration from the collective social behaviors observed in nature, such as the coordinated movements of bird flocks or fish schools. Introduced by James Kennedy and Russell Eberhart in 1995, PSO models the way individuals within a group share information and adapt their actions collaboratively to reach a shared objective. In PSO, individual particles adjust their movements based on both their own experience and the experience of other particles in the swarm, making it an extension of evolutionary algorithms \[22\]. Particle Swarm Optimization has some attractive features: it is easy to implement, doesn't require gradient information, and can be applied to a variety of optimization problems, including neural network training and function minimization \[23\]. PSO is highly effective in solving problems where the goal is to find optimal or near-optimal solutions within a large search space. In PSO, each particle represents a potential solution, and particles collaborate to explore the solution space. In this study, PSO is applied to feature selection for fake news detection. The objective is to improve the performance of a Logistic Regression model by selecting the most relevant features. Logistic Regression is chosen because it is a simple yet powerful classification algorithm, widely used for binary classification tasks such as distinguishing between fake and real news. Furthermore, using Logistic Regression during feature selection ensures that the features selected by PSO remain consistent across multiple runs. This consistency helps avoid fluctuations in feature selection, providing a more stable and reliable set of features for the model. PSO optimizes the selection of features, enhancing model performance, reducing overfitting, and improving generalization. In this study, the swarm size is set to 10 particles, ensuring the feature selection process is manageable and effective in exploring the feature space. Steps in Particle Swarm Optimization - Initialization: A population of 10 particles is randomly generated, where each particle is represented as a binary string. Each binary value (1 or 0) indicates whether a specific feature is included or excluded. - Fitness Function Evaluation: The fitness value of each particle is computed by training a logistic regression model using the features selected by that particle. The accuracy of the model is used as the fitness score. A penalty is applied when no features are selected, ensuring the algorithm identifies meaningful subsets. - Update Velocity and Positions: Particles update their velocity and position by considering three components: inertia (previous velocity), cognition (personal best solution), and social influence (global best solution). These updates allow particles to explore and converge toward better solutions iteratively. - Optimization Over Iterations: The algorithm is run for 5 generations, with particles continuously refining their positions to maximize fitness. The global best particle improves with each generation as the swarm converges toward optimal solutions. - Selection of Features: At the end of the optimization process, the best-performing particle represents the final subset of features. In this case, PSO selected 1,030 features, as shown in Figure 8. <figure data-latex-placement="tbp"> </figure> Figure 8. Line Graph of Selected Features by PSO  Genetic Algorithm The genetic algorithm is a prominent evolutionary algorithm, and John Holland, along with his students, worked on developing this algorithm in the 1960s, 1970s, and 1980s. By the mid-1980s, this algorithm began to be recognized by other research communities such as machine learning and operations research. It may not be a coincidence that the explosion of research into genetic algorithms coincided with the surge in research on artificial neural networks. This algorithm is inspired by biological systems as a computational model \[25\]. For instance, if binary strings represent real numbers in a GA for function optimization, operations like crossover, mutation, and selection are applied to these bit strings. To evaluate the fitness of a chromosome, the bit string is decoded into a real number or vector \[24\]. Genetic Algorithm is a computational technique inspired by the natural evolution process, where solutions evolve through selection, crossover, and mutation. It is particularly effective for optimizing complex problems by exploring large search spaces. Inn this study, GA is utilized for feature selection in fake news detection. The primary goal is to identify the most significant features that contribute to the effectiveness of a Logistic Regression model. Logistic Regression is chosen for its ability to efficiently handle binary classification tasks, such as differentiating between fake and real news. The inclusion of Logistic Regression in the feature selection process ensures that the selected features are consistent and reliable. By using Logistic Regression during each iteration of GA, the feature set remains stable, which minimizes the risk of irrelevant or fluctuating features affecting the model's performance. The GA proceeds by evolving a population of solutions over several generations, applying crossover and mutation operations to explore various feature subsets. The fitness of these subsets is evaluated based on their performance in the Logistic Regression model, and the best-performing feature subsets are retained. This process guarantees that the final selected features are both optimal and relevant, ultimately improving the accuracy of the fake news detection model. Steps in Genetic Algorithm - Population Initialization: The initial population comprises 10 binary strings, each representing a candidate solution. Similar to PSO, each bit indicates whether a feature is included (1) or excluded (0). - Fitness Evaluation: Fitness is calculated by training a logistic regression model on the selected features. The model's performance on the dataset determines the fitness value. Solutions with no selected features are penalized to avoid invalid subsets. - Selection, Crossover, and Mutation: <!-- --> - Selection: The tournament selection method is used to choose parent solutions based on their fitness. - Crossover: Parents are combined with a crossover probability of 0.7 to produce offspring. - Mutation: Random mutations with a probability of 0.2 introduce diversity by flipping bits in the offspring. <!-- --> - Generational Evolution: GA operates over 5 generations, where new offspring replace the current population. The best-performing solutions are carried forward to maintain progress toward better feature subsets. - Feature Subset: After 5 iterations, GA identifies the best subset of features, selecting 2,498 features in total. These results are illustrated in Figure 9**.** <figure data-latex-placement="tbp"> </figure> Figure 9. Line Graph of Selected Features by GA **4.5.3. Combined Feature Selection Using Particle Swarm Optimization and Genetic Algorithm** The features selected by both PSO and GA are merged to form a comprehensive and optimized set of features. The hybrid approach leverages the strengths of both algorithms, combining the exploration capabilities of PSO with the refinement capabilities of GA. The final feature set, consisting of 3,010 features, is visualized in Figure 10. This combined set represents the most relevant features identified through the collaborative efforts of both PSO and GA, ensuring an efficient and accurate feature selection process for fake news detection. <figure data-latex-placement="tbp"> </figure> Figure 10. Line Graph of Combined Selected Features (PSO+GA)  Classification Algorithm This study utilized six distinct machine learning algorithms to assess their performance in addressing the problem. Below is a brief overview of each algorithm. ***4.6.1. Logistic Regression:*** Logistic regression is a widely used technique for binary classification tasks, where the goal is to predict one of two possible outcomes. Unlike linear regression, which provides continuous numerical predictions, logistic regression focuses on estimating the likelihood of a particular category. It achieves this by applying a sigmoid function, which transforms the output into a probability value between 0 and 1. The model combines the input features linearly and uses a threshold, such as 0.5, to classify the outcome. Known for its simplicity and effectiveness, logistic regression is especially useful when there is a linear relationship between the predictors and the log-odds of the target variable. ***4.6.2. Random Forest:*** Random Forest is a robust machine learning algorithm that can be applied to both classification and regression problems. It works by building multiple decision trees, each trained on different random subsets of the data and features, to ensure diversity. The algorithm aggregates the outputs of these trees to make a final prediction using majority voting for classification tasks and averaging for regression tasks. This ensemble approach improves accuracy and reduces the likelihood of overfitting compared to a single decision tree. Random Forest is well-suited for datasets with mixed feature types, can handle missing data, and is effective at capturing complex patterns in the data, making it a popular and reliable choice in various applications. ***4.6.3. Gradient Boosting Classifier:*** The gradient boosting classifier is an advanced machine learning technique often used for classification problems. It builds a series of decision trees, where each new tree focuses on correcting the errors of the previous ones. By iteratively improving the model's predictions, it effectively reduces errors and enhances accuracy. This approach works by optimizing a loss function through a gradient descent process. It combines multiple weak models, such as shallow decision trees, into a single, strong predictive model. The method is highly flexible and can handle various data types, including numerical and categorical, while parameters like learning rate, the number of trees, and tree depth help manage model complexity and prevent overfitting. Although it can deliver high performance, gradient boosting often requires careful parameter tuning and can be computationally intensive. Frameworks like XGBoost, LightGBM, and CatBoost offer optimized implementations, making the process faster and more efficient for practical use. ***4.6.4. Support Vector Machine:*** Support Vector Machine (SVM) is a supervised learning algorithm used for both classification and regression tasks. It operates by finding a hyperplane that separates data points into different classes with the maximum margin, ensuring a clear distinction between categories. The closest data points to this hyperplane, known as support vectors, play a key role in defining the boundary. SVM can handle both linear and non-linear problems. For non-linear cases, it uses kernel functions to map the data into a higher-dimensional space where separation becomes possible. Common kernels include linear, polynomial, and radial basis functions (RBF). The algorithm is effective for high-dimensional data and performs well when there is a clear margin of separation between classes. Although SVM is powerful, it may require careful tuning of parameters such as the kernel type and regularization strength to achieve the best results. It is computationally intensive for large datasets but excels in applications like text categorization, image classification, and bioinformatics, where precision in decision boundaries is essential.  Performance Metrics After completing pre-processing, feature extraction, and feature selection, and successfully training the model, the final step involves evaluating its performance. This is achieved using standard metrics such as accuracy, precision, recall, F1-score, and the confusion matrix. These metrics provide a comprehensive understanding of the model's effectiveness and help identify areas for improvement. These metrics provide a clear understanding of its strengths and weaknesses. This study focuses on five key metrics commonly used to evaluate classification models**:** Accuracy**,** Precision**,** Recall**,** F1-Score, and Support, and also evaluates performance using a heatmap, line graph, and bar graph**.** Below is an explanation of each metric: ***4.7.1 Accuracy:*** Accuracy is a key metric that measures the percentage of correctly classified samples about the total number of samples in a dataset. It offers an overall measure of the model's predictive capability. While accuracy is effective for datasets with balanced class distributions, it may be misleading in cases of class imbalance. For example, in a dataset where 90% of instances belong to one class, a model that predicts the majority class for all cases may achieve high accuracy, yet perform poorly for the minority class \[34\]. ***4.7.2 Precision:*** Precision calculates the proportion of true positive predictions relative to all instances predicted as positive by the model. It indicates the model's capability to minimize incorrect positive predictions. A True Positive (TP) is when the model correctly predicts a positive instance, whereas a False Positive (FP) is when a negative instance is mistakenly predicted as positive \[35\]. ***4.7.3 Recall:*** Also referred to as sensitivity**,** recall measures the proportion of actual positive instances that the model correctly identifies. It focuses on minimizing false negatives, ensuring that all relevant positive instances are captured \[36\]. ***4.7.4 F1-Score:*** The F1-Score represents the harmonic mean of precision and recall, offering a balanced measure of a model's performance. It is especially beneficial for imbalanced datasets as it accounts for both false positives and false negatives. This metric is particularly valuable when balancing precision and recall is critical \[37\]. ***4.7.5 Support:***Support represents the number of actual instances for each class within the dataset. This metric highlights the class distribution, which is essential for contextualizing the other performance metrics. ***4.7.6 Confusion Matrix:*** The confusion matrix provides a detailed visualization of a classification model's performance by comparing predicted values against actual values. It classifies outcomes into four categories: - True Positive (TP): Correctly predicted positive cases. - True Negative (TN): Correctly predicted negative cases. - False Positive (FP): Incorrectly predicted positive cases. - False Negative (FN): Incorrectly predicted negative cases. > Table 1. Confusion Matrix |                 | **Predicted Positive** | **Predicted Negative** |
|:----------------|:-----------------------|:-----------------------|
| Actual Positive | True Positive (TP)     | False Negative (FN)    |
| Actual Negative | False Positive (FP)    | True Negative (TN)     | ***4.7.7 Heatmap:*** A heatmap is a graphical representation of data where varying colors depict individual values. This visualization technique is commonly used to show the intensity or magnitude of data points in a matrix or grid format. The colors in a heatmap typically range from light to dark or use a color gradient to represent numerical values, making it easier to identify patterns, trends, or correlations within the data. Heatmaps are widely applied in various fields like data analysis, machine learning, and statistics, as they provide a quick and intuitive way to visualize complex information. **5. Experimental Analysis and Results:** This study utilizes the FakeNewsNet dataset, which includes the columns: title, text, date, label, and subject. For this research, the focus is on the title, text, subject, and label columns. Among these, the label column serves as the target variable, while the title, text, and subject columns were pre-processed to prepare them for further analysis. Following pre-processing, 5,000 features were extracted using the Term Frequency-Inverse Document Frequency (TF-IDF) method. A hybrid approach combining genetic algorithms and particle swarm optimization was employed to enhance the feature selection process. Both GA and PSO are powerful algorithms within the realm of evolutionary computation, known for their ability to optimize complex problems. The hybrid technique effectively selected the most relevant features, which were then used to train four different machine-learning algorithms. The performance of these machine learning models was thoroughly evaluated using standard metrics, including accuracy, precision, recall, and F1-score. This comprehensive evaluation ensured a detailed understanding of the strengths and weaknesses of each algorithm. The results of the experiments are presented in a detailed and structured manner through comprehensive tables and figures, as outlined below: In Figure 11 displays the confusion matrices for Logistic Regression and SVM, presented as heatmaps, providing a clearer understanding of their prediction performance. Figure 12 showcases the heatmap of the confusion matrices for Gradient Boosting and Random Forest, allowing for an immediate visual comparison of these two algorithms. Figure 13 compares the accuracy and precision of the four machine learning algorithms using a bar graph, effectively illustrating their relative strengths. Figure 14 continues this comparison by presenting recall and F1-score in a bar graph, further emphasizing the distinctions between the algorithms. Figure 15 consolidates all four metrics—accuracy, precision, recall, and F1-score—into a single, comparative bar graph, offering a holistic view of the performance across all algorithms. Figure 16 presents a heatmap that visualizes the performance of all four machine learning algorithms, clearly displaying their accuracy, precision, recall, and F1 score in an easily interpretable format. Finally, Figure 17 provides a line graph comparison of the four algorithms, offering an alternative perspective on their relative performance across different evaluation metrics. These enhanced visualizations and comparisons offer a deeper understanding of the machine learning algorithms' capabilities, highlighting the significant role of the hybrid feature selection technique in improving classification performance and its potential to address the challenges posed by fake news detection. **Table 2**, compares the performance of six classifiers in accuracy, F1-score, recall, and support. | Classifier                        | Accuracy | Precision | F1-Score | Recall | Support |
|:----------------------------------|:---------|:----------|:---------|:-------|:--------|
| Logistic Regression               |          |           |          |        |         |
| Random Forest (RF)                |          |           |          |        |         |
| Gradient Boosting Classifier (GB) |          |           |          |        |         |
| Support Vector Machine (SVM)      |          |           |          |        |         | <figure data-latex-placement="tbp"> </figure> Figure 11. Confusion Matrix Heatmap: Logistic Regression and SVM <figure data-latex-placement="tbp"> </figure> Figure 12. Confusion Matrix Heatmap: Random Forest and Gradient Boosting <figure data-latex-placement="tbp"> </figure> Figure 13. Comparison of Accuracy & Precision of four Machine Learning Algorithms <figure data-latex-placement="tbp"> </figure> Figure 14. Comparison of Recall and F1-Score of Four Machine Learning Algorithms <figure data-latex-placement="tbp"> </figure> Figure 15. Comparison of Four Machine Learning Algorithms in terms of Accuracy, Precision, Recall, F1-Score. <figure data-latex-placement="tbp"> </figure> Figure 16. Heatmap of Machine Learning Algorithms Performance <figure data-latex-placement="tbp"> </figure> Figure 17. Comparison of Models for Accuracy, Precision, Recall, F1-Score.  Conclusion and Future Scope This study successfully developed a robust fake news detection model using a hybrid feature selection method that combined Genetic Algorithms and Particle Swarm Optimization. The research was conducted using the FakeNewsNet dataset, which comprises two datasets: one containing fake news and the other containing true news. These two datasets were merged to create a single dataset with 44,898 news articles and five columns. This dataset is publicly available on Kaggle. By applying this hybrid approach, the most relevant features were identified and used to train four different machine learning classifiers. The results demonstrated that three classifiers achieved a perfect accuracy of 100%, while Logistic Regression performed slightly lower with 99% accuracy. These findings emphasize the effectiveness of combining evolutionary algorithms for feature selection in improving the performance of fake news detection systems. Although this research primarily concentrated on textual data, there is significant potential for extending this approach to handle multimedia content, such as images, videos, and audio, frequently involved in spreading misinformation. Incorporating deep learning models for image and video analysis, such as Convolutional Neural Networks, could enhance the model's ability to analyze visual and audio cues alongside textual data. By exploring integrating these multimodal data types, future work could lead to a more comprehensive detection system capable of identifying fake news across various formats.

